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Batterie avis de sécurité

& |l existe un risque d'explosion si la batterie est remplacée par
un incorrect tapez. Jeter les piles usagées selon la pertinente

instructions.
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- Q7 CoMY
- 00 )CoMa
- 09 )CoMy
- 10)comM10
- 11)CoMIL

o li2)coM12

..!l.CD‘ﬂl

..'.4,(0‘114

A Show

ATIN International Co, L0 Al nghts reserved
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bl
Hl
|m
ia}
1p

m 3
& a2 ~
PR e o M~ paancs ATEN
Welcome to the SN9116C0
@ $116c0

W [o1)comL

= (02)COM2

- C3)CoMY

o (04)COM

- 05 )COMS

ATIN Intermational Co, Ltd, Al rights reserved.

User Access X Group Access If|O|X[0f QU= 2Ll HES AFESI0 F& Hots AETLCL

24 E9| oloj= otz Ho[S0A 2FRL

User Access A2 25 MHOIM dME ZF AMEX AE2 (82 ZElXH AHE Hel) AFolE
Hof S50 2 HEAIE ZF KXo M4 o A Ast M2 sl EAIELICL ALO|

(o]
= o T
E HioilM ZXIE MESI0] 2+ ALEAS] M Sl 273 HetE 28U

Group Access Al2lg 2& MEOM d8E 2+ OF AZ2 MO|IE Ho| S52= #AlE 4 ¥

. .
Xlol HE U 4F A 47
=1

=) = =2o-d
Access Rights L 22 X M doto] d¥al= XYLCH 2i2to| oo ofzfet &Lt
Full Access AEAtE BXIE & = UL FROM 2Ps =dE
T A&
View Only ANEXs 4 2tHE 27|08 & = UELICH OtFH
Heg g+ gEun
No Access = oel oHo| AFEA S EO| LIEILX| SEL
Ct
Config APEAZE ZE HFE HEY dTE 4% L= ML HA 03 (V)= A8
Xp7F Aot 7HR| D UChs AE 7h27|n, 8 gA s Johg JHX| UX| Ytte
AE Jte|YL o
Power Supply PON E=2 Power Over the Net™ ZX|7t HZAE ZEOl BF 8 T SXHE 37t
o FEeHE 71X Utt= AE ¢

=
A Aot = JAFLICL M2 03 (V)= AREAH
H

27|0d, gl gas ots 7HX|3 QUX| @tks DS Zte(ZLo.
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Port Nember * Port Name * Operating Mode * Properties . -

M4

-

]
Port Settings List H|O[X| EE= AIO|E HIO|M ZEE GE 2SI Properties H|O|X|7} Of2H 2t
Z0| LIEFELICE

Fart Nurmnber: COM1

Part Name [com

Interface Auto v
B RLate: we00 T
Parity: MNane bl
Data Bits: 8 bits ¥
Stop Bics: 1 bat T
Flow Contre Mong T
Togale DTR: ¥ Enabled

O 2 AMEAZ} MEdS ZEQO| dH 2 HASIEE TrLICt Of2f HIO|S0|A HYerL|Ct
A4 o|o|

Port ID A2l 2£& AHQ
o ZTE

2t IE= ZE D HSE JIX|2 U

i)
-
il
ie)

E
[m

N
rlo
nx
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Port Name Port Name EEE HZASI0 LEO| MHS 0|E2 & F

Interface Auto (7|2 X7), DTE == DCE S0f ME#StL|C}

Baud Rate ZEO| MOl & £=E HHTILICt 300—115200 (22 =EECHRSH M E
= & USHAI0|E MEBLICE A2l 2& FX[el EC0|E A1 LX[sH=
e METLICE 7|2 HdE2 9600(H2 Al2|g 2& K hLct

Data Bits HOIEE 7H8H CH2 MEsts AH8El= HIE =8 473 MER Atgt2 7
ot gULIC A2l 2& EX|Q| Hlojy HE MFn LK Aot
712 2 8 (H2 AlElE 2 X9 7|2 ghYuct

Parity Ol HHE= ®& HO|H2 LFE NIAgLICL MEEE2 None; Odd; Even®LIC AlZ|
Y 2 KXo melEl dE LX|ste e AFYLICEH 7|22 None (B2 Al
2l 2& K9 7|2 ghYLch

Stop Bits MEal= HEHE te[dUCh A2lE 2& X9 A5 HE Fut XSt 42
METLICE MEf AtEh2 13f 15QLICE 7|2 A2 1 (He A2l 2 TK[9
712 ghHYLIch

Flow Control HOlH =& MOjste WAl MENGHLCH MEH Atah2 None, Hardware(RTS/CTS),
XON/XOFFRILICE Al2|e 2& Kol S5 Aol 481 LX[ste= #US
APt 7|2 47382 None¥LICt

Toggle DTR O| metolHE &dalstH DTR =27t ALE/AHEE7t ALO|E ESRLICE M3 ot
3 (V)£ DR E2& EHatetLct.

X3 & S

2 87 Ho|x|o] Q2 of2of Save 2ot MUE EEO

[ | -

Save&Copys ZEotH ot2fer Z0| 2E CHE

Copy to Other Ports

Please select ports to copy:

¢ COM1 com2 COM3
com7 comMs COM9
coMm13 coM1i4 COM15
coMm19 comM20 coM21
comas oM26 COM27
CcoM31 COoM32

OK

COM4
CcOoM10
COM16
coMm22
comas

COMS

CcoM11
coMm17
coMm23
comas

Cancel Select All

Chaed| ST SHS MESlEs ZES M OKE

[ |

COM6

comi2
coM18
comz4
COM30

Unselect All

ZEOIHYAIR.
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ZE H§HIY

e

ZE HIES ZE M 0 M
MHQo| M22] E&= USB &
H&ste BHH Al2|Y 2& MHE LY

ZE BIYZ BYHSY, CELR HRUA MemoryS MYSHALE DH2EE USB
Coto|BE MHSHAIR. EE HIY T i NS MHSIUAIR. M3 HAS

=
=
ALE3H0] Time StampsE 2d2l/H|2d3t SHYA|IL.

Port Buffering:

Tomw STamps:

EH

O EE usB ¥

o
i
>

memary hd

Enabled

Back

st A9 XJb HE T} LFERELICH

(] - oOT,
Port Buffering: (FES T |
Time Stamps: [] enabled
-External Storage Status
Mount Status: Mounted
Buffer File Name: [bufdatl

Buffer File Name2 AMEXI7F USB ZX[0| ME= 21 0t 0|52 HHSIES
AMA"E 27 MH, NFS % Or2EE=l UsB E210|20f| CHst XpM|SH L2 99

RSN 2.,

Bl

|01 X2 X

=

=
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[0}
o
Hl
Im

]
A

£% 8c

Operating Mode H|O|X|0| M= 2} ZEO| H& G 2|0 Chet 4EE F4Y &= ASLICL %
HES SO 4 Al2lY X0 5 WHs 2

58W|O|X| S% REE TEJMIAL.

BE - 0] EE= AMEAZL #E|E Rl ZE FX|Of H&5H7] Rl AHEdt= ZEQLICEH
ol M2 Console ManagementZ, Port Access — Connections H 0| X[2| & 4l/SSH

ol o
8% 4+ ABLICH EECIR KON EEQ| XY BES MESHIAIL,

FO|: EEL2 2[2E0NM M2 OHE ZEQ| 0|8 7ttt % ZEO Ot M&E A2

ri
ik
i
L]

Froparties

—

i | Conscie Managamend ¥

AT Intermaliomal Ca,, L, AN righls fessenend

it
a4 ojoj

Max Sessions | SAI0 Ztsgt Z|Of MM ZH=E o]0 H7FgLCt

Suspend A A7l "yl MM ¢7] HRE =2{QeH AHEEUCH fETH 2R A-Z

Character (AHEO| E7t8t B2At H, I, J, M H Q) YL|ct.
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il
uc

e

Access Mode

Ofgfoll= off Ho| AEAHEO0| 201 o+ MEfoM ZEO| OfEA H&SH=X|
FolgtL ot

S8 (Exclusive): ZEE Teots ME AEAZE ZE HOjHS SELLLCL CHE
ANEBXER ZEE & = &L Timeout 7|52 0| A™E 717 ZEO| MEL[X|
EsLct

MR (Occupy): ZEZ Hetste M ARt 7t
AEXHEO| ZEQ| HIC|R 2HZ & = USLICL ZEE X OISt AHEXHIt
TimeoutO| A &7ot AZHELDH O 71 AlZH S 235X @ie 3% ZE HOoAHE
OrRAE 2E0|7AL 7|IEEE &
ST (Share): ALEX= SA|0| ZE H|
S0t A7t =22 HAFL|C

[n
i)

QIr
o2}
njo
oH
=o]
ot
-
n
>
o
_?!_
10
e
1
rlo
A
>
1
|0
HU

Occupy 0| 7|50 ™t & A7t S¢F 0] ZLEOf OfFH YHO| Y= 42 ZE FFE ©f

Timeout Nkl CHE AMBXRIE EReL

Logout e T2 W2 AMBXIF 2000 EaUt glol o|2st 4o AMEXL o

Timeout e Efo|M7t MPE|22 ®F AlZH X20F 40| S&SHA| RELCH 0] 42 Logout
Timeout S AMESIHAIR. O] 7|53 AFESIHH MHEE A7t St AFEXF =ol gl
OH Xtzse2 202 gL CH 20t2%t o= X0 ChA| 57| Mo 219
o Eagct

Exit Macro Exit MacroE O7|0f MAHSLICH Al2|Y HXE TEY Wf A A2 E M =+
ASLICE

Connection M2 SfAE ALES10] SSH Y Ul A4 T2EEZ Fd3l/H|E g5t SHMAIL.

Protocol

CRLF 0|2 Edff 7iz2|X| 2|8 X & HE AT (CRLHE MR O|HE ME#E = Q&L

Translation

¢ Zn EX

H

tsk A

re

3
E Alert Strings L=t SfA= Al2[E 2& A ZE0 FZE FXS0M Zdst=s =M =0

of WS AFEXOIAl el= LEs MUt

v Al@rt Srings

Enable Alert String
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2 S0l Hegol Was XNyHel 2 T£ SNMP EY

o
g ZEZRH AZY 2£ MHS COM ZE0| T HAIX[E

Hl

=
Al2lg 2& MEZE Ol2{et HAIXE &2 B2, SNMP E- Z1E HE57L o|Hg=

AEXA £ 2ME €3 + ASLICE Z(Oh 107 EtRe| 15 28 = UASLIT
O] Zo|X|2l 2F& 2=t =, £ 1 T otLi7t i Wotc}, FYHSS ALEXHA

SAIoHA LIt

o O e
= Command Filters

Enable Command Filtar

miand Filterl

Command Filter?

Command Filters

command Filters

command Filtérs

Command Filberé:

Command Filter?

Cammand Filters

Command Filters

Command Filberl0:

nd Filter1:
Command Filtérla:
Command Filterl3:
Command Filterld:
Command Filterls:

Cammand Filterls:

Of Ho|X[of =T 16742 EHE 2FY = UAFLICL

=
=

(o]

—

olo
Jlot

*

=

O 752 BHSSIH AAHO| BAMOE HSO=X Ol 9l FAI Moz

Fol: 0] 7|s2 & &2l A & 2| CHO[HE ZEOMT X[ LT

=

X7t SEIX| RS™ "Response check failed” (SE 20l 4mf) & (0] L&0| &Hdg3tE
x
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& Probe string2 A|2E0| SE 205 98] El= SRS YLICE 7|2 4t2 WxOD Y LICY.

(#xODE [Enter], #x1B= [ESQ))

C

for
o

¢ Query frequency= 3E Q2 EU= BI=QL|CH 7[242 30(X)0|H 10-9999 AtO[2|

ZAE YHPLCL

Real COM =ZE

Operating Mode: | Real COM Port E|

* RealCOM Settings

Secure: [“IEnable

Enable| HAsIH MMEE S WEE= 2= HOIHE =3t Ch

TCP MH

Operating Mode: | TCP Server El

* TCP Server Settings

TCP Alive Check Time: |1

Inactivity Time: |D
Max Connections: |1Eu
Secure: [CIEnable
=) o|n|
TCP Alive O] 4¥2 AN2l¥ 2% MHIt =A2E HAFEO| et TCP A7l
Check Time i RE ZE5t= BIE FogtLICt 2AE HAFHO| Ot TCP A
ol A2l 25 ME7E Oi7|8l0F Sh= AlZhE)2 YESIMAIR

Inactivity Time of 282 AZO| BOX|7| Ho| A2[E & AMHe
HIOlEIZ7L 8le W Ch7I3ts AlZEE FelgUoh A2 & MH7
A
s

fot
>
[m
i
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4% ojo|
Max S8kl 20 A 9 =& YHLCE A2IE 25 MH= ZOf 16709 HZEE
Connections SAl0 28g = UASLLCH
Secure Enable0| X23tH MMHEE S dS= 2= HOIHE Y=petL(Cth
Tcp SatolQlE
Operating Mode: |TCP Client EI
* TCP Client Settings
Secure: [ Enable
Destination Host Port
1 | |
2 | |
3 | |
a: | [
5 | [
& | |
7 | |
g | [
9: | [
10: | [
11: | [
12: [
13: | [
14: | [
15: | [
16: | [
%4 o|o|
Secure Enable0]| X3 stH MMHE 8o dScl= ZE OHOHE Y=3hetLCt
Destination e 2AE s O AZY 25 MH(TCP MH)Q| IP FA MHA ZEE ¢
Host / Port #35to] HIOIHE ™MESH?| Tt Al2l¥ HEZ2 TEULCL A2l 2& MHE A
Ol Z[CH 1602 ZAE HFHO| HO|HE &Y += UASLICH
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ubp 2t
Operating Mode: IUDP Maode E
¥ UDP Settings
Host Start IP Host End IP Port
| [ (
20 | [ [
3 [ [
4| [ [
50 | [ [
6 | ( [
7 [ (
8 | [ [
9o | [ [
10: | | |
11: | | |
12: | | |
13 | | |
1a: | | |
15: | | |
16: | | |
4% o|o|

HostStart P/ | O] X2 AFGSI0] UDP ZRESS S8 A2 UHLICH BY T& p Fa

Host End IP Qb TCP/IP ZE HSE UHTIL|C

and Port

HEY 23

Operating Mode: [‘I.Firtual Modem B

* Virtual Modem Settings

Secure: [ Enable

Enable0] HAsIH MME S WEE= 2= HOIHE =3tetLCh
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2% @2l gojys

—

2%

Max Sessions

SAl0| 7tset Zo| MM 75 of7|of ZFetLict

Suspend

Character

=AF A7l= U MM A7 HwE = AFEELULE maTt 24t

[E]]
A
(AHEO] =7tet 24t H, I, J, M2 M <2l) YL}

rr

A-Z

Access Mode

ofefioll= ol el AFEgAt=0] 20l o JEfoM ZEO oA HHSt=A|
SEEHE I
SH(Exclusive): ZEZ Tetsts Xg ALEAZL ZE M oS SHYLILL OE
=
=

5]
= & YELILE Timeout 7|52 0 &85 71T ZEO| HEL[X|

AgAtES BE
o LT}

R (Occupy): ZEZ Tetot=s Mg AFEAZE ZE Mojds ASUCH 8Lt BHE
AEXS0] ZEQ| HITIR 3tHES & = JSHLL ZEE HOSt= AMEAt
TimeoutOf A 7ot A[ZHECH & 21 AlZH S 2&3HX| @i= 4% ZE Hoj@2

O AE FHO[AL 7|EES FE2|= OE AREXOA gofZfLCt.

SR (Share): AL8At= SAI0| ZE HOHES SRELICH ALBALS| YHE =XH=2
SOQtM A7t =22 HAFL|CE

Occupy 0l 7|50l 22 & AlZt ¢ O] ZEOf| OfRfH AUHO| Q= 41, ZE HRE of

Timeout Mt CHE AREXHZE EReLCh

Logout U DZE2OW2 ARBAL 20l Ut glen o2{sh Ao AFEAL A0

Timeout m2b Efo|H7t P22 TR AlZh 2t 47F0| SESHK| &L 0] 49 Logout
Timeout 82 AMBSHMA|IR. O] 7|52 AHESHH HEE A7t SQF ALEAH 20| 8l
O Xts22 202 ELCh 20kt 20 X0 ChA| H&35H7| Mo 22
o gagtct.

Exit Macro Exit MacroE Of7|0f AELICL A2[Y ZXE ZEY W dAY HI2E S £
AE Lt

Connection M3 225 AFESI0] SSH ! HUl 9F Z2EES gde/H e d3t stUAlIR.

Protocol

CRLF O|E &3l 7H2|X| 2|EH X & HHE Mz (CRLHE 2HEX| OjFE MEfg = JHLCH

Translation
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AtMet &2 76I0|X|E HZESHUAIR.

-
ot

ol

HSPEH Al2[Y & MEOIM Al

ME
=

ol

s

0]
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e

AHEXE7E User Management B8 MEHSHH, Accounts H[O|X| 7} 2O LEEFE L|CE,
°®

Port Accens Device Masapement Log Matenance ‘\I EN

Accounts | Groups Welcoma to the SNO132CO

B Users

- Mdministrater

ATEN International Co., Lid. All rights reserved.

O] Ho|X|= 2IF0= AO|= Htet EZ0|= OIS Hol IjE 2712 =2 FH2=2 FEE O

U

o AMEA R OF2 HOIX| 2Z0 Us IO LEFELICE 2EZ LR 22 o &0 O

2 ME BEE o 20 2 & UA=E HSHLIL

® E2tX GUIE AZAEA) 8 &80 2 ZoY Hw B 550 ASLICh dEist
Ol 7 OFO|&Of el AAEAM = 50| AO|E 8RO LIERELICE

o EERX GUIOIM, BAIEE B2 2 =Mc MY o2 € 55 2EotH HEY =+

fae)

Chalag

o Cf3 MU0AM 23 o2 o2 of2fiel HESS ALEAIE 2[ot| flal AL&E ULt
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ALE XL

A =T
=2 =

Alg|

K| HotH, AlAEo o

M B0 BEAIE 2 X0 642l ALEXO CHol M ZHX] AHEAL 7

K=}
o=

£517| 213l 64712 SAl 225 HELIC

gc a9
Super Administrator ZE 3 FIX Y5 A HE|gLnh AFEAF ® OAES #elguch FH 2|
£ 2¥YLCEL 7Hel Ay stde SEYLU
Administrator SolE ZE I FX|of & A p2|guch AAEX R OAES B2l o
e =Y gde 4ot
User SolE ZE I IXof ELCh selE ZE 3 YXE 22|t HE
e stgg dEect
Fo|: Hoto] FO{T AEXtQl R0 ST, EB CHE ALBXIE 22lg
= AFLLCL
AEXF F=7t
AERHE FIISHALE AFEAL HotE 2ot T, 32 ASHUAL
1. AMO|E HIOAM Users& M EHSHA A
2. HQl ojdel of2fof A= AddE SEISHIAIL. User 0| HEHEl ALEAL HE 2tHO

gLt

”R‘;I. [ Gl'ﬂ-l:'ﬁ l nla\.lfr_“ _

Username

Password:

Confirm Pagsword:

Description:

General -

* Local User

Dizabls socount
* ACCount never expires
Account expires on:
User must change passward at next logon
User cannat change password

* PAsswWOrd NEVEr expires

Role
Super Administrator Adrministrator User
Permissions
Device Admin User Admin Maintenance Admin
Logs Adrmin POL User Broadcast User
View Only User
Slatus
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78 ALEA e

M-t HE Ue Hoot EE YA, 2t HEo| dF2 ofzf HIO[=0|AM
dggct
= A3
Username A B ™o o5 1-16 Ate| 2AtTH S{EEL|CE 126 I|O|X| AE HMZ
ZRSHIAR
Password AE S 4™ 2fsh 0-16 Ate| EXtTt S{EELICE 126T0|X| AE FHS
SENS PN
Confirm Password | 2 & 2o LY =X &QI5H7| I8l CHA| st A=TrL|Ct 2749 S 50|
Fes| YX|sof ghLct.
Description AF8ALZE st A2 AREXRO| et F=7F HEQL|CH
Role s 2[R 2[R W AR AL 37X FHH|AE2|E ZHR| AFU T 2 FHH2(of
Mg = Ae AEe == HTHo| &L
o ST X MA dH 4™ U |X| B AAEX &2, FA W EZE
gES HEYLICH S8 22Xt #Hot2 A|A"HO o) Atz 2 S E
HEE = glsud
& E|XtO| 7|2 HPH2 Device Admin & User Adming Mgt HE AS
Zostn USLICEH 2Lt A2 ot M3 gA M3 oo w2t 2t
2| Atotch OHE 5= A& LT
& AEXel 7|2 '7‘._45.1% PDU User & Broadcast UserS = &tetL|Ch 2Lt
Hot2 Ao M3 A HI oo w2t 2F AFEXIOICE CHE = ASL|CE
Permissions & Device Adming 2-d2lstH ALEAZL A Al2[g 2£ Muel 4FS #Y
X MO{St= = LT (99H|O|X| FX| 22| HXE)
&  User Adming 2d3stH ALEAZE ALEA & OF AEE 4, =8 &
AHISHE S LT}
¢ Maintenance AdminE 2435t ALEX7F RAIES ©0| 0|8 7tstt 2=
A2 &S FHSHEE L CH (1350 X| & X)
¢ logs Adming MRSt AFEXIZE A|AR 20| HESHESE gL Ch
(1314 0|X] 23 ¥=X)
¢ PDU UsergE &d%5tH AL8XL7L Power Over the Net™ EA|E HESIER
g ct.
& Broadcast UserE ZdzistH HEEIHAEE ALY = USLICH
¢ View Only UserE 2d35tM AL8At= GZAE TA| otHM = = JEE

=
HMtEILCH TE M4 = JF|EE OIRA QU3Hg & 4 glgLct
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Al2]

2 2 MH AEX 2EAM

gc 29
Status HEi= Of2Het Z0| AFEXFZL ALEXAE A R HH|0f| Y&St= AS HOSHEE
2i=s
& Disable Account= AFEXFZL AEES AN XX @z AEX A”EES
SO & 510, LSS0 CHA| 24 57 = A=EE &
&  ABAZE AFEO AlZh BtE HhE JSHK| 8= 42, Account never
expiresE MEHSFLICH AMXIZE A TtE AlohE Hotn o2
expires ongs MEHStD Btz 9WE Y LICH
& AEX7L CHE 2000 Y= E WA M, User must change password at
next logong MEABILICE O] 7|52 MZ 210 & If A &= E
AEXO| A Foist7| 2l 22| Rtof 28 AFEELICH 2|1 AF8Xte Lhg
200Qlg mf Xp4lo| Yot Y= 2 HAFSEE Lok
¢ UDE G| TS0l AEXIL COHE AE HEY £+ Qe &R, User cannot
change passwordE MEdgtL|Ct.
& HOHZ 23| XS ARBALZE O OS50 2 E H
UG LILE
& JEX| UCHH Password never expiresS MEHSILICE O] 7|52
ASHA| Gi= o oiXf Y2 E X[EHoz FX SIS
& THOF T CIM password expires afterS MEHSIY] 2tz QtE7F 2|7 Hof
SELl= EME YHYLICH AlZHO] BHREH MER H
=g
4. O] AEOM Groups HS MEHSIY MER AEAE A0 2T =

£

=
O[X|= 91H[O|X|Of M HHELICE. D Devices BES MEISIO] ARt

EH
2 = ASUCL X HOIX|= 96| O|X|ofj A HEFetL|Ct

=20 =2

MEHO| YBE = SaveS SSHUAL.

—

Operation Succeeded M[A|X|7} LIEILITH OKE =&t A|L.
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c o 22

SIHOZ FOtZL|CH MZER AFEXARZL AOIE
ALO|E H} Users 252 &AL HE =

H|O| X|Of LtEFEFLILCY.

*

17H9| HHF

Ao
—_

E7t . ZE|AHE oto]

H

I

L|C}, &

k=13
=

AN

A
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11

48
= 91
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P
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=
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=
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96T O|X|0f| A LTt

—

AL,

jE2 AFEXRSl O]

H O] x|

1I-
[

—

1

=L

H| 0| X|

.

A& XL

AFOIE HE User S E0A ALEXLS| O[5S EESHIAIL.

o el THE Ol AL XS Of
ModifyS
User O] X| Of| A{

o

AEXE AE AH|

MER AZE AAISHA

AR A £H

2.
3.
=
T

1.

MAl=2.

10

=

<

o
ol

[N

AR,

10

o

4E
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oiel mf2oA ALEAL O
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Al2lg 2& MY AR 23 NM

=

T2 AMEAH g1 BENoE MEXet
YHOA HEE7| 20, BHEIXS2 2 N

HEgotH gLt R Bl AR £ FR|of

o
I
Ot
Pl
=
fiml
rn
>
oo
Rl
10
pal
I
rlo
=
rot
Ot
|.|-|
o

o2 el 1E§S 2¥g + ASUCL

a5 48
22 dH5HH 32 FHSHAR.
1. O HIOIAM GroupsE MEHSIAAIR.

2. ool mf'd ofzhol U= AddE SERISHUA|IR. Group ®O| MEIE OF FH $tHH0| IELCH

General

Group Name:

Desonptian:

Permissions
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ALESts LR €3 Mo gLCL O s HE 230 &S D[XX| faUH Mo
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L Ct.

D2 EE FK|
Mounted Devices
USBE Drive:"/dev/sdal” Mountpoint:"/rdiskl/mnt/usbl” Size:15510536192 &

Mounted Devices M2 AZE USB X NFS MZ ZX|of &st HEE HA|RLICH USB &X|7t
Al2lg 2& MH (SN0108CO / SN0116CO / SNO132CO / SNO148COTt siEh) o Mo HZE

4R, Ee NFS MZ X7t A™E Z2(101HO0[X| NFS &8 &x), AX|E ZX|of Chet M
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-NFS Settings-
NFS Name Source Status | Auto |Operation
nfs1 N/A
nfs2 N/A O
nfs3 N/A O
nfs4 N/A

NFS (HER/Z T A2E)2 HERJIE Sof M IXE U2EY =+ ASLICL ZO 407K

O2E & = JASLLCL OREY TN fIX d2E Zdte N X HEHYI {IX(P F4&
A HESRIA O|F)E Sourced| FHIMAIR. CHZ NFS ME EX|E OH2E 5l2{H MountE 2
25t A|. Status €2 N/A, Mounted, Unmounted & StLE2 EA|EL|CE. Unmounted= X%
Ko &5 5+ 2 W EAIELCH Unmounted EA|ZF LIEILIRH HEQT0 Us TXOf F
% 7tsoHA| =olsta, AFEXE7E L&D Source "EIF FEDHX| 2AQISHMAIL. AutoS X3 SHH

2|8 uUsB EzZjo|H

External USB Drive
use

Source Status | Operation
Name
usbl USB3.0.FLASH DRIVE; Size: 15510536192 Mounted] Unmount
usb2 N/A
usb3 N/A

Z|CH 3709 QF uUsB E2I0|E2E Or2ET £ YUELICL Mount £ UnmountS 28510
=}

ECto[E2E D2 ESHALL OI2E SiANSHUAIR. JEi €2 N/A OI2EE E= O2E siMEs

LHEFE LT,

USB E2t0|E0f X[RAE|= Tt A|AB2 FATS, FAT16, FAT32 R LICY.

ZE 270 Ciet Syslog 8%

Syslog Settings for Fort Logs

¥/ Enable Syslog

Server IP/Domain: [10.15.8.12

Syslog Category: Locals ¥
Port: 513

Protocol: TCP ¥

Enable secure connection(S5L)
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HESZ 2XE AT &= A=K g = AH

o= HEYI AKX 2= Cisco, Juniper, HPE, Dell, Huawei, H3C, EdgeCore, TRENDnet,
Fortinet, ATEN ES01527} U&LICH
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HTTP EetX 2302 9zt XE HZ YLICE 7| gh2 80 YLICh
HTTPS 2ot BEteX 2O0E P ZE Y YUCh 7|2 32 443 YU
SSH SSH B&2 I3t ZEQLCH 7|& 2t2 22 YLt
Telnet Port Hul B2 flst ZEYLCEH 7|2 Z2h2 23 YUt
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HIEZ OtEH eth0Q| IP FAE AEY = USLICH
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oISt 4 AUSLICH ME MELS 156EH0|X| P =& AX
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¢ DNS AMH
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IPve= MZE2 (128bit) ZBHO| |p =& A7F A ALICH (ME 2= 158H0|X| IPv6E
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Ax) A2 22 MeE 85 Pv6 T2 U DHCP) I DF IPFL HEE MUY
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ANMS

ANMS (15 HES3 22| 28)s detel HERI &2 28 HolXs =192 2T 8 2F

o
2200 2IF 2elE 2850 AHEELC ofef 2%eh Aup 20| ZHE Lo HE=
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" 01 JCOM1
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{oa]COMa

(09 )COM9

12)COM12

[13)COM13
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ATEN International Co,, Lbd. All fights reserved.
¢ SMTP &%H
= SMTP Settings

Enable report from the following SMTP Server

SMTP Server: |

SMTP Port: |25
Server regquires authentication
Account Name: [

Password

Fram: |

To: |

SMTP MHEOA AFEXIOA Al2|E 2& MBSl O|H Y 2|ZEE #odH Chg

TSI A2,

o

1. Enable report from the following SMTP serverE &/d%}5td, SMTP MH2| IPv4 F2,
IPv6 T4, E= E0Ql 0|52 YHIIMAIR.

2. SMTP ZEE QUHSIMA|Q,
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3. MHTL 2152 QHFStE 42, My server requires authentication X3 2rA0] &332,

Account Name, Password ZE0| HEsH HEE QUHSIMA|L.

4. From BEO| 2|ZET HBEE Y FAS YSHUAIL.

e =

Fo: 1. EEOE oY FA0 UH JHSOHH 64 ByteS =Y 4 RlEUCHL

2.1 Byte = SEAt 1%}

5. AMEXt7L fstE SMTP 2|ZE U To WEZ EUX|= O|HIE 2|ZEO HY
FAFAE)E YHGHAIR.
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=ZE[SHMA|L. MM = 256 ByteE

27 Mo
= Log Server Settings
Enable report from the following Log Server

MAC Address:

Service Port 001

2IQ00ILE R B HAIXR|2t 22 A2|E 2& MEHON 2dst=

2 2% HOjE Wete
AEMoz 21

nes ddguct
¢ O] 7|52 A83t2{H, Enable report from the following Log Server X3 EtA0f
HASHI AL,

& MAC Address ZE0| 23 A7

I SZ&8t= AEEHO| MAC FAZ QUSIMAIR
¢ Port ZEO| 23 MH7L SESE HFES ZE HSE UATLICE FES ZE
2|= 1-65535 QL|Ct 7|2 ZE W= 9001 YLICH

¥
10
Hl
Im
rE
Ir
1=

2O™ ZEOM MEEE Adts HEA| HE2FOF gL Ch
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L 4

SNMP A{H
v SNMP Settings

Enable SNMP Agent
Community for Read: public
Enable SNMP Trap
. Trap Receiver:
Recelver Port: {162
Community:
2. Trap Recelver:
Recelver Port 162
Community:
3. Trap Recelver:
Recelver Port: 162
Community:
&, Trap Receiver
Receiver Port 162
Community:
Enable SNMP V3
SNMP V3 Account

SNMP V3 Password:

=0

| & SNMP EE2 SNMP vi/v2cE X|¥

rulo ot

& SNMP 00| E= SNMP v1/v2c/v3

SNMP 2 &S AFESHEE CHEE FddHUAIL.

1.
2.

Enable SNMP Agent S+ Enable SNMP TrapOfl X35t CommunityOfl =5HMAIL.

SNMP ER2| Z2 SNMP EE O|HIES 23 HAFEH| IP T2 (Trap Receiver T )2t

1E

E=
=
MH|A ZE B3 (Receiver Port 2E)E YHSTL|CE F2T ZE #H|E= 1-65535YL|CH
E

rE

S = 162 L|CH

Fo|: Z|CH 4742 SNMP E& =A7|E X|FY
E

SNMP =417 HFEHOA A8t Z

(SNMP Of|O| M EDF 8T SNMP V3E AL23}2{ ™, Enable SNMP V30| X33}

UL,

kd
)
0
~
o2
fot
i
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& A2H 23 MH
= Syslog Server
Enakble
Server IP:
Carvice Port .=..u—
A2 £ MBI YHSte ZE OHIEE XESID A|IAHZON 7|S512{H CE2
TAUSIH AR,
1. Enable2 X|3SIMA|2.
2. A|AE MHQ| IPv4 T4, IPve A EE EOQ 0|52 YHIIMAIR
3. ZE HZE YEHSIMAR. RS ZE HQ= 1-65535 YLICL
& SMS AH
» SMS Settings
Enable
r-1er.sa_ne Centar:
SMS Receiver:
SMSE S8 22 Po W, thge FUYAL
1. Enable2 MASHYUAIL.
2. Message Center 3 SMS Receiver ZtS YUEHBIMAIL,
ZFo| DE #ZOo| Y2 B, HO|X| LQEXZ ofgf TMO| U= SaveS 2EsH= UL UK
OFAA| 2
& 2§ USB EZlojE

= External USE Drive

| Enable
Drive: [usb1 hd
Status: Mounted
Log File Name: Jusba
AElY 2& MHOIM 2ddt= 2= OHE
OS2 TdsUAIR.
1. Enableg NIASHMAIL.
2. OMIES 7|2 coto|Bg MESHIAlL.
3. 21T 0152 YEeAle.

2 7|2%t1 QF USB EEI0|E0| 7|2t H
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ol

[

ol

[

ol
ol>

=]
x

= RADIUS sattings

Enabile
Preferred RADIUS Server |
Prafarred RADIUS Service Port: 1812

Alernate RADIUS Server:

Altermate RADIUS Service Fort: |1545
Timeaut [ " sac
Ratried: ;:'I

Shared Secret {at least 6 Characters): |

¥ LDAP/AD sattings
TACACS+ sefttings

® EarERTE

ATEN Intermational Co., Lbd. AN rights resereed,

¢ RADIUS &7H
RADIUS MHE &3t Al2|g 2& MH 25 X S22 5852 L3
1. Enable2 A 3SIHAIR2
2. 7|2 8 EZx RADIUS MHE{Q| IP =& 8l ZE B E AZHSIYA|2. IP HEO| IPv4 &
IPv6 & £ T O[5S AHEE = USLCH
3. Timeout ZEO|AM EFYOFR &[7| HO| RADIUS MH7I SEStE AS Al2lY 25

MEZb Z|EtE|= AlZhke =ERIZ2 2785HA 2.

mjo

TSI AL

Retries EEO0|Af RADIUS A= S & =AE HESHUAIR.
5 Shared Secret EEO|M Al2|Y E& ME{ 2t RADIUS MH Ato|of 215S sk
AH8SIAAt St= 2AHE YHSHUAIR. X4 6 SAH7F HagL o
6. RADIUS MHE{O| CtZ1t 20| Z} AEXIE Qo 252 27 AIR.
¢ su/xxxx 2F 22 AL 252 HESHAIR.
AL&AE O|§ 2 HEHE xxxxe A8 Al2lg 2& MHOAM ddE I ALEXHOA

FO{ Lo

¢ RADIUS MH Sl A2|2 2& MEHO| Z2 ALEXL O|ES AFESIMAIR.
¢ RADIUS MH Sl A28 & MEO| Z T 0|82 M8
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o %=1
—_ =

Ae W SEELICL 84T OX| AHEX} =7t

¢ LDAP / LDAPS @I

* LDAP/AD sattings

Enable
Ereferred LDAP Server:
Praferred LDAF Service Port: 189
Alternate LDAP Servar
Alternate LDAP Service Port: 189
Timeout
Admin DN
admin Name:
Password:
Search DN

o =AA
= =

LDAP / LDAPSE E3l Alg| MH Q| 215

HEE FZFAIR.

Mo 22
AEC| ALEAZE A28 2& AHO|A

MEX/AE OIS AHESHUAIR.

47)

oto| &

Zhel olES Ated

Enable Enable X|3EtAO| A0 LDAP E 2HA3}5t4, Enable SSL M| AErA0| # A SHY
LDAPS 21F % 5012 Mottt

LDAP Server IP LDAP EE= LDAPS AH{O] IP =& Gl ZE HTE ABtL|C}

and LDAP & AEXI= LDAP A ZEO| IPv4 T4, IPv6 T2 E&

Service Port T UA&LCH

.
636 L|Ct.

LDAP = 7|2 ZE BTt 389 QLICL LDAPS £ 7|2 ZE HZ I}

Alternate LDAP

Server and

Alternate LDAP = UASLCH
Service Port ¢ LEX |DAP AH|A ZEQ| F2,
42 7|2 ZE HSE= 636 YL

HZX |DAP L= LDAPSAH O IP =&
& AEXH= LDAP AMH ZEO| IPv4 T4, IPv6 FTA

, EZ LDAPS 9|

LDAP / LDAPS Zt2|Xtet A9|sto] O]
£0 52 21 #&LU o

ou=kn4132,dc=aten,dc=com

Admin DN

zeo

U o E

Admin Name LDAP Zt2|Xto| AEX} O]

113



A2

2 2 MH ALEA A

- =
ofo|&ll k=anly
Admin Password LDAP Z2|Xto| AT E AHTrL|Ct
Search DN ZAMOo| 7tset FEEl= 0|2 HETLICE O] Of0|H 2 ALEXl OS2 ZAMO|
A&t El= =0Ql O] & LC}
Timeout A2l 2& MH7} EFOFR0| E|7| Ol LDAP =& LDAPS MHZ} SESHE A
2 7|CkElE AlZtE x= T2 AR

LDAP / LDAPS MHE{O|A, AFEX}= CHZ1

*

*

27|0F Qo] — Al2|e & MHOA A

> oo
m
rir
>

LA AFEXL dot2 Al2[Y 2&

27|10t glo] — 2% ADO| U= AET DHEE L ALEXAL ot2 Al2[d

od [
AERZE F3UeE AF0HA 2FE Ant L
27|10 g10] — 2% ADO| U= AMEA O|F X AF0| OFELICE AEA &

28E Ant e

TACACS+ MdH™

* TACACS+ settings

Enable
Preferred TACACS+ Server
Preferred TACACSS Service Part! S
Shared Secrat 1[at |east & Characters):
Altarnate TACACS+ Server:

Altarnate TACACS+ Service Port 49

Shared Secret 2[at least & Characters):

¢ Enabled| X351 (TACACS+ {3} CHE HEE YHIMUAR.
& Preferred TACACS+ Server (7|2 TACACS+ AH)

Preferred TACACS+ Service Port (7|2 TACACS+ AH|A ZE

Shared Secret 1 (35 HIZ 7| 1)

Alternate TACACS+ Server (EZ TACACS+ A{H{)

Alternate TACACS+ Service Port (& TACACS+ AMH|A ZE

* & O o o

Shared Secret 2 (88 HIY 7| 2)

€2 gez 28 s + AsHCh
=2
o

Al2| &

&0

1t
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¢ Kerberos

* Kerberos

Enable

Kerberos Server:

Kerberos Service Port:

L
o |

Kerberos Realm:

& KerberosE Zd=iotn Cig YEE YHMUAIL.

& Kerberos Server (Kerberos AMH)

& Kerberos Service Port (Kerberos A{H|A ZE)

& Kerberos Realm (Kerberos <)

cC #e| 4%

Event Destination l Authentication & Authorization I CC Management _

# Enable
€€ Server: [10.3.186.11
CC Service Port: |sooo

CC (Control center) MHZ & MBo| 9=8 §235l2{H EnableS N 3AdtD CC
MHOl 1P =& S F2 F U MHA ZE E £

P EEO IPv4 2 IPve & E= EMQ O[FS AEZ

F9

K

O] 7|52 At83l= 42, PON HX|= CC MHE S
2850 = AIO|= HIOf LIEHLIX] G5 LT

(o=

|2|7] E0] Al2|8 2& AHOf

=2 ==

r
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A2l 2& MBO LM LAN 7| SHo 2= HE £ Ble B2, AM2lY & M2
DE ZE F& ZHEOR FHE A2lY EE (SN9108CO / SNI116CO) & StLtE Sdff T&E
+ AL

T ATEN

Weicome 1o the SNO13I2CO

Console Port Settings

Baud Rate 9600 v

Partty Mona .

Dats B2y 8 bes .

Stop Bits i bt M

Fiow Corers None v
PP Settings

Modam Sattings
IATRgRON SENng
PP Diai 10 Setuegs
Tratie Olal In / Dial Back

Enadle Dial Back

ATEN Intersationsl Co., Lud. &1 fights reserved.
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SN0108CO / SNO116CO / SN0132CO / SN0148CO

Caonsale Part Settings

Baud Rate: SE00 v

Parity: None v

Data Bits: & bits ’

Stop Bits: 1bit v

Flow Control: Hone *
-PPP Sattings-

Madem Settings

Initialization String: [
-PPP Dial In Settings—
Enable Dial In / Dial Back
Enable CHal Back
* Fixed Dlal Back Number [

Flaxible Dial Back (Allow the caller to set the callback number)

PPP Server: [

FPP Cliant: |

FPF Dial Qut Settings
- Enable Dial Out

ISP Settings
Aseess Phane Number: [
Usernama: [
Passwerd:

Dial Out Schedule

= Byery Z Hours ¥
Daily at [ (HH:MM)
PPP online time: 30 minute(s)

Emergency dial out

PFF keeps online until netwark recoversd

* PPP gnling time o minute[s)

Mail Configuration

SMTP Server: |

SMTP Port: s
Server requires authentication

Azeount Marme: [

Passward:

Frarm: |

To: [
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=& MY MEX 23N

SN9108CO / SN9116CO

Console Port Settings

Part Humber Cizatle ¥
Baud Rate: 115200 ’
Parity: Nans v
Data Bits: 5 bite L
Stop Bits: 1bit v
Flow Control; Hane v
-PON Settings
Port Number Desatie -
-PPP Settings
Modem Settings
Part Numbar Dizable ¥

Iniltislization String: |
PPP Disl In Sattings
# Enable Dinl In / Disl Back

Enable DMal Back

* Fixed Dial Back Numiber [

Flaxible Disl Back (Allow the caller to sat the callback number)

PPP Sarver: [t0.3.166.100

PPP Clignt: [10.3.18¢.200

FPP Dial Qut Settings
Enabie Dial Qut
15P Sattings

Access Phane Number: [

Ussrnamae: |
Fassworg:
Dial Out Schedule

* Every 2 Hours

{HH:MM)

o

Dailly &t
PPP anline time: minube(s)
Emergency dial out
FFP keeps online until netwark recovered
* PPP oniine tme EEI minute(s)

Mail Configuration

SMTP Sarver: [

SMTR Port: 25
Server réguires suthentication

Account Name: r

Fassword:

From: |

Ta: |

SN9108CO / SN9116CO2| ZHO|A &, PON (0H[8)

L|ct.

£)8 Mgttt 7|25o

Z SN9108CO / SN9116CO =&

S 2EOo] HZEZ Port Number (

| =
LEO| LE HS = HMSIE|0 UE
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, Che ME0M 235k= A 20| Enable Dial Back

o -1 =
5! Enable Dial Out2 A2 = JUSLICH ZstEl Eot 7|82 =2, 0| 7|52 A= 42, Alg)
(@]

1 = |
OLo| £xt
Enable 17 178 Number Dial Back2® At&3%te 42, S0{2+& T3t AZA0| S If
Number Dial Back AE2lg 24 MH7ZF ZEES 2t Phone Number ZEO| d™E HM3l HS S

717l 2Yoz cro|g W o
Phone Number ZEO| ABXI7H Al2|Y B2 A7} Co|Y w7 st
2Eo| Mo} He S YBLct

= -"T.-"

Enable Flexible Dial Flexible Dial Back2 At2d%ts 42, Al2IY & AH7t Cho|g & &= ZHE2
Back DHE =ort &L AKX Heh oftH mEIO|E ofgfet ZHo| Lol
Hish o= Q&L Ct,

1. Password ZEOf }TE HE
2. ANElg 2& MHZF ZEOf
Z2& MH7} CHO|Y BT}

Password 2E0| dH™E &=

e
m =
i1 1o
= ¥
Ot
iRal
>
fo

o
Ot

i

Cto|¥ of g/ds}
CHO[E OFR 7|52 AESIEE QIEHU ME[A MM AFS 285t Z8S AHESHO] ISP

A™o| ™3t M&8H0F LTt Enable Dial Out 50| CHet AHE of2f EO| Lt /U&L|CH

ojo| &l =Xt

~

ISP Settings ISPOIl A Z3t7| 2lof ALEElE Hat H=
YL}

AE OlF (AEX 0|F) & H=E

1
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LAl

ofo] & 53
A
=

Dial Out Schedule o] 252 ISP 922 Sl Al2|g 2&
| A

¢ O|E =0 Every two hoursE& MEiSH A2, A
00:00 A0 Of 2A|ZF CHO| Y OFRE AlZHE

& AN2Z|Y 2& MHIF aFE AHEUZ Cho|Y
HOM, Z|AEO|A Nevers MEHTIL|CEH

s —

ALgBIO] AlZbe B LICH

M7} CIO|E OFR

}.

& Daily at2 573 A[ZH0| SHROf ot CHO|Y O ©LICEH hhimm ZSHS

& PPPonline time2 A|8Z2 ©7| Mo Ot 2SS HEZ2
X&ex| d™etLct 02 4785t 24k 22101 AEfYS oojgtLct,

Emergency Dial 2l 2 MHIF HERAZ

Out
fLICH
PPP stays online until network recoveryE &4
HEXAIZZL A B2 =0t WX Ee A2
A Wotx| X|=E Lo

—

gy

St 2

& PPP online time2 M 2,
SX|ELICHL 02 H78stH oa 2210 MEfZ o

-
-

o] BO{FHL, HE

Al FH AZ
82, 0| 7|s2 Isp Cjo|E & HES Sl 29(X(7F 222 Ef7t EI

S MEist 22, ISPoi| PP D1Z2

=& MH7E CHA|

SP HAZ MERIM H%
A
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= Xt
S

=~

Mail Configuration

2 A2l 2& Mue ZEO HZAE FHXOAM LUs= 2HE2
ol X MIELICE (108H[O|X| SMTP M7 &X)
Fol: 0] O|OfY BX IE L= 2|AF Ol ME{Z} OFE ISP Y MHE
AHE3CHE FOIAM 108H|O]X] SMTP A0 H™E 210t CHELICE
¢ SMTP AMH | ZEO| AFEAL SMTP MHE{ 2| IPv4 F24, IPv6 T2
e 0o O|§S YL
& SMTP MHQ| SMTP ZEE TtL|Ct 7|22 =
MBS E Z2H SMTP A1H1 ﬂ_ra|xro1|71| BO|8AAIL.

] _I_
o M o
mjo |'> 2

Im
no
[0a]
ixe)
i
Hel

S
authentication checkbox A3 2f20] Xﬂﬂﬁ =, A A™E o8
A E ofgff ZEof YHSHAIR, 21T AY o|En Y=E REALt
MHO|M QIE0] QK| O2E ZE= 42 SMTP MH Z2[XtofA|
OISt A|L.

¢ from EEO sSMTP MHE EHESI= AE(EE 558 MYl LHE
#E|xhel ojH Y F2E LHYLIC

of Ho|X|of 285
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5ot

=t I o|X|= Cf

dlo

MMUN HFote AN 474 Fa W2 TLEUC

dotE Eots fldl, 230 dmf MM AREAZE 200 Hujs I F& o] e
ARX|E Zelots YMS 22 X7 AESt=E U
Login Failures
Login Fail Palicy: Disable User Account IF Address Locked
Maximurn Login Failures: 3
Lockout Period: s minute(s)
2I0 Muf Mg Ao, =200 Ao M M3 YA F SILIE MAYLICE SE52
o|0]= otz HO|SofM LIt
2= oy
Login Fail Policy O] A2 of7[0f @& =t matolEof et Af%”” 208 Mo
= [ Yot s ZFLHC 2o 2302 2O sl+S =08 42,
Al2lg 2& MEO| ot 20| 238 &+ UASLICH
(

& Disable User Account (AFEXF AIH HX|)
& IP Address Locked (IP 4 Z3)
Aol & AlZh2 EZ X 7|70 EET A|ZHHE fEL

o = — =
Maximum login Failures Of EE= 210 oI FHM0| &d3tel?| Mo 3{&8%= 21 Hj
+=E g¥gy o
Lockout Period HL0| CHA| tdatel?] Hof| AF8AF AE "X = IP T4 TaF T Al
e Aok
F9|: Login Fail Policys &d%lotXA| @i= B2, AFEXt= A0 3l=0| Aot gio] 21022

o =
AMEg = ASUCLL 222 28 0] 7|s& AH83tl &e M M8 AS

YL
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Hob 2
ZstEl Hobg 2[8f, High, Medium-high, Medium, & Custom 2O 7|50 K3 stAHLt sl gt
+ gL
Security Level
High @
Medium=High 'ﬂ
* Medium @
Custormn
Enable Telnet service
Enable SNMF Agent service
Enable ICMP sarvice
Enable S5H service
Enable HTTF and redirect to HTTPS
HTTPS S5L/TLS Version
1. High (SSHv2, HTTPS(TLS v1.2)& HM2lgt ZE AMH[A H[ZM3}
2. Medium-high (SSHv2 2’83}, HTTPE HTTPSE 2|C[3M, HTTPS(TLS v1.2), ICMP)
3. Medium (SSHv2 2d3}, HTTPE HTTPSE 2|C|&M, HTTPS(TLS v1.0, 1.1, 1.2), SNMP 0f|0|HE,
ICMP) (7|2 4%)
4. Custom: M&%t{= CHE Ho M2 2E50 MASHA| 2.
& Enable Telnet service (R4l MH|A 23
¢ Enable SNMP Agent service (SNMP O O] E MH|A 243}
& Enable ICMP service (ICMP A{H|A =3}
& Enable SSH service (checked by default) (SSH AH|A ZM3h(7|2H o2 MEHE))
¢ Enable HTTP and redirect to HTTPS (checked by default) (HTTP &/d3t 8! HTTPSZ 2|C|
MRz MEfE)
& HTTPS SSL/TLS version (HTTPS SSL/TLS H{#&); "TLS 1.2", "TLS 1.0, 1.1, 1.2"(7|2%H) X
"SSL 3.0, TLS 1.0, 1.1, 1.2" SO A MEH
A e
2ot Zots Qo HALA0 M3 £ sFo Gt REO Tl FIPS 140-25 BAHHE £
AUSLICH

Werking Mode
Enable FIPS 140-2
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IP/MAC ZE

IF Filter

® Disabled Include Exclude
Add
Madify
Dealete
MAC Filter
® Disabled Include Exclude

Add

=)
G

,__‘
@
;]
b

¢ P % MAC ZHE
IP ZEQt MAC ZHE 94 Tt 2E0|HE HFEO| IP B MAC FA40 7|82
A2 2 MHO E&2 ML CE X 100702 1P ZE{QF 1007H2] MAC ZH7t

SEE Lt EHIt 288 8% 1P EBH E= MAC EH S5 820 EAELUCH

AN

IP E= MAC ZHES AHE3l2{H, IP Filter E=& MAC Filter Enable X3 HfA0| 3
02 E SE5HUAIL.

¢ Include HEO| XM3E 42, ZH #He WY Y= =2

Fag2 H20| ZREUL,

rin

Fae 50| 5{EEULH CHE

2

Exclude HE0| H3E B2, TH #el WO A= BE Fo2= 50| ARELULE CHE

FAE2 HH0| SHULY,

Enter the IP address to add
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AL,

Cancal

OK

coress to add

Enter the MAC a
=7k MAC

| -

—

AddE SESHUAI2. Oz 8270 LIEFELCH

2HE o

3.

1.

Klo

H / MAC ZH
IP Z2E S MAC ZH AtO|o| &=0|

P2

L 4

ol

£
iy,

A

4

of

=
—
ZHEUH. (3 dREe B&52 FRIEUD

= o821 LHE

10l M

|
=

KO0
$

—_

EL

AR,
5| o™

AL
(LI

F

C
—

™

CHet SfA7F LHEE LG CHSRSARZE LEEFLE

bS|
(=]

A
T

F

e
o
[

gfAQ H=

P

FaE MAStL MZ2 A2z CiNSHE ELIC

2

b o

=
M

AL,

<1
10
mul”

m

F

|1 DeleteS

10

o

4E

xd

20 M
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A BH

-
AH HM MHOME AL
L Ct.

Minimum Username Length:

Minimum Password Length:

Password Must Contain At Least:

=]
[=|

rk

2RSS AR OIS YBE BECE MG MW

Account Policy
1
One Upper Case
One Lower Case

One Number

One Specal (eg, ~ 1@ 28% ~&*"()_+=-"[1/7><)
Enforce Password Mistory 3 =
Password expiration
Password expires after: day(s)
A EH2 otz Eo|S0|AM SFeLICH
g= 29

Minimum Username Length

AMEXF 0|0 ERtt X A5 283HAR. Jtset 24t =

1-16L|Ct 7|2 3f2 eYLLCt.

Minimum Password Length

16 LICE 02 =7t HRSHA| fChe oOjYUcth 7= 2382
6RALICE AFBAHE AEXL O|FRt2Z 210 & + USHCH 7|2

Password Must Contain At

Least

o
i
rir

=E Y=Y W ASROIA =23 1742 TIERE, 22X
£ 275=X MIFLC
9l M2 A ALEA AEo| FEE OIX|X| EEUCH
MEEID H = M2 Y& AFEA A-D 228 HEY
o
3

o= O/

o

ne
o 1%

0|

7t

rir

Enforce Password History

of MIALAZE A
FX

St AMEXAt= O|TO| AREgh OHX[E} x7io| &= et
bASE 488lioF PLICE X tish Xt
C

e ne
ot
o> 4o L
1ot

>

=

52
rr
m

ro
o
>~

2

r

B

Password Expiration

ot
>

=2
my

2 AZL=z AEAE 2O02S SHA| RSHH S EBHYAIR.
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L2
Az,

.
3 & = 2] # T
Port Acters (PSR TUTV UL Owvicn Mansgement Loy Mairtenance “ EN

w | Network | ANMS | OOBC | Security | Asseciation | Dete/ Weicoma to the ShO13

@ 01100 Power Ma

"% (01)coM1

PON Assaciate Settnge

of On/Off/Resoct

Power Supply
Confirmaticn Reguired i |
Power On Delay ez
Power OFF Dwlay tec

Shutddws Method MAC Address

ATEN Internstionad Co, Ld. AN rights reserved
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2 RE/A|ZE

=EW/AIZE Tzt HOX|= Al2[g 2& AMHel AlZh T2t E 282U

= 2ole

Currant Eysttm Time
Dats 12/14/2018

Tirme: 13:47:16

New System Time

® Synchronize with computer tima

Cate: 1271472018

Tirme: 13:55:53
Set manually

Date

Time

Synchronize with NTP server
Using default NTP server
Primary NTP Server:

Altgrmiate NTP Server:

SHO13200 Time Zone

Time Zone: (GMT+0B:00) Taipe x

ot FEof et oi2tojHE dE L.

t 2O ERE BAZUCL AlZE R ER EEE JEE

o

FO|: HebRA UIOIM, AAE AIZE2 ARX[Q] A[ZICZF OfHl & EEtfX MM22SH L2
AlZtoHer 2HAE AlZts BAIGLICH & 22t MAS] AZICHb AR X|2 A[ZECHZ}

CHE E%, BAIEE AlZHE 2%(X[Q] AlZtTet CHE LT
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FO: AMRIS| HRE Al W EW= HIZ Of2f =5 ZE0| BAELCH o HEE= HE

MEs <8 EAIELICH

= 2’858 H, Set manually 2tC|2 HES MESED YYYY-MM-DD 2
HH:MM:SS ZBHES AL835t0] MESH HEo 4ES YHSMAL.
o|l3 7

b AMH et 57|12t 5t24™ Synchronize with NTP server 202 HEZ

& UEYIQ 7|2 A2t MHE AMSI2{H, Using default NTP server X3 EfAO0]|
HASHAA 2.

& S5 ANZH MHE H7E5t2{H, Using default NTP server M3 2fAE SiX|StL, Primary
NTP Server EE0| A[ZH ME{ 2| IP A5 YHSIUAIL. LHE AlZE MHE 27852 H,

of AlZE MH2| IP A5 YHBHIAL.

Alternate NTP Server 2L
2 SaveE SESIUAIR.

L 4
rE
ox!
Pl
_Q_I-
mjo
I
oo
_Q_F

MEZE Xt BFE A|ZHCHE D52 S, Time Zone 2|AEE EECHR ot

*
i
oX
Pl
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Log | Notfication Settings

@ SN0132C0

@ 011cOM1

@ lc21coM2
@ (02)cOMY
@ (04)coMe
@ (03)cOMS
@ |06)cOME
@ [071CcoM7
@ (08)cOMD
@ (09)cOMy
@ [10]COM10
glit)coM1L
@ l22jCOM12

@l 13)cOoM13

@ (14)cOM14

A Show

ATEN International Co., Lid. All rights reserved.

A28 23 HoX|= Al2[g 2& AMH0A Zdst=s 2E O|HIEES EA|SIL, Zf O[HIEQ)
SR Al A2, M8A 2 23S MISYUCL AL8AtE € 552 2850 =2 =ME

=
21 oY HCOf 512742] O|MIEE 7|FETLCH MEE EHOME, 71 efE O|HEE HEl1n
MZ=2 O|HEZ} SO{ZLICt HO|X|2l ™ ofzfol| A= HES| FH2 otz HIO|Z0|XM
et

kS 7ls
Clear Log Clear LogE 2&50f 21 LS AL
Export Log Export LogE Z22/5t0] ALEXIS] HRAE 21 W82 TUZE NMYSEE et
Filter FilterS 22/5t0] Ctg MMO|M dHSt= AN ALEXIL @t 82 £ §F H

OolLt 2XtE2 £ OMIES AMT £ AT orLct
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il

2E

ZHE B8 A0 8L, EF HO E£= EXES ZYSAALL §F
21 O|HES EAISI=E TLCh AFEAZE O 7|50 &Y M, 21 2

P
H|O|X|2| Of2{of LtEFEL|C}

AP RO} BHE g

Tt gravt

Log Management

Time ® Today All Range
From:
To:
Pattern:
User
Severity e All Most Less
| Apply | Reset |

Least

| Cancel |

g=0| et 282 ofef Hol=o UsLC

4

Time O] 7|52 AMEXI7L ChEIt 22 E7 AlZto] EMst O|HEES
ct.

Today: 21X 2% O[HIEDS HA|GL|CE

Al 21 ool A= 2E 7|F0) o ZUE EHEY ofH
EHfL|CH

O 2ttje HES M

g ofe{® o] EtEje HES M

| =
Eiot =, From 3 To ZEE S5 0| WY IRIL EAIE UL

Pattern EY o] =& EXIES ZHE BLCH Information HIAE BEAQ THOf EE 22Xt
2 YYHSHAR QEX| T e EXAEE ZESID e OHEDIO| HEAEL
Ch QLYE FtE(17H 22X 22 2, o2 242 22 »HEt S 8L 22 171 0|9
EEJ S50 LIEtE &= JUSLILCE O|E S0 h*ds & YHtH hands®t hoods2t
OYXIELICk hond 2 2GHE hand % hind® S OIZ KB hards OFEILICH heds
= h*ksE hands % hooksE 2| HEL|CH

User Ed AL8AE EHE YLCH HA AREA HIA A0 HMIAT T, AHEXS| AL
0|52 23t ApplyS SHSUA|IR. AHEX} 0|52 =&st O|HIED HAIEL
ct.

HH AHEXAH EO| LIEHLER] LT,

Fol: ZE ol AFEXAF MAAN AT 5 UX| B2 E2, O

ro

HEoM =
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9oFt. 21

25 29
Severity Ol ES| Mzt dof el EHE L Ch 7t R2 o24dS 71T OMEE H2M
O2 LiEtLL, @ ®2 OMIEE mtetMoz LELIN, 718 52 O[HEE: Bty

S 2 LtEtELCH
MERZE EHE St =1 olds MR 7ts) dadk: s8E MASMHAIR. All,

Most, Less, Least

AREALZE AT HZ QL AUK|SH= O[HMERHO| S}HO| LIEFELICE

Apply 22st0) WE MG ML)

Reset O] HHES 2= Cha}t 820 A= 2SS AHSID TS HEHOIM AlZreL
Ct.

Exit

of HES E=tE 21 EH 7|500M S2EHCH
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2d 278 Oo|Xl= AFEALZE o OJHIEYL 2E S AT AX|, ofH LES 2 AAX

=o = .
Notification Settings
Event SNMP Syslog Email

» Enable all system events

» Enable all authentication events

» Enable all user management events

» Enable all device management events

» Enable all system task events

Y2 574X AELZ Lhgyth Ohg 2552 MHstY 2yt = UAELITH
All system events (Z& A|AE O[HIE)

All authentication events (Z & 5¢Ql O|HIE

~

2
*
*
& All user management events (2= At
*
*

X 22| O|HIE)
All device management events (2= &X| Z+2| O E)
All system task events (2= A|AE ZQ O[HIE)
EX g2lg ALt naj@ * 0jo|22 22sl0] 122 A0 Y YRS MEH/ME
Fag = JASLCh

=

Got a DHCP address

CC server connection success
No response detected
¥ Enable all authentication events
Login
Login fail
User locked
1P address locked
Logout
» Enable all user management events

» Enable all device management
events

* Enable all system task events
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e

Maintenance 7|52 H0] Y12 0|=0t=0H AHEEH, &8 74 % AE J& ey % =3

Weicome to the SNO132C0

Choose Fie Mo fe chosen

ATIN Intersational Co,, L, All rights reserved

"t/ 27

mjo

Maintenance ®S Z&otH /57 HOIX|7F SELICE O HO[X|OA AlZ|E 2& AMH 2

28 W AEA 22O YEE WYd + ASHCCh

=
Backup
Passwend;
Backup
Restore
Fllanama: Choosa File | Mo file chosen
Password:
Options
® Select Al User Account User Define
“ Device Configuration “ Network ¥ ANMS
“* ODBC ¥ Security ¥ Part Configuration
¥ Date/Time ¥ User Account “ PON
Status:
Restore
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31

ol

K0

ol

AL

A2

= A
T d

f

.
[¢]

=
=

7 O EQ5t7| WEo w2 7|

=1
=

ojn

AL,

<1
10
il

mn

t

BB T} AFRAF WY 3
2/ A

Backup=

2.

Jd

odl

i 20/ W, Save to disk& MEHSI

.
o

iy,

3.

NN

<1
10
KO

F

I

Hr

o
=

ot mf

=2 3z
=2 =2 71

Browse

1.

7 E 4 UBLICH J|E 0|20 CHA| £

127t glaLICh

4. RestoreE ZEISIMAIL.

AR 7} LbERLY 2572

2360 o 3,

np 0|
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Xt
o.

QX &

HHllol Eagol=

ool HANE A O|E5HHE, TS THSHUA 2.
1. @ AHHO|A0AM SE5HA Al2|2 & MHC| SIES0 S3F (AX = AXA)=
OIS A2,
OE =
SM9116C0 Versionv 30,292
F Hweaxa
Maintena Copynight £ 2022 ATEM International Co., Lid.
2. AME[g 2 MHQ SIES0 SHEFS 7(|HL 2 HY O miYUS CrREESHYAR.
3. Al2lg 2& Mo 239 3t 2, Maintenance &2 &%t Z, Firmware Upgrade 1 O|X|E
Ol MAI2.
R ——
Plename:  [[GlgaemEia]No Me chosen
4. W0l A= EHO0|AM BrowseE 2ot Mz2 HYO LU0 A= XE M =
mres MESHYA|R.
5. Upgrade FirmwareE =&/5t0] 220|EE A|ZStUAIL.
¢ Check Main Firmware Version2 AF2SI=E MHEsH A2, S HYO S ¢ 0|=
ordotel H{ME HlwgtL| ot oixf B0l Yol HTIL 2L 52 BF EY
AKX ZF LIEFLEAM SR ofgte YeiFEn YO8 0|=8 HE AKX 5L
& Check Main Firmware VersionE AM2SIX| (=& AH3 42, ¢gag0olE ot HHA
'S HIWSHA| @t AX|EL|C
& AOYO|E7} MMM T3 MEI} Progress ZH 20| LIEFEL|CE
& YYO|EI d3Xez HgE|H ALX[7 gAELC
6. CHAl ot 2701 ot =, EHYO7F MER HT QK| =ISHUA|R.

137



Al2lg 2& MY AR 23 NM

AS M

L 2

3 & a2 3
Sup/Rastece | Firmeaes Upgr

Weicoma 1o the SNO132CO

O] TO|X|= 7HQ QASAMof et SEE MISLICh
5]

ATEN Internstionad Co., Ltd. AN rights reserved

WY ASM
HOksSl) HAS Sof 2AQ W, ALK st AOIEO 20 s HE EFSH MY

QIS M7} AFREIL|CH X3tz HQtO 2 Ql3Y| Private Certificate MM 7|2 ATEN QISMECH=E
O

F

AMEATS el &= 7] W MB ASME MESIEE HET LI
el ASME ddsts o= 27k _ASHEL XM M ASAM 49 8 EfAL 2 7|
L

ool Hots R[sf EtAl 21T 7|2HCA) MB ISAME At8ot= A0l S5LICH EfAF M3
ISME 2o 139L0[X] 2SN ME 2FS FZoHAIL

* AN ME ASM 48
M MEE ASME 485tels 8% 78 RE2IE|Y opensslexeE EOM CI2E2EY

MAHez MY 4= A= SSUTLS ATME WR HEAR WM ALEXIet HXIE 2E5

|Gk M & Aret2 166HO[X| XtM| ME SSL/TLS ASME TFZSHUA

rir
finl
=2
r&2
>
0o
OF
°
o
us
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F9|: Restore DefaultE 22I5t™ 7|2 ATEN 9ISME At

oo

St HAloE 2skL|C)

AZM MY 2%
2

H (CSR) M2 CA M sSL MH ASME 1 dX[ots ArsstE LEs A

Restore Defaults

o
12
e
mjo
>
o
Ot
L)
rg
il
djo
mjo
>
o
e,
> I
>
to

MRE7} LEEHE L C,
Country (2 letter ’7
code):

State or Province (5T) [
Locality (L) [
Organization{O) |
Organization Unit [OU}[

Commaon Name(CN) |
Email Address (E) [

Create | Cancel

2. Ctg Ho|=2l O =0 et Fstel AOIEN fast d522 TS HPoidAlL.

ofo| ck
Country (2 letter code) T™W
State or Province EfO|+
Locality EtO|| Of
Organization 3|AF O|E
Unit B
Common Name mycompany.com

Fo|: QM RROGEE ot7| Hotes AO|EQS Feoh =HQl 0|ES

UABHo LT AO|EQ| =D Q! O|20| www.mycompany.com 2 ZH2,

mycompany.com 2F 25 QF M7} FBOHX| pEELIC

Email Address

administrator@yourcompany.com
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3. FHEE ZEO MY Eojor 2f) FHY0| 2EE =, CreateS SEHOHIAIL.
AEAZE HEe 20| WE A M3 ASME X5 SN X0 MEELICH
ZEStL, MBM Mt(csrcens AFEA HREHS| HEloh X0 MFSIYAI.
Of ItL2 AFEXLZL EfAL 21T 7|20 AH MY SSL 2ASMO| HESH=F SfL(Cf
2Ol ASME 2 =0, M AFE Haeh X0 HEsHHAlL.

=
6. ImportE S8/510] IAS X2 Z, ImportE 2SI MUS Al2[Y 2 MHO| Mot

Private Certificate

Certificate: Choose File |No file chosen
| Import || Cancel |
VA
7. Choose FileS 22/5l0] 215 ME Zt1 Certificate Filename (Q/ZA T 0|20 2

It
HEELCE O S ImportE S50 Al2[E & MHO| KNI AIL.

Fol TUZ YRC T O), A2lY 22 A 5Y HEIE OFS] AXSHEX| el
ool TS HMABLICL YHSHE F, HYS D, THX YOB AR

140



3

o

e
(=]

KA AL

F

i
1 - =5 of
Fal - Ho = =
= Hlo o o - of
K o <! ou
=) g ol =3 oy
g Jod o or = K
—t = et S LIL
D = Mu Ju fo +_n_vo
- KO T T = < n
< . =l 2 K olo
<1 or - 4 5 uju 2
uk &l ) wox ~ ©
= = =} 1 o i od
° = 50 T = - .
WX TR E
ol = . o Ho = .
300 = & &l o o JoI
=q Ho R m o of 5
. Rl I & a =
hd W 5 x5 KMwooxa o
K <X T —_— == _— =
) |Au m_o K — o J = o
a < K ._._._o DN T = il
o — o) Kl 3 W T
T 42T 1 - > Sl o
T =R~ of i r T KO M =
o Ul 9 T oF iy N _
J Ko o L X oo 4 — = = =3
Ju mopo W ogrozd K o = Ty _=+_u
Jo X S OJ8g 3§ & = . N A Ko
= W = F p _ oo U omR w3 —
n ~N M - o3 K oF o) _ o_b =) _|_._ ° ol
« FEAdAE RO BRI Ha
< g O @ <k do B kU Tl H OO s | = ®
e T e o — 4 T il
< ol w| w % M oHo X = b T r_m o &
S Ul uld m_/l ol T = o wn Kl = - oo 3|
=S — -+ _ > = — —
w_e 70 m = &= K< oo w_u Bl — % = © =
< Pl oF® X & X T M zx ol &) o EW
— — — — - — - —r
P TN =N T A
= S R oo N T iy < 10 4
= T ol wN 0 T T U o T ™ < ol T
m_d Hl S KO I 30 O I KO KU D ar Mo BUORO RK KO
ol o o o o o o o . . o S

141

L|C}.

3

=

e
o

g A LICH

3

OIS A2,

=0

IEE LANSIMAIR, 22 E EfY E2{19

HIZE T¢

HOK ROff Al
A

—

2= ZHE HESHA Xt
=

e

=

=t
—

I

1H

eACHH
[=

AL
=
_

I

E
[stof 3¢ A&

BLCHE, T2[7|ALO A 22l5H0]

o

—

A
AEE OHA| DA, g AHEARS] X[F/=L Hid 82 MEYAR.

SHOl Choll =

ST




Of &f5| ALt

=

=

| IS Ao

=

o

.

#lof of

=

=

b A0l

IEL
Zelx| BEF FelotdAlL,

|

=

o

H

Al2lg 2& MY AR 23 NM

*

uld
uj

a4

HH7|l

(=]
=

|

=

o

.I

S
()

'|7|I

AR,

t
IS AT B K|

Floll oft™

=
=

FMAI2. A O]

.
o

1 A 0l2E F2

o
o

X

A ol = 1t

SHMA| Q.

]

<l

 AOl=S

=

7t0|EEtRlE EFOHUAIL.
[e]

HA SA[SHUAIR.

=

=

o

[

Ct

1

JZREH 2E H

i

=13
=

FALE ® A

.
o

& A|2HIO O3 79

K

<1

= EX| o

Atoj2 O Z10]

o el £

=~
=

*

I AXL oA 2 +2|E

L=
—

—

20 Shx| ohAlR. B9
2107t ENEUAALE HAT B

=2 XO0A BORALL HHHO| 2¢E B

7IHAIL.

F

AXLIOO A 7+ 7HE A 2.
¢ HL =0 gHZ &

20

*

*

ot A

2 =0 =HA He

b

.
(=}
=

ol #2218 2

Jjo
X0

ol

-

K0

142



A RZEH 22317 23 d= dHe E= A0

LCt d= 28|12 E= FX|7t Al

3

=

o

L Ct.
o

| =
—

A

=
of N2EL

9

*

FHAAIL.

o
T4

P

of
FSPNIR= PN s |

PN

St
H —

d=2l 24| BiHo S

*
*

L Ct.

3

=

e
o

X| &0 Of

~
=]

g gREoz

i
o

=3

Heol &

L

ofl=
DC &5 2ZE2| 8% UL AWM VW-1 Style 1015, X|2 16AWG, %[ 105°C, %A 300V

it
=

of Al

*

SHMA|I2,

Ho

ol
Tl
ol
Klo
ol

FLIC}.

=

e
o

T|0fOF
AASIAHLE DC

=

= 229 X =HE FHIS| X =N d2Y = AEE
-

A=lASLCL O] HZ0| dFEW O =d0| 2F &

M
=

INESE= IS PN

Jlra Rt §
od

N pS!
=

3 A = Ao

A

DC &2 Al
M2 =7 A2 ™X| EHO/Y H £ HAo 2o M| HA|of

14

-

K0

L Ct.

8

=

e
o

=0 ZRIsiM= e FLIL.

=

—

= C

[ ]

HIQF DC AlAE2| HA| X|E
El

LICE DC Al&

3

Xt
o

S
=1

L|Ct.

St
=]

oF TLHO RIXI3HOF

ol
=

Ho

(MH

.I

DC Ha HX| M= =HC| HZ XF Ato|9]

gXE =12 =H0 AAqM= ot LTt
o

HIO[E HH

L|ct.

I

o
o
=

Ol A A Of

g 71

I.

1]

C

[
o3
<k

-

joll

K1

143




Al2lg 2& MY AR 23 NM

o
2 opes

= SHLtOf 2X[SHAL,

=
=

b E™ stabilizer

flo Z st Ho| of2f 7iel 20| ZE RO %H stabilizer

SHAF
S

gl

2RISHY Al L.

=2
=

ZH
=n

=

oo ?l2 =2E E24AIR 12| ¢

ZH
=h

o

*

=20|E

AL,

ALt o Fols

=l
o

i

-

K0

20 =28 HES 28 AKX UL d2[1 LA

ol
SRkl

2ol
20| Yo

mju

K0

=L

L
o

OF|X| DAL,

==

ohE L Ch

=
[

32 89| 80%E X1SHA

SHAA 2.

Kk

K| 8L ZICHR] OREA <.,

H|O|=

of 2| &€ M o &

oroll CHE HHI=S

2 O
=1

*

144



I
Ju

7l2 X&

25 X%

o =X diZ =M % AZEQY YO 0|E0 HHE AE E

— L A

http://support.aten.com

& T3t B X i HO|X] MY HEF X

=

o

Xt
(=]

A

rir
o

Bl

=A

=

ELE

oo X support@aten-usa.com

=22tel =X siZ2 http://www.aten-usa.com/support

2ZEQ0 YHH0E

1-888-999-ATEN Li4 4988
1-949-428-1111

o NF 2Z vz AZIE e, 7Y ER

¢ ARH 8, 2HA, = &, FHH FtE, 2ZEQ O
o Of247} RS O LtEfLHE 0|2 HAIX]

¢ 0247} st S5 18

o =X siZ0 =50 € et LHE JES

145


http://support.aten.com/

Al2lg 2& MY AR 23 NM

AT

SN0108CO / SN0116CO (AXA EEHE)

715 SN0108CO SN0116CO
Alg|g Az 8 16
H4H N 8 x RJ45 Female 16 x RJ45 Female
LAN 2 x RJ-45
HH 2 x IEC 60320/C14
PON 1 x RJ45 Female (Reserved)
o 1 x RJ45 Female
USB 3 x USB Type A Female
UsSB &2 (LUQ) 1 x Mini USB
24 25 1 x RJ45 Female
22(X]| 2|4 1 x Recessed Pushbutton
T 2 x Rocker Switch
LED A2 ZE HEf 8 (Green) 16 (Green)
10/100/1000 Mbps 2 (Red / Orange / Green)
T3 2 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1A
2H| T AC 110 V:5.3 W AC 110 V.55 W
AC 220 V:52 W AC 220 V:5.5 W
S& RE 2& 2|, 2 2| CHo|A E, Real Com ZE,
TCP AH{/22I0|E, UDP AMH{/ZEI0|AE, HFH D H
HE 28 S 2k 0-40° C
Hit 2 -20-60° C
Cha HIS% JEHOIM 0-80%
HE 22 INES =5
4 4.35 kg 438 kg
37l (Lx W x H) 43.72 x 32.98 x 4.40 cm 4372 x 32.98 x 4.40 cm
(19"1U) (19"1V)
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SN0108CO / SN0116CO (AX EEHE)

IIs SN0108CO SN0116CO

Alglg o2 8 16
H4H Nl 8 x RJ45 Female 16 x RJ45 Female

LAN 2 x RJ-45

HH 2 x IEC 60320/C14

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

USB 3 x USB Type A Female

USB 22 (LUQ) 1 x Mini USB

2d 25 1 x RJ45 Female
22(X]| 2[4l 1 x Recessed Pushbutton

T 2 x Rocker Switch
LED Al2|2 ZE HEY 8 (Green) 16 (Green)

10/100/1000 Mbps 2 (Red / Orange / Green)

HH 2 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1A
AH| H™ 110V/14.1W; 110V/15.4W;

220V/14W 220V/14.9W
S BE 2& #2|, & o2l Cto|HE, Real Com XE,
TCP AMH{/Z22l0|2HE, UDP MH{/ZEI0|QIE, HFY 2 H

HE 28 S5 2= 0-40° C

Hit 2k -20-60° C

s HISS JEHOIA 0-80%
HE <2t NS =%

el 445 kg 448 kg

37| (Lx W x H)

4372 x 32.98 x 440 cm
(19"1U)

4372 x 32.98 x 4.40 cm
(19"1U)
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SN0108COD / SN0116COD (AXA Z1E)

IIs SN0108COD SNO0116COD

Alglg o2 8 16
H4H Nl 8 x RJ45 Female 16 x RJ45 Female

LAN 2 x RJ-45

el 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

USB 3 x USB Type A Female

USB 22 (LUQ) 1 x Mini USB

2d 25 1 x RJ45 Female
22(X]| 2[4l 1 x Recessed Pushbutton

T 2 x Rocker Switch
LED Al2|2 ZE HEY 8 (Green) 16 (Green)

10/100/1000 Mbps 2 (Red / Orange / Green)

HH 2 (Blue)
I/P Rating DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aH| HE DC 48V:5.3W DC 48V:5.5W
S& RE Z& 2|, 2% 2| Cto|A E, Real Com ZE,

TCP AH/22I0|AE, UDP AMH{/ZEI0|AE, HFH D

HE 28 S 2k 0-40° C

Ha oo -20-60° C

= H|S3 MEHOIAM 0-80%
HE <2t NS =%

4 4.55 kg 4.59 kg

37l (Lx W x H) 4372 x 32.85 x 440 cm
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SN0108COD / SN0116COD (AX 3 E)

IIs SN0108COD SNO0116COD

Alglg o2 8 16
H4H Nl 8 x RJ45 Female 16 x RJ45 Female

LAN 2 x RJ-45

el 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

USB 3 x USB Type A Female

USB 22 (LUQ) 1 x Mini USB

2d 25 1 x RJ45 Female
22(X]| 2[4l 1 x Recessed Pushbutton

T 2 x Rocker Switch
LED Al2|2 ZE HEY 8 (Green) 16 (Green)

10/100/1000 Mbps 2 (Red / Orange / Green)

HH 2 (Blue)
I/P Rating DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aH| HE DC 48V:15.79W DC48V:16.22W
S& RE Z& 2|, 2% 2| Cto|A E, Real Com ZE,

TCP AH/22I0|AE, UDP AMH{/ZEI0|AE, HFH D

HE 28 S 2k 0-40° C

Ha oo -20-60° C

= H|S3 MEHOIAM 0-80%
HE <2t NS =%

A 446 kg 45 kg

37l (Lx W x H) 4372 x 32.85 x 440 cm
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SN0132CO / SN0148CO (AXA EEHE)

IIs SN0132CO SN0148CO
Alglg o2 32 48
7{4lH Al2| & 32 x RJ45 Female 48 x RJ45 Female
LAN 2 x RJ-45
HH 2 x IEC 60320/C14
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB 22 (LUQ) 1 x Mini USB
2d 25 1 x RJ45 Female
22(X]| 2[4l 1 x Recessed Pushbutton
HH 2 x Rocker Switch
LED A2 ZE HEf 32 (Green) 48 (Green)
10/100/1000 Mbps 2 (Red / Orange / Green)
HH 2 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1.8A
aH HE AC 110 V:I9.8 W AC 110 V:10.3 W
AC 220 V9.7 W AC 220 V:10.2 W
S5 2E =& 22|, 2£ 2| HO|HE, Real Com ZE,

11—

TCP AMH/Z2I0|AE, UDP AMH|/ZEI0|AE, HFH 2F

HE 28 % 2 0-40° C
Hi 2o -20-60° C
g5k HIS% AMEHOIA 0-80%
HE ol HE =5
A 4.55 kg 461 kg

37| (Lx W x H)

4384 x 32.77 x 440 cm
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SN0132CO / SN0148CO (AX EHE)
IIs SN0132CO SN0148CO
Alglg o2 32 48
7{4lH Al2| & 32 x RJ45 Female 48 x RJ45 Female
LAN 2 x RJ-45
HH 2 x IEC 60320/C14
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB 22 (LUQ) 1 x Mini USB
2d 25 1 x RJ45 Female
22K 2[4l 1 x Recessed Pushbutton
HH 2 x Rocker Switch
LED A2 ZE HEf 32 (Green) 48 (Green)
10/100/1000 Mbps 2 (Red / Orange / Green)
HH 2 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1.8A
aH| T 110V/20.2W 110v/25.8W
220V/21W 220V/26.2W
& BE 2& #2|, & o2l Cto|HE, Real Com XE,
TCP AMH{/Z22l0|2HE, UDP MH{/ZEI0|QIE, HFY 2 H
HeE g8 & 2 0-40° C
Hit 2k -20-60° C
s HI = SEHOIA 0-80%
HE <2t NS =%
el 484 kg 492 kg
37l (Lx W x H) 43.84 x 32.77 x 440 cm
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SN0132COD / SN0148COD (AXA ZEHE)

IIs SN0132COD SN0148COD
Alglg o2 32 48
74 H A2l 32 x RJ45 Female 48 x RJ45 Female
(Black) (Black)
LAN 2 x RJ-45 (Black)
M 1 x 5-Pin Terminal Block (Green)
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB 22 (LUQ) 1 x Mini USB
2d 25 1 x RJ45 Female
22(X]| 2|4 1 x Recessed Pushbutton
T 2 x Rocker Switch
LED A2|Y ZE MEf 32 (Green) 48 (Green)
10/100/1000 Mbps 2 (Red / Orange / Green)
HH 2 (Blue)
I/P Rating DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aH| HE DC 48V:9.8W DC 48V:10.3W
S BE 2& #2|, & o2l Cto|HE, Real Com XE,
TCP AMH{/Z22l0|2HE, UDP MH/ZEI0|QE, HFY 2 H
HE 28 S5 2= 0-40° C
Hit 2k -20-60° C
s HISS JEHOIA 0-80%
HE <2t NS =%
4 4.83 kg 4.89 kg
37l (Lx W x H) 43.84 x 32.77 x 440 cm
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SN0132COD / SN0148COD (AX EHE)
IIs SN0132COD SN0148COD
Alglg o2 32 48
74 H A2l 32 x RJ45 Female 48 x RJ45 Female
(Black) (Black)

LAN 2 x RJ-45 (Black)

M 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

USB 3 x USB Type A Female

USB 22 (LUQ) 1 x Mini USB

2d 25 1 x RJ45 Female
22(X]| 2|4 1 x Recessed Pushbutton

T 2 x Rocker Switch
LED A2|Y ZE MEf 32 (Green) 48 (Green)

10/100/1000 Mbps 2 (Red / Orange / Green)

HH 2 (Blue)
I/P Rating DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aH| HE DC 48V:22.1W DC 48V:27.3W
S BE 2& #2|, & o2l Cto|HE, Real Com XE,

TCP AMH{/Z22l0|2HE, UDP MH{/ZEI0|QIE, HFY 2 H

HE 28 S5 2= 0-40° C

Hit 2k -20-60° C

s HISS JEHOIA 0-80%
HE <2t NS =%

4 499 kg 5.06 kg

37| (Lx W x H)

4384 x 32.77 x 440 cm
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SN9108CO / SN9116CO (AXA EEHE)

IIs SN9108CO SN9116CO
Alglg o2 8 16
4 N 8 x RJ45 Female 16 x RJ45 Female
LAN 1 x RJ45
HH 1 x IEC60320/C14
22/X] 2|4 1 x Recessed Pushbutton
HH 1 x Rocker Switch
LED AB|Y ZE AME} 8 (Green) 16 (Green)
10/100/1000 Mbps 1 (Red / Orange / Green)
T3 1 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1A
aH| HE AC 110V:9.7W AC 110V:10.9W
AC 220V:9.6W AC 220V:11.6W
S& RE Z& 2|, 2 2| CHo|A E, Real Com ZE,
TCP MH{/Z2EI0|QIE, UDP MH/Z2I0|E, HFH 2
HE 28 S 2k 0-40° C
Ha 22 -20-60° C
5= HIS% JEHOIM 0-80%
HE < HE Cha
4 3.12 kg 3.16 kg
37l (Lx W x H) 43.72 x 21.76 x 4.40 cm 4372 x 21.76 x 4.40 cm
(19"1V) (19"1V)
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SN9108CO / SN9116CO (AX EHE)

IIs SN9108CO SN9116CO
Alglg o2 8 16
4 N 8 x RJ45 Female 16 x RJ45 Female
LAN 1 x RJ45
HH 1 x IEC60320/C14
22/X] 2|4 1 x Recessed Pushbutton
HH 1 x Rocker Switch
LED AB|Y ZE AME} 8 (Green) 16 (Green)
10/100/1000 Mbps 1 (Red / Orange / Green)
T3 1 (Blue)
I/P Rating AC 100-240V~; 50/60Hz; 1A
aH| HE AC 110V:9.7W AC 110V:10.9W
AC 220V:9.6W AC 220V:11.6W
S& RE Z& 2|, 2 2| CHo|A E, Real Com ZE,
TCP MH{/Z2EI0|QIE, UDP MH/Z2I0|E, HFH 2
HE 28 S 2k 0-40° C
Ha 22 -20-60° C
5= HIS% JEHOIM 0-80%
HE < HE Cha
4 3.12 kg 3.16 kg
37l (Lx W x H) 43.72 x 21.76 x 4.40 cm 4372 x 21.76 x 4.40 cm
(19"1V) (19"1V)
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T
AFSRIZE Mg 20! o BE|XIQ FR, AR HZE £ QU P FAS KB o
A2l 22 Mo B&T Tart YELich Me JHs3h 37HK| ghAlo| ULt 22to|E

= =
ZE AMHet Z2 HE/S MAHE UA0OF L AAER7F HESELD

A
=
Z2O9Q ot £ FE HEHYI FAE A2IY 2 MHOA HSE & AFLICE (103H0[X|

ZE0|M St AYUCh 2HE a-Fol| it MF

[T Wy

IP QIAER

AEQE Musls S2t0|E HBEHO P AAER SEUIEIS O|RYM P FAS TS £
ULSLICH QEBIEIS ¥ AIO|EQ| CIRZE YUOA 22 2 UALICE Driver/SW OF2H0f A
AERL Al2|Y B& MH B2 Mesin 22to|lE HBEO SUIES CH2RE O &
[hee +dsiAL

—
o

Installerzip &%5& otE L2329 EH0| FLCt

2. ¥5S & EHZ 7tM IPInstallerexe S 2l LIC Of2fet HIxeh CHSF 2hATF LIEFELICE

P Metwork Device IP Installer EI @
Device list:
| Device Mame | Model Name | MAC Address | IP Address | Exit
Abaut

Enurmnerate

Protocol: |IPvd Metwork adapter: |MAC: 50-25-43-ed-e0-8d, 1P 10.2.41.141 j

i

P4 zettings

i i
r i
0. 0.0.010 [
0.0 .0.0 [
0.0 .0.0 [
i i
9] 9]
r [
r [
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Device Listo| Al Al2[& 2& MHE HESIUAIL.

Fo|: 1. FFO0| HIHUALE KXI7F LtEILEX] = 8%, EnumerateE EE0I0 T 553
dHBHA 2
2. 20| 10§ ojge X7t A= 8%, MAC F2E ALESHY ALEXA7E sts SA
£ MESYAR. 22X MAC F2&= o2 THEo| AFLICH

Obtain an IP address automatically (DHCP)E ME{SIHL} Specify an IP address&
MESHIA Q. 2AE MBSt 42, AHEAT HIESAO H= 1P T2, MEU OrA3F,

=]
P AT FX 220| LEPH 30, BitS SSHIAIR. RAS s 103H0[X] 1P

HE/I MOAHEO H= A2 2& A1H'|°|

O
202 20| S2H0|HE HAFH| IP FAE 7|& ULE MEHIMAIR.
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IPv6

ST Al2|Y 2 MEE 23 XY IPve T2 IPve MEf HEZH FA X5 AH Y EEH

F4a Ats HE(DHCPv6)= K| RIEL|CE

XY 1pv6 Fa AHE
Mol AX|H, A2|Y 2L MH{7} XI}SHOZ 2 |Pve TAZ FZHEL|CH
(O A|: fe80:210:74ff:fe61:1ef) 22 IPve FATF EAQIXK| 2QIst2{H, Al2|Y 22 MHO| Ipv4 F

A2 ZI9I5l1 Device Management — Device Information OF0|2& 225l A|2. General &

= uA0f (Q9HO|X| &Z) FATb LEEFELICH

IPve F27F FACIX| SACHH, BN E= A S AHh SE2H0[UE AP T2 S S|

Zaol g I AEY = AFLICL

no

BEIRME S 2l A2, URL HHO| Ct21F 20| Yas = JASL|CH
http://[fe80::2001:74ff:fe6e:59%5]
AP Z2Ioz 2OQloh ZR, AfH mj2ol ip WE (36H[0|X| ¥4 21 FxX)0 chSt

2to| olaig £ Q&L|C).

fe80::2001:74ff:fe6e:59%5

Fo: 1. ¥3 2Z Ipve 22 210 ot2{H, SEO|AE AREE AZE 2& MBO| Z22
EZ HERA MIHEO RAOOF LT}
2. %5 SC0|HE HAFHO| 2 ALEE|l= %2/ E{HO[AYJLICH AFEXIS| S2I0|HE &
FEHO Ipve TAE 22l HME 2210 ipconfig /all BHAHE LHSIUAIL. %EL0]

IPv6 F=2 OpX|[2f0f LHEFEL(CY.
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IPve MEj HEZ=YH FA It AH

Al2lg 2& MHO| HERR 2tE0| IPve B HIEEY & Xts 243 7|52 X-St:s

YR EHRHeE 2€2)8 ZEdtl UAes B2, Al2lg 2£ MH = IPv6
SXN2EEH FFO0E 22 = USLICE (OIA: 2001:74ff-fe6e:59)
2|2t Z0|, Device Management — Device Information2| General & 2fA0f (99H|O|X| &xX) F
27b LIEFELICE

QUACHH, B2 KN = A= S bt S2I0[UE AP T2 S S|

HERME S 232t 42, URL HO| Ct2at 20| e = ASLCh
http://[2001::74ff:fe6e:59]
AP Z2JMoz 20Ig A2, MY Tl Ip Z=0| Ch3t 20| g 5 UAEL|CH

-

2001::74ff:fe6e:59

159



Al2|g 2& MH ALEA 238AM

H.lxo-l El:-ll k"

-III
0

A2lg 2& MHo HFg RE REEs ¢ =21 M2(F0| & H2 M4} TCP/IPE AMESHY

!

O[Ef4l LAN == WANS 3ol 1% A2|e 28 7|52 HM&ot7| flof ot ZEE

ofZ20[d ghuct.

0

Al2lg 2& ME = o2 HOIS0AM 233t AME EE Hayes O ME T LFEE OfL2t,

A% 27 YYo|S X AP
F@do S SE
FHO| REE FOtLLICL ESC EAME S2 HXAHE =Foto] HAY = | gi=
T | sy
A/ Ol Aol ZAtE S Ht=gtLCt 4 & OK[CR][LF]
AlTl: ERROR[CR][LF]
ATAICR] S Ef’ HEY REO0| M3Ele 5301 =4 ZEO TCP Y¥ZE 2 = *3_%: OK[CRI][LF]
AEE gLt A T}f: ERROR[CR][LF]
ATD(T) TCP A Md Az % EF A4 2AE0 H&gL Lo 45 CONNECT[CR][LF]
Remote 0l: ATDT10.0.0.72:50001 oz AIj:
IP:Remote | F2|: SN3101= ATD HHO{O| T2t PE S &5HX|TH FA[LICE NO CARRIER[CR][LF]
Port[CR] 0f|24: ERROR[CR][LF]
n2 XXE BAIZLCH 0 E= 1) ‘48 OK[CR][LF]
ATEN[CR] | EO: H™HO| echo H|EM3} AT}: ERROR[CR][LF]
E1: @& echo 243}
ATHICR] HZ0| 2d3te|of e d2 X TCP 942 BEuot 4 OK[CR][LF]
Z=9|: ATH, ATHO, ATH1 2% Zo| S&fstL|Ct A Ij: ERROR[CR][LF]
Z3| Fd. (n2 =XE HA|l 0 Ee 1) & OK[CRI[LF]
ATIN[CR] | EO: ATEN International Co. Ltd. EA| ATY: ERROR[CR][LF]
E1: Serial Console Server HEA|
222l Moy BER FOtYLLCH (n2 <XAHE EAl (0 E& 1) TCP 94 43}
DEol 229 ¥y 2o Us E2, 2ES 2219 Mol RE2 E0{Z | OK[CR][LF]
ATON[CR] | LIC} ZE0| @ 20l Y & (TCP ¢1Z0| 4AEX| &4F) o 42 2F | 7|ek
7¢ grstElL(CE ERRORI[CR][LF]
00, 01: ¢1Z0| gMdatz|0f A= H2, HOolH ZE2 Z-S MetetL|ct
= L g = I1|01 FHO (2 XHE HA| (0 E= 1)) 48 OK[CR][LF]
ATQn[CR] | Q0: Z1} ZCEE DTER st (7124 ATl: ERROR[CR][LF]
Q1. At ;_% DTEZ H|ZH3}
S MXAH gtg 2O CL (n HXAH AE BEA) ‘438 OK[CR][LF]
ATSN?[CR] _
ATl: ERROR[CR][LF]
S HXAH e HEYLICE (n2 2XIAH =XE BEA, ve S HXI2H g | d3: OK[CR][LF]
ATSn=v[CR] N
AlTI}: ERROR[CR][LF]
At [E gtet Bt (n2 AHE BA| (0 EE 1) 43+ OK[CR][LF]
ATVN[CR] | VO: 8% <xX} ZE>[CR][LF] AlTH: ERROR[CR][LF]
V1. 88 <75 HYH>[CR]ILF]

160



qr

Ju

FEo S SH
2E 2% F3Eo 43 OK[CR][LF]
ATZ[CR] | &83tE HZES &1 S HXAHE M5t et M8 HElE MTE 242 | HIi: ERROR[CR][LF]
2 24
DCD &4 (n2 =XE EA| (0 E& 1) & OK[CR][LF]
AT&Cn[CR] | &CO0: DCD2 &4 ON A Tl: ERROR[CR][LF]
&C1: DCD DCDE TCP Z AEfet UX|
DTIR &8 (n2 =XE EA| (0-3)) 4 & OK[CR][LF]
&DO: AlTl: ERROR[CR][LF]
DTRO| ON AEHZ2 ZtF ZE2 DTR 2tol8 FA|
&D1:
AT&DN(CR] DTR OFF &Ef7} RES AHA SiH glo] HHO REZ Mgt
&D2:
DTR OFF AEf7} RIS mMaio dc2 Mz 37|, U A5 25 H/EM3}
712 4%
&D3:
DTR OFF &Ei7I 2 %=7|3}
38 848 =1 4 & OK[CR][LF]
AT&F[CR] -
S XAH 2[4 % L SH HEE 7|2 4E2E 24 ATl: ERROR[CR][LF]
48 NE ‘4 OK[CR][LF]
AT&WICR] o -
S HXAH @t R Yot M HEIE Z=eeh ol 23S HEeof JE ATl: ERROR[CR][LF]
ATBICR] o= OKI[CR][LF]
ATC[CR] o= OKI[CR][LF]
ATL[CR] = OK[CR][LF]
ATMICR] | 9i& OK[CR][LF]
ATN[CR] | 918 OKI[CRI][LF]
ATX[CR] o= OK[CRI][LF]
ATY[CR] = OK[CR][LF]
ATWI[CR] | 812 OK[CR][LF]
Other AT | 8l& OK[CR][LF]
Commands

161



Al2lg 2& MY AR 23 NM

Cl
o

N L

XE &L

S =
HOIHE IASIEE S ETLICE EE X m2t0HE HEEEMN
=02= HOHE 2 FXE 2tREHUA €
& S0, 29IXI7F 192.168.1.180 IP =25 718 58 2t2HO| FEEH= 8% MEA=
eheEel 28 Z2I7o 2050 ZE T (7HY MEEtnE o) 278 Ho[X[of

=]

HM&ESHLCEH IP FAE 192.168.1.180

AM2|g ZE= A2|2 ZE HZ HE|E 2Eo%ts M2 OE TS =8 XYL

Baud Rate AE A
300 90m (295ft)
9,600 (default) 30m (98ft)
115,200 3m (9ft)
230,400 1.5m (4ft)
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e[t 2a00E AT 5+ Bl B2 (€ S0 AHEXA 0|51 &= &
NoHF S EF) AEAtE Chg HEE Sof 2102 =& MM + JUSLIL
Fo|: O] I¥E sdsts A2 RE 282 7= 2822 NMEFsks AYLILE

2001 LT AFotE (7]t LIHA| 28k 7|2 2822 =) LSS sdskiAlR.

1. A2|g 2& MHel s 11 HO|AE oAl

2. Hm WS AESHY J11/J18 (SN0132CO/SNO148COE, Ofzf 121 20| HA|) == J17/J18

(SN9108CO/SN9116CO/SNO108CO/SNO116COE)0[2tL HA|E0] U= HQAEE HEHE AZ

SHAA| 2.

3. AElE 2& MHQ MRS HUAL.
nMAL.

Ho
o

4. LEDZF ZEAE W A2l 2& MBo ™
J11/J18 (SNO132CO/SN0148CO8) L= J17/)18
(SN9108CO/SN9116CO/SNO108CO/SNOT16COR)MA NI S HMAHSIMAIL.
6. A0IAE B A2|Y E& MHE AIRSHUAIR.

v

RO MRS A 2, 2302 517 QA3 S BEIXt2| 7= AHEA O|F1 A2 E AEY
USLICE (33H0|X] MZ 28 H=X)

O] ZXE +dst = Ng2=2 2IQI5HH A|LAHO0| 39z HES 27 LCL

—
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Pin SkClH

Al2lg 2& MEO|= Cisco HEHA 29X A 7[Ef =& FX[0f &

[

A

M ZAst= DTE/DCE At=
ZX| 7|s0| _}&LICL.

CHE ZEOM A2 ZEO gt Pin Y2 CHE3F Z5 LT

DCE 2 E pin gt

DTE 2 E Pin &gt

Pin ge

1 RTS

O N|lo|u | M WwW]|DN
(9]
Z
O
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DB-9/DB-25 QIE{L{|O|A

DB-9 = DB-25 2E|HO[AE AESIEATH Of2ff HIOl&S HESHUAIR.

DB-9

RJ-45 Pin k=2 DB-9F Pin k-1
1 CTS 7 RTS

2 DSR
4 DTR

5 GND
3 RxD 3 TxD
4 GND 5 GND
6 TxD 2 RxD
1 GND

7 DTR
6 DSR
8 RTS 8 CTS

DB-25

RJ-45 Pin k=2 DB-25F Pin k-
1 CTS 4 RTS

2 DSR
20 DTR

5 GND
3 RxD 2 TxD
4 GND 7 GND
6 TxD 3 RxD
6 GND

7 DTR
8 DSR
8 RTS 5 CTS

Pin

=l

Pin 88
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XHH| M SSL/TLS Q1S A

HelMez Mg = A= SSUTLS ASM= WE HERYT WM ALEXet FXIE ASst

rir

o 2k ArEsfjoF gL LCt.
1. SN &X|9 & E22t2X0|A Maintenance > Private Certificate2 0|5 2fL|LC}.
2. o7|0f EAE AXME 742 QIS A HO|X| SILHOA Get CSRE 2 &SI Al 2. custom.csr

ngds &L

3. opensslexeZ Lt BHOE ALE30] new.cer TS WY AIR.
& openssl req -new -newkey rsa:2048 -days 3653 -nodes -x509 - keyout ca.key -out ca.cer
& openssl ca -policy policy_anything -config openssl.cnf -cert ca.cer -in custom.csr -keyfile

ca.key -days 360 -out new.cer

4. ImportS 2850 new.cer THYS SN HX[Z T YUAIL.
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CLI §E0 ME

CL &80 e 7= ¢

I CLI 2EO|A At

ox
-
0x
sl
=
el
mjn
40
ot
Lz
pa
=
rir

SSHE Sdff Al2|g 2& MHo| Y&

0o
i
-
=l

set hosthame=<host_name>
of| x|

set hostname=SN9108CO

.

SN9108COE Al2|¥ 2& MBO| SAE 0|2 L& K| 0|22 MFTLICE

read sysinfo
ol H:

read sysinfo
AE:

AMA"E ZEE BEAIZLLC

reboot
Oil %]
reboot
Y.

Al

njo
=
>

B
o
I
=]
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read log
Oil &l

read log
a3:

AlA" 232 mASLCH

quit
Oil &l
quit

A

A|ABI0A 20k L Ch
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set logintimeout=<timeout_minutes>
Of| &

set logintimeout=1

.

239 Mgt A|IZtE 1222 A™TL T AlZE X$t 244 <timeout_minutes>2 0 - 1802 H2(0flA]

XZeLCt 2 02 AlZH M2Ho| glgs 2ol Hct

set securitylevel=<1/2/3>
Of| A

set securitylevel=1

Mg Zhseh 2oF 2E2 or2iet 5Ltk

SSHv2 3 HTTPS(TLS v1.2)E A Q[P ZE MH|AE H|ZHdwtetL|Ct
¢ 2 = Medium-High (B7t-&23)
SSHV2E 2938t HTTPOIA HTTPS, HTTPS(TLS v1.2) =& ICMPZ 2| C|2MEtL|Ct,
& 3 = Medium (87h
SSHV2E 4315t HTTPOIA HTTPS, HTTPS(TLS v1.0, 1.1, 1.2), SNMP 00| ME £ ICMPZ2
2|Cl2 Mgt}
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VECERE T

CL B380E Sl UE/[I 282 Fdota{¥ Cl FYooA HEHT AHHO[A O|FS Lt

=]
Etltl= mEt0HE AFESHY 2-E X8 = UASH LT
¢ ethO: LAN ZE 1

¢ ethl: LAN ZE ?2

¢ bond: eth0 ¥ eth12 F5&

netconfig
Oll AI:
netconfig
ad:

IPv4 B! IPve HESRI Fd10F MHA ZEE HA|GL|CH

netconfig if <ethO/eth1/bond> <v4/v6> ip <IP_address> nm

<subnet_mask> gw <gateway address>

LR

netconfig if ethO v4 ip 192.168.1.1 nm 255.255.255.0 gw
192.168.1.255

AE:

|:|.2J‘|_|. 7I—o| A—|7H'5|.E;|E

& LAN ZE 19| P F2:192.168.1.1

& MEUYl OfA3: 2552552550

¢ ZO|EQI0| FA:192.168.1.255

netconfig if <ethO/eth1/bond> <dhcp/dhcpv6>
Oll &1:

netconfig if ethO dhcp
9.

DHCPE 53l LAN ZE 19| |p F2E MFELCL

170



qr
S

netconfig service <http/https/ssh/telnet/base> port

<port_number>

ol =l 1:
netconfig service http port 8080

A 1:
HTTP AlH|A ZEE 80802 HFTHLCH
of| &| 2:

netconfig service base port 10000
4% 2

7|2 AFHO| MHA ZEZE 1000022 MABtL|C}

dnsconfig if <ethO/eth1/bond> <v4/v6> set <pref DNSaddr>

<alter DNSaddr>
Oll AI:
dnsconfig if ethO v4 set 192.168.0.22 192.168.0.23

.

"192.168.0.22"E "LAN EE 1"9| 7|2 |pv4 DNS FAZ AH™EED "192.168.0.23"S CHA| IPv4

DNS FAZ MANSHL| L}

dnsconfig if <ethO/eth1/bond> <dhcp/dhcpv6>
Oil %]
dnsconfig if ethO dhcp

.

DHCPE £3f LAN ZE 19| IPv4 DNS FAE5 MAFsHLCt

171



Al2lg 2& MY AR 23 NM

ALEX #E| 8o

user hame <username>
of| x|

user name gene
.

group name <groupname/*>
o=l 1:

group name SD1
4% 1

=L

‘sD1"9| 18 FHE HAIFLICE
olm| 2:

group name *

89 2

DE 120 HEE mASLCH
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session
of| |-

session

.

ST 20l AR 222 BAIFLIC

session nhame <username> delete
of| .

session name willy delete
ad:

‘willy'2t= O|§& 7t 58 MHE SEELICL

session index <index_ number> delete
ol A

session index 1 delete

user name <username> pwd <password> group <group name>

role <1/2/3> add

Gl

user name gene pwd pppWWW group SD1 role 1 add

g

AHEXl O] 50| "gene", Y27t "pppWWW", & E ALEX I {FHO| "role 1", 2E0| "SD1"¢
ALEXE AEE Mgt

Fol:
¢ [I3 O2t0EHE2 Y& AAEX 92 g ALCL
¢ role1: S8 2K
& role 2: E2|X

& role 3: AFEX
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o 2 o) oy A
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-
iul

user name <username> pwd <password>
Of| A

user name gene pwd pppWWW

MIOH.

= o.

AHEXL 0|50 “gene"?l Al L2 E "pppWWW'E HHSILICE

user name <username> group <group name>
of| x|

user name gene group SD1
a9:

AEAE O] E0| “gene"? AEE "sD1” 250 ZEELCL

group hame <group name> user <username> remove
Oil %]

group name SD1 user gene remove

MIH.

=2 0.

AHEAL Ol 50| "gene? AEE "SD1” AEMM AtAgLIC.

user name <username> port <port number> priv <0000/0100/

0101/0010/0011>

Oil %]

user name gene port 1,2,3,8,9 priv 0010
AE:

A2l ZE 2

1

AHE X} "gene'2| Al2[Y ZE
C

HA B4 HE B

AMEZ|Y ZE 3 A2|Y ZE g, Al2|Y ZE 90
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get Hoh YEE Ch3at ZELCh
0000: No Access (< Q=)
0100: View Only (27|23t 3{8)
0101: View Only + Config (27|2 5 8+47H)
0010: Full Access (FIH| ®)

0011: Full Access + Config (A H&+47%)

* & O o o

group name <group_name> delete
of| x|

group name SD1 delete
Ao,
= O.

"sp1" 1E2S ALR|SHLU| CF.

group name <group_name> role <1/2/3> add
Of| A

group name SD1 role 1 add
AE:

"SD1"0[2t= 0|2 OAES dddtd of Mz ZE AE0 94 7Y "role 1" LI

o = O

19
ot
2
fim|
rot
H
ot
rlo
>
>
0z
o
N
rhr
ikl
|0
HU
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ol
rot
=
oo
njo
N
r
|0
Hu
o
-
aml

group name <group_name> port <port_number> priv <0000/

0100/0101/0010/0011>
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Ol A
group name SD1 port 1,2,3,5,8,9 priv 0010

.

[

& 0000: No Access (B ot

¢ 0100: View Only (27|32 5| 8)

¢ 0101: View Only + Config (27|2 5|8+H7H)
& 0010: Full Access (M| &)

.

0011: Full Access + Config (HA E&+47H)

group name <group_name> delete
ofl x|

group name SD1 delete
MIH.
=2 O.
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Alg|d ZE 4% HEHO
serial
of| x|
serial
Y.

N2|Y mE 222 mAIFLICH

serial port <port_number>
Of| A

serial port 1
4ad:

A2lg ZE 19| A2|¥ ZE &85 HEARHCL

serial port <port_number> log

Oil %]

serial port 1 log

AE:

A2|Y ZE 19 ZE 212 HA|BHL|CH

Fo|: O] BHL ZE HEHYO| EYote|of QYCHe MA| l0f SHELICH HE AlE2 741 0|%|
ZE HEHYS FZSHHAIR

serial port <port_number> baud <300/600/1200/1800/2400/

4800/9600/19200/28800/38400/57600/115200/230400>
LR

serial port 1,4,7,12 baud 9600
M.
= o.

AME|Y ZE 1, A2|E ZE 4 A2[Y ZE 7, A2|Y ZE 122] ME £ E 9600bpsE AT

L C}.
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serial port <port_number> mode <00/11/12/13/21/22/23>
Oil &l
serial port 1,3,9 mode 13

A‘l%.

A2lg ZE 1, Al2|Y EE 3, A2|Y EE 9o F9 SX DCZ "Eg Bal'E MHR SsH
9 GuE sk

zo|

0000: No Access (& QH=)

0100: View Only (27[2t 3{8)

.
.
¢ 0101: View Only + Config (27|2t 5|8 +4 %)
& 0010: Full Access (FIH| H=)

.

0011: Full Access + Config (MH| M%+H47H)

serial port <port_number> access
Oll AI:

serial port 1 access
48

Al2lg ZE 10] ML

FO|: SN 2£2 =75 Y, [Ctrl+d]E FEHAIL.

serial port <port_number> name <port_name>
Oil &l

serial port 1 name Cisco
4%:

Al2|g ZE 19| ZE O0|E& "Cisco'z dFEH
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Wl =T 4H HYO|

backup pwd <password> path <usb1/usb2/usb3>
Oil %]

backup pwd pppWWW path usb1

a3:

INESI= R o b=

&
"oppWWW"'E 2= 3}t L| T},

FOl: 0] 7|52 SNO1xxCO / SNO1xxCODOf| 2t s &HElL|C}.

restore pwd <password> path <usb1/usb2/usb3> filename

<file_ name>

Of| A

restore pwd pppWWW path usb1 filename sysconf.dat

a9:

ol catolm UsBI'| RE CIHE2I0IN YBE AAH BF 14 T “sysconfdat's 2
of

F9|: 0] 7|52 SNOTxxCO / SNO1xxCODO|| 2t S 2HE L|Ct.

backup pwd <password> path <tftp://host_address/folder>
Oll &1:

backup pwd pppWWW path tftp://192.168.0.100/ATEN

4ad:

IP7} “192.168.0.100"0| 0 ZE7} “/ATEN"Q! TFTP AtO|EO| AlAE =td 74
O] BiQ mAZ A= "pppWWW"E L= 2}etL|CL,

mjo
1=
1%
%
I~
)
A
%
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restore pwd <password> path <tftp://host_address/

folder> filename <file_name>
Oll =1:
restore pwd pppWWW path tftp://192.168.0.100/ATEN

filename sysconf.dat

Y.
IP7} "192.168.0.100"0| 0 AZ 7} "/ATEN"Ql TFTP AtO|EO|M YTl A|AH 3tA M Ot
"sysconfdat"E SRSt 2= "pppWWW'Z L= E SiFTHL L

backup pwd <password> path <ftp://host_address/folder>

ftpuser <username> ftppwd <password>
Of| A

backup pwd pppWWW path ftp://192.168.0.100/ATEN ftpuser
willy ftppwd pppWWW

kit

ANA" 24 A4S @ASED IP7 "192.168.0.100"0| 1 Z27} "/ATEN"Q! FTP AFO|E0| HEsl D
O] #iQ} MAS AZ "pppWWW"R UBBIEELICE FTP ALO|EO| 2 Q8t7| QI3t AFX} 0|22
"willy"0] 2 20l 2T = "pppWWW" LT,

restore pwd <password> path <ftp://host_address/folder>
filename <file_name> ftpuser <username> ftppwd

<password>
Of| A

restore pwd pppWWW path ftp://192.168.0.100/ATEN

filename sysconf.dat ftpuser willy ftppwd pppWWW

g

IP7} "192.168.0.100"0| 2 ZZ7} "/ATEN"Q! FTP ALO|EO|AM A|AE ztA 7 MY "sysconfdat”
£ 2T %S "pppWWW'E ASE SJESILICH FTP AFO|E0| 201817 93t AFRX} 0|2
2 "willy"o|1 239 &&= "pppWWW" R LICE,
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restore pwd <password> path < usb1/usb2/usb3 or tftp://
host_address/folder/ or ftp://host_address/folder>

filename <file_name> ftpuser <username> ftppwd
<password> netconfig if <ethO/eth1/bond> <v4/v6> ip
<IP_address> nm <subnet_mask> gw <gateway_address> set

hostname=<host_name>

Oll AI:

restore pwd pppWWW path ftp://192.168.0.100/ATEN

filename sysconf.dat ftpuser willy ftppwd pppWWW

netconfig if ethO v4 ip 192.168.1.1 nm 255.255.255.0 gw

192.168.1.255 set hostname=SN9108CO

Ck:H

IP7} "192.168.0.100"0| 1 ZZ7} "/ATEN"Q! FTP AFO|EO|A AlA” 2+ £4 MY "sysconfdat”
=250 Y= "pppWWW"E Y25 S=LCt FTP AO|EO| 2O0I57| flot AFEAL O|F

=

2 "willy"o|1 219 Az "pppWWW" Y LICE

SHH LAN ZE 19| |p ¥¢t 192.168.1.12, MEUY OtA3{E 255255255022, HO|EQ0| F

AE 192.168.1.2552 AEYLICL "SN9108CO"E Al2|Y E& MHQo| ZAE O|F L& FHX| O

goz Aot

FO|: =@ MYUS WY RISl FTP AO|EOAM Y mAS 7kH=2 M "ftpuser” R "ftppwd"
o7 H =71 HagtL|ct
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Helol gadols B0

update path <usb1/usb2/usb3> filename <file_name>
Oil %]

update path usb1 filename SNO1_SN91xx_V1.7.161.001.fw

a3:

QI EZIO|H "uUsB1"e| FE ClHEZ|0 X&E €HOIE mY "SNO1_SN91xx_V1.7.161.001.fw"
2 HANE YHo|ETLILCE

FOl: 0] 7|52 SNO1xxCO / SNO1xxCODOf| 2t s &HElL|C}.

update path <tftp://host_address/folder> filename

<file_ name>
ol A

update path tftp://192.168.0.100/ATEN filename

SNO1_SN91xx_V1.7.161.001.fw

Y.

IP7} “192.168.0.100"0| 10 Z 27} “/ATEN/"Ql TFTP AtO|EQ| XMEHE RAGO|E me
“SNO1_SN91xx_V1.7.161.001.fw'E HY O E AL O|ETL|LCE

update path <ftp://host_address/folder> filename

<file_name> ftpuser <username> ftppwd <password>

Oll AI:

update path ftp://192.168.0.100/ATEN filename

SNO1_SN91xx_V1.7.161.001.fw ftpuser willy ftppwd pppWWW

A9

IP7F "192.168.0.100", ZZ7} "/ATEN/", FTP AtO|EO| MZE C0/E mY
"SNO1_SN91xx_V1.7.161.001.fw"= HAOE YHO|EL|Ct. 22 AMEXL O]E2 "willy"0|1 =
39 &5 E "pppWWW" R LICH,

182



qr
S

ipfilter <include/exclude>
Oll AI:

ipfilter include

.

Zo REOM 1P BH YsE 2ESEHCL

ipfilter off
Oll AI:
ipfilter off

.

ipfilter
Of|

ipfilter
4ad:

2= ZH =d 552 BAIgLCL

ipfilter cond <filter_condition> add
Ol |
ipfilter cond 192.168.0.10 add

A3

o] IP TAE Z/F Qe ZE =AH F SILIZ "192.168.0.10"S Z=7t&L L},

Fo|:
¢ o2 FAS FEoHTE HES AEYL
& P F2 R B

192.168.0.100)

[Tt (Of]: 192.168.1.10, 192.168.1.99)

HE
A, AE F=AQF ORX|EE =2 ALO|Of| CHAIE YL=THLICE (Of: 192.168.0.10-
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ipfilter index <index_number> delete
Of| &

ipfilter index 1 delete
Ck:H
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AY A o

acctp
Oil %]

acctp
.

AY Mol 4S BAIZLCL

acctp name <min_length>
Oll AI:

acctp name 8
a9:

AMERE O|F2 |2 ZO|E 87 Olde=

= 10 M 327t Lt

acctp pwd <min_length>
Of| A
acctp pwd 8

.

220l x| ZOIE 87 olg2= AFYLILE <min_length> LHEtO|E 2| AHE 7ts

327)h K| YL CF

acctp pwdup <on/off>
Oil &l

acctp pwdup on

Q=0 MOz SfLto| iE A7 Z2bk|0{0F BfL|LCY.

s 7t

—

LT}, <min_length> I2t0/E 2| AL 750t 4t

w2 101M
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acctp pwdlow <on/off>
Oil &l

acctp pwdlow on

dH.
AI:I°=|‘

© n

20 &FXt7t St Ol Z2tE(OfoF SfL|C.

0

acctp pwdnum <on/off>
Ol H:

acctp pwdnum on

.
Aol XA oF Xt2| =XA7b ZEE|0fof BhL|Ct,

acctp pwdspec <on/off>
Oll AI:
acctp pwdspec on

A3

220|= otLt O|¢el E4 EXNZ|2)7t ZE[0{oF L T
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ATENS 73t 27t stEglole M2 9 XZE 7|&ol Zutof ie) 2of 3 LMELE 2F
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ATEN LCD KVM A9|X[Q| LCD THES =ZotetL|Ct FIt2 139 EF S
T UASLCEL (ME M2 A+ HE-E HX) 70l X HMME= EE

LI Ct.
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=2
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rlo
=

ol mat (1) M £F £ ElE FE22 MEFS 2oL ) BH MES st HEZ0|

Lt g HE 22 7182 71T RARE HZ22 uNg = ASUCHL dHE MBS EF 7|
U2 el MEe g2 2F
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