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Batterie avis de sécurité
Il existe un risque d'explosion si la batterie est remplacée par un incorrect
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tapez. Jeter les piles usagées selon la pertinente instructions.
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"B Firmware Upgrade Utility x|

If Check Firmware Version is checked, the utility compares the device's firmware level with the upgrade
files. If the device's version is newer, the utility lets you decide whether to continue or not. If it is not
checked, the utility performs the upgrade directly.
Click Next to begin.

Device List: Status Messages:
SN1116/48CO : 000 > koadmg g testing fﬂes

ine for devu:es

Device Description

¥ Check Firmware Version Progress...

Help View Log < Back Next > | Cancel
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'i: Firmware Upgrade Utility X |
If Check Firmware Version is checked, the utility compares the device's fimware level with the upgrade
files. If the device's version is newer, the utility lets you decide whether to continue or not. If it is not
checked, the utility performs the upgrade directly.
Click Next to begin.
Device List: Status Messages:
SN1116/48CO : 000 > koﬂlngiheﬂmg fﬁs s
mng for devices ..
Device Description
[V Check Firmware Version Progress...
Help View Log < Back Next > I Cancel
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": Firmware Upgrade Utility X

If Check Firmware Version is checked, the utility compares the device's fimware level with the upgrade
files. If the device's version is newer, the utility lets you decide whether to continue or not. If it is not
checked, the utility performs the upgrade directly.

Click Next to begin.
Device List: Status Messages:

SN1116/48CO : 000 > Loarlm.g & heshng files ...
Load: £ te files: OK
ing for devn:es

Device Description

[V Check Firmware Version Progress...

Help View Log < Back Next > I Cancel
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HE USB 2% (LUC) 21¢l - SNViewerUSB

SNViewerUSB Z2 182 HEF ysB 22 (LUC) ¥ Z (SN1100CO / SN1100COD / SNO100CO /
SNO100CODE} 8EH0| O|RO{X|H Atz o2 LIEfLIH, ofgf AZINEH ZE2EZE SIHO|
LIEFEFL|CF

File Edit Terminal

Welcome to ALTUSEH SHO148C0
Copyright {c) 2009-2019 ATEH International Co., Ltd.

Login:l

ZZ= 2100|222 J|&2 AR}t O|5: administrator 7|2 H|ZHZ: passwordS Ar%rmlg.
200 = ALHO0M HYHS HEZ ISHoz QoL Ch HPM = 7|24tat

B4OtOF gLt

& 219l - HyperTerminal
AiEe A2lE 2& MY 2 22Xl HZO| O|ROX|H, Of2f X[A|Aretol| et 5t0[x H
og MES 4488 + ASLIL
O:I
=1

1. HyperTerminal& , COM1T ZEO0| ZE H7F S SHAL:

= C(SMW @ a@ \j
e & DE B Port Settings
P—

Bits per second: | 3600 v
Databits: |8 v
Paiity: | None v

Stop bits: |1 v

Flow contrio: [(EERMM -

Restore Defaults

[ok [ cancel | [ apw |

Disconnect ted Autodetect  Auto detect UM
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Bits per Second: 9600, Data Bits: 8, Parity: None, Stop bits: 1, Flow Control: None.
2. 2780| YoM orefer #0| 2OQ ZETETL LIEFHLICH
“& Test - HyperTerminal

File Edit Wiew Call Transfer Help

Helcome to ALTUSEN SNB148CO
Copyright (c) 2009-2019 ATEN International Co., Ltd.

Login:_

<

Connected 0:00:26 Auto detect 9600 &-N-1

XZx 2300|222 7|2 MEXt O|E: administrator 7|2 H|YHS: passwords AtE 5P§A|9
202 = A|AROA H YD HAZS EHoz QNOL|ICH H2EHMD = 7|22t
orOLOF L Ch.

E;EH _E§__ |O| D“

HyperTerminal "= SNViewerUSBE &3 202 Al HAE 7|8F U727t LIEFEL|CE

o o9l Ojtri HELSA Yl MY SU HAE Juo|n], o] MFAE Hof WAL
SYBLCE of9l S So) Y £ Al HALH HHY NIEs LS HEY 4
&Lt
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212 210l

MERE Telnet PUTTY, & E2242 &3l ARFHUM 2F22 232 & + UAFLICH

Telnet X PuTTYE A 210 02l OiFe 22K 7|8 GUI s Yot HAE J[HE HE{O|T,
Of MMz HOf HAS ST HAE 61| O X O MEOA Ef%% 48 Fd2
=ofl 2 Al & EeteX BT @7HO0|X| 2322/ & A/AHO] ZHH=Z H/EHE HE HEHZ =
BIEA] Z[2glot &21x Z0fof g HZ)0| thet MF BEE XY = 91;.* L|C}.

Telnet 2119

Telnet2 AlZot 2, "open 71921680602 YHSILL EnterE +E2T Of2fet Z0| 2E1Q ZEZE

St HO| LIEHE LTt

Telnet 192.168.0.60

llelcome to ALTUSEM SHA148C0
Copyright <c?> 28809-281%9 ATEN International Co., Ltd.

Login:

Zx 2910|222 7|2 AEX} O|E: administrator 7|2 H|LHS: passwords AMEBHUA|L.
200 2 ALAHO0M HEHS HYS FHMOE ¥l Ct HYHS = 7|22kt

ol

=

PUTTY 219l
PUTTYS RS 3, Al21Y 22 M| 7|8 1P R (7927680608 223t Openg
SEISHYA|R. Orfet 20| 29 TEZE 3HO| LIEFH LT

£ 192.168.0.60 PuTTY
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[wa3

|&= 230l0|22 7|2 ALEXt O|2: administrator 7|2 H|YHMS: passwords ALESHMAIL.
2901 3 AAHOM HEHD HAZ EeXoz QL) HYHS = 72440t

S YOHA| QEOHOF Lt

HEIRX 2709l

Al2lg & MEZE LANO| HZE|H, ofH SUUZOME &S0t

=
of @8 o+ ASHCL A2 2& MHO| Y&, LS sdsIEAR.

1. & HERNE %1, HefR Mol FA4 Hio| Al2ld 2& MH2| 7|2 IP F2(192.168.0.60)
LY = EnterE FEMAL.

HO| LtEtLIH, AAIBSME fEISHH QIS ME MRS = ASLICH

AISME eistH, 201 HO|X|7} LtEFEL|CH

SN0132CO Login

Username

Password

ATlTEN

3. %= 2010|122 7|& ALEXL O|&: administrator 7| & H|HHZ: password— AHESHU AR,
200 2 ALHO0M HEHD HES BHHMOE ¥l Ct HUHD = 7|27 S YA
5
=

[

23000 §55tH, Hel To|X| 7t LIEFE LTt

o &

.
s - & ’ ATEN
User Device Log Maintenance A=

Welcome to the SNO132CO

Connections | Favorites | History | Preferences | Sessions | Access | Properties

[
& SNo132Cc0 Port List

* [o1]COM1

Port . s + B * i + i - >
& [02]coM2 Number ¥ Port Name ¢ Status ¢ Busy 4 Operating Mode 4 Operation + Port +
& [03]COM3 [o1] COoM1 - - Conscle Management SSH = Dump Buffer -/5101

02 comMz2 - - Console Management = -/5102
% [04]COM4 (921 g H | Dump Buffer
% [05]coMs (03] coms - - Conscle Management SSH | Dump Buffer -/5103

[04] coM4 - - Console Management SSH Dump Buffer -/5104
= [o6]come

[05] coms - - Conscle Management SSH | Dump Buffer -/5105
= [07]comM7

[06] comMe - - Console Management SSH | Dump Buffer -/5106
s [08ICOMS [07] com? - - Conscle Management SSH | Dump Buffer -/5107
% [09]comMs [os] coMs - - Conscle Managemant SSH | Dump Buffer -/5108
w[10]comio [og] comg - - Conscle Managemant S5H | Dump Buffer -/5109
& [11]com11 [10] comM10 - - Conscle Management SSH | Dump Buffer -/5110
% [121cCOM12 [11] COoM11 - - Console Management SSH | Dump Buffer -/5111

- - le M N

#[131cOM13 [12) comMi1z Conscle Management SSH | Dump Buffer /5112

[13) comMi3 - - Console Management sSH | | Dump Buffer /5113 -
x [14]COM14

A Show

ATEN International Co., Ltd. All rights reserved.
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P A—|x| oS EOH 29 |p FEA x|-7|

Aelg 25 MHQ| 7|2 IP F& (192 76806@ AF23H 2010| £718F AL, Al2|Y 22
MEZt CHE HESA FX| (DHCP E= 1Y)0|M CHE 1P FAE 2YUS S 20| LICL ATEN
34 AAMOIEON 1p X T2 FEZE| OREE S M IP FAE AEY = UASLIC
ofgfo] EAE et p X =21 FEZEIE OREE 3t O3, FEHEIEIE ALESHH Al2[Y

=& MHO| IP FAE oA,

1. Ofeff CH22E YA Z O|FSHYAL:
https:.//www.aten.com/global/en/supportcenter/downloads/

2. "Download materials for other products (FF2 XNE8& A& CHREE)" Of2fel EEO0| Serial
Console Serverg 287%t Ct& OKE FEUAIL.
HO|X|E Of2 A3 F o ChE A 7ttt A2l 2& MHE SESHAIL.

4. HO|X|E Of2fZ AT E3}0| “Software & Drivers (AZE0 & EZH0|H) O A] IP Installer zip
(P X =23 zip Tt)E H10 DLS SESI0 LIRZEE SHUAIL.

5. =S oMt CHS CIRZEW2 |p X 23S AMSIM AL, Network Device IP
Installer (MIEH3 EX| 1P EX| Z23) 2}FHO| LIEFEL|CH

6. Enumrate (LI€)2 225101 HER IO AM ATEN XS FHOMAIR, ZX|[E ZX|7} Device List
(RHX| 22)0 EA|EL|CH

7. MElE 2£ MHel IP FAE AESHY 219 SHYAL.
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¥ Logs Admin ¥ PDU User ¥ Broadcast User

View Only User

= .

ATEN International Co., Ltd. All rights reserved.
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O| OIO|2E AIESIO ZE, M4 U J|Ef SNViewer B2 HZATLICH

(64HOIX| £O/g HEF F=x).
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3

O] HHEZS AHE3I0 SNViewer &2l HH|E =FTL|CH

L

8510l RO{0A Li7t7| gtk
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HO|E 7t 27|
Data Import (H|0|&| 7FH27]) HO|X|& of2fet 20| HIO|E DU 7HMe7| flsf EE
HEleX ORES FLich

|£:) Open @
Look In: |ﬁ Documents |v| E

[ AdobeStockPhotos[ 3 Snaglt Catalog

3 My Kindle Content [ Updaters

5 My Music [ Version Cue

[ My Pictures [} Default.rdp

[ My Videos [} desktop.ini

[ SAP

File Hame: | |
Files of Type: ‘AII Files |v‘

| Open || Cancel ‘
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C|] O
29 |

mjo

MEg & ALLICE of2fet 20| EF Ch2
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EI Replace current encoding < x-windows-950 > with -

System Default | 4|
OK Cancel 1S0-8859-1
1S0-8859-15
Bigh

EUC-KR
GB18030 |
Shift-JIS
US-ASCHI -|

Fol A7 MA|H BHE AT S WESIHA|R. O S0, ZE 0|52 =0, 3'%01, =0
BN = M2 X 8ot 42 UTF-8 21AES =

s GAX| BE

= Al2|¥ 24 MH{= Ok AMBAF 23015 X|25IH, O|2 QI3 M|~ S50| Lle 4
UAELICE O] EXME 23ts5t7| ol HIAIX| EETF MSEID, 0] 7| s22 AMEX} ZF SAIE £
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219 ot BE M-SR AHEAt O|F & 1P F27+ O] TE0| LR EL|CH
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F2/8 ALBSHOl AT HAE HAE jA2E TSHIAL

E{O]E ofiS2[# oM
Telnet, PUTTY®} 22 B|AE 7|5t E{O|d T2 WS ARSSH0] YZO2 2791 & 4 Y&LCh A

A =300 Ly Ciet M& WE2 46H0[X| 2F 272/F HZESHIAIL.
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K| #a)) > 17.
)2 0

E 7|8 REE 47d5}2{T 5. Device Management (
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HAE 7|8 O = CU 2E
2 474) > 1. Default Console Mode [Menu-driven] (7|2 & EE)2

Console Settings (= 273
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NERETNE)
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© Not secure bBitps// CC55A6EE91DB8C228us administrator&com=3&portname=
O M| A) = Connections (B Z) H|O|X|2 O|=3t Tt Port List (RE Z2)0| M
g stAe

1. Port Access (R E

) =
TGt ZEE MEDE O Operation (2+&) M40l A WebClient

68



Al2lg Z2& MB AEX 2N

iz}
4%

&O| Ea|™ [Ctrl] + [d]E =21 Suspend MenuZ O|SSHUA|L.

Connected to Port: 3

Press [Ctrl+ d] to go to the Suspend Menu.

.ZE D ¥ [Enter]E =2 70 TSt HE ZEE HEHE

CHS [q] + [Enter]E FEMAIL.

30
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of

SNe132C0 Port Access
123456789912345678991234567899123456789012345678
COoM2
COM3
COMa
COM5
COM6&

COM7T
coms
COoM9

Resume [Connect to Port 3]
Send Break [ to Port 3]
Exit

Press [R] to reconnect to the specified port.
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OperatorC

ATEN International Co., Ltd. All rights reserved.

Full Access Config Power Supply

202 HES ALESL0 User Access (AHEXE UM ) B Group Access (A& HM2) I 0| X| 0| M
WA HotE FHSHMA|R. of2ff HE&= ZF Eoj| 2ot 4E L
User Access A2 Z2E MEOIA HME ZF AEX AEE (8T X AE He)
(AH2XF U M2 AOIE HIOf| SEC=2 HAIE Z X AN 2 Y ot d™82 s
HA|ELICH AMO|E HIOAM HXE MEHSIH ZF AFEXIS] M% S A A
ot AESHYAIRL.
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A
=M

Properties (54) &8 226t™ Port Settings List (RE H S =) HO0|X|7} LIEFLLICE

Port Number ¢ Port Name ¢ oOperating Mode #® Properties * -
[011 com1 Console Management 9600,N,8,1,None
[02] comz Console Management

(03] coms Console Management

[04] COM4 Console Management

[05] coms Console Management

[06] come Console Management

[071 com7 Console Management

[08] coms Console Management 9600,N,8,1,None
[09] coms Console Management 9600,N,8,1,None
[10] com10 Console Management

[11]) COM11 Console Management

[12] COM12 Console Management

[13] COM13 Console Management 9600,N,8,1,None
[14] coM14 Console Management 9600,N,8,1,None
[15] COM15 Console Management 9600,N,8,1,None
[16] CoMi6 Console Management 9600,N,8,1,None
(171 COM17 Console Management 9600,N,8,1,None
(18] com1s Console Management 9600,N,8,1,None
[19] com19 Consale Management 9600,N,8,1,None
[20] comz0 Cansole Management 9600,N,8,1,None
[211 comz1 Console Management 9600,N,8,1,None
[22] comz22 Console Management

(23] com23 Console Management

[24] com24 Console Management -

AO|EHLON  Port Settings List (RE 28 =F)EFH ZEE HE3ESHH, ofefet &2
Properties (%43) | O|X|7} Lt LTk

Port Number: CcoM1

Port Name: [com1

Interface: Auto v
Baud Rate: 9600 hd
Parity: None v
Data Bits: 8 bits A
Stop Bits: 1 bit v
Flow Control: None v
Toggle DTR: ¥ Enabled

Of iEof M= ot ®eo| 2Fur 20| HEet ZES| 4¥S 79 & UASHCh

23 o|gj

Rl
AL

=& Mol Z4 ZEO= ZE D7t AgUCtt o] EE9| g2 F+d&

2| 0| gL L.

Port ID
(ZE D)

U ne

i
|m
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)k-l)gl O| Dl

Port Name Port Name BEE HESI ZEO X2 0|2 Folg = ASLICH

(ZE 0|8)

Interface Auto (7|2 AH), DTE EE= DCE S0 MEHSIAA|R.

(RIE{T{ 0| A)

Baud Rate ZEQO| HolE dE& £ & HFTLICE 300—115200 (&2 E&ECHRSHH
A M E7|)A0|E MESIMAIR. Al2[g 2& FX[Ql EE £& HAFt
LX[SH= 22 HAPYLICE 7|2 ™2 9600 (Gt Al2|Y 2& FX[Q
7| 220 YLt

Data Bits HIOIHE Xt B2 H 01| A8kl HE =& AFEgLCt 5 6 70 ME4
M Uk A2[g 2& FXQ HolH HE dFu Xt ¢S
HAESHUAIR. 7|22 8 (T Al2lg 2& X 7|2ZhYLct

Parity O] HHE= M& HO|He| LFE MATLICH ME4ALEO|E= None, Odd,
EvenZt AELICE Al2| & 2& X[l mjz|E| 4™t XS w2
HEELICE 7|22 None (Ch Al2|Y 2& X9 7|2ZhH LI

Stop Bits MEE= ZAE 2O|gL AIEIO* 2& FXel AF HIE Hit gX|st=
S Mt MEf Abee 1 U 1 5QLICH 7|2 A™2 1 (O Al2lY
=& X9 7|2ghYLct

Flow Control HOlH =& Xojste LAlS MEbStL|C MEY AtEH2 None, Hardware
(RTS/CTS), XON/XOFF7} UELICE A2l 2& TX|el 58 Mo HdFEat
LX|SHE S HYSHUAIR. 7|2 HH2 NoneRL|Ct

Toggle DTR O| m2i0|EE M35l DTR AMS 7L AFR/AIRE7F AO|E EZTtL|Ct

(DTR E2) M= o3 (V)= DTR E2S gd3jstLct

N & A

Zt 2738 mo[X|el RLEF o0 saveE ZEotH MEpt ZEO| ¥ S MIYLILL E=
Save&CopyS ZEot™ Offet 20| 2= CHE ZES| 3X ZE 43S A & NIHLICE

Copy to Other Ports

Please select ports to copy:

¥ COM1 coMz2 COM3 COM4 COMS5 CoM6
CcCOoM7 coms CcoM9 COM10 COM11 coMmiz
COM13 coM14 COM15 COM16 COM17 coMmis
CcOoM19 coM20 comM21 CcoM22 COM23 comM24
comMz25 comM26 comz27 comz2s comz29 COM30

CcOoM31 COoM32

oK Cancel Select All Unselect All

UES| oif 282 Myotes ZEE MES OF OK

i

ZEOIHYAIR.
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B3E o Be XY 82

[ —

Z9|: USB E2I0|E = SN1100 CO / SN1100 COD / SNO100CO / SNOT00COD = 2 0j| A 2k
Nt

2= 242, =2 MmN Memory (MEE), NFS, Syslog Servers H=5HA
EZl USB EEIO|EE MESHUAI2. Disable (H2gshE MHstH ZE HI{E S HEY

EH
tA Time Stamps (EtY 2" IZ)E 2d3l/H2d%} SHUAIL.

Port Buffering: memory v

o
-
o
=
m

s
[>
i
>
oo
OF

Time Stamps: Enabled

7t L7t LEFE L CH

r
J
r
0
40
M

Port Buffering: usb1 v

Time Stamps: [] enabled

External Storage Status

Mount Status: Mounted

Buffer File Name: [bufdat1

Buffer file Name (MTHZ THA)©2 AFSAIV USB EX|0| HEE 21 T4 0|2 MHLITH
AAE 27 AH, NFS 2 nr% €| Use Setol=of Bek ApMS LI82 115HOIX &2 BE
SHAA| 2.
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qE pE
Operating Mode (45 2.E) HOIX|ME 2t BEo| Y& U Z2|of O3 4HE T + o
SUCL X5 REE So) 2 Al2IY FHO| M2 $ES AYBLL % 5 REO Oz A
pay
-7

2 HdY2 7200[X| FE ZLEE HASHUAIR.

A& ZE - O] HE&= AMEXZE #E|E foi ZE FXof H&5H7| /s AH8dte REQLCL
74a 2EbN ol 42 Console Management (22 2t2[)&, Port Access — Connections (ZE QU A
2 — ) Ho|X|2| Telnet/SSH MdE ALY =+ JUELICH EECHR HROA ZEQ| A 2
EE MEISIHAIR

Fo| EE 2 |E0M MZ 2 ZEQ| 0|8 7t5% A& ZEO Cigh M2 Atet2
ZE %

Operating Mode | Console Management v

= General Settings

Max Sessions li6
Suspend Character ]
Access Mode: Share v
Occupy Timeout: o sec
Logout Timeout: o min (0-180)
Exit Macro [
Connection Protocol: ¥ SSH ¥ Telnet
Out CRLF Translation: Enabled
» Alert Strings

» Command Filters

» Response Check

svescon JI
ATEN International Co., Ltd. All rights reserved.

o QHFEY
=S o|0j
Max Sessions SAl 75 MM xTf =8 7|0l ™S LI

(ZICH M)

Suspend =X BX[= Telnet MM0| X HFE =2{=H AFEELCHL 8%
Character A= A-Z (A8 2718 EAL H, |, ), M2 M) YLCh

(A A
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AEX 2EAM

273

|0

Access Mode
(WM& BE)

e
ABHElL|C

-

CHE MR ZE

ChEat 20l of2f 3
F

o MEAS0| 210 oF JEfOM ZE HML Y-S

Hehotes X= AMEAE ZE KNojAES SFYLICL O E

IS LICE Timeout 7162 O] 882 E/3 ZEO XEL|X|

Occupy (Bf): ZEE HMetst=

o HIEIR gt¥HE & + ASLILL ZE

c SAO ZE HOjAE SHELIC

= AEAZE ZE HojEs ERgUCL 2Lt
%

HMO{5tE AHEARZE

TimeoutOl M 278ct AIZEELH O 21 AlZH SO ES3HK| He 89, ZE Hojd2

A5 HO[AHU 7IHEE Y= CHE AEAIR O|SEH L
O
Q)

Occupy Timeout
(H% EteloR)

o] 7|50 28t
CHE AREXHZE HRefLith

=
S
I

Al

Logout Timeout
(20X EfYOrR)

EE UL o] 2

et Efol o7t A

B0 20|&=

YE OfZ2[A 0|2 ALAIZF 2O01e EQJt glel o] &M= AFEAL 2o
SE|E 2 Occupy Timeout (A7 AlZh 1) H7E0| Z-S5}HXK|
8% Logout Timeout (210t EfYOLR) S8 S ALESIUAIL. O
758 ArESIH MEE A|ZE SO AKX €=0| glo™M X2 202 ElL|CH
RO CEAl E&5H7| H E:lo'OHOF gt

Exit Macro
CRNEEEY

Exit Macro

SINES

(
Bazg 4= =%

j22)2 of7|of MAHELICH Al2|Y BX| B2 Al Mg

Connection Protocol
(¢ Z2EF)

A HAZ AHBBH0] SSH U Telnet 9127 HRESS TH/HTAS SIS,

CRLF
Translation
(CRLF H19)

A7 A-I I—I

*

o=
EE Alert Strings
= Mo 2t

(@2 2X4)
2 44 wus

~ Alert Strings

Enable Alert String
Alert String1:
Alert String2:
Alert String3:
Alert String4:
Alert String5:
Alert String6:
Alert String7
Alert String8:
Alert String9:

Alert String10:
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gXof X7t 2det B2, € =0 MFLE0| ot X|FHC =X £ SNMp EE OHIE
7t LS F2, Al2lY ZEZRRH A2[Y E2& AMHC COM ZEO| Ll HAXE TEE +
UAg Ut

A2l 2& Mu7t oj2{st HIAIX|E 22 B2, SNMP E ZNE HESHI L O|HYE ALEX}
oA &8 2ME <¢E =+ ASLICh 2O 1071 Etel 308 8% + ASHCL

o o[ &8 &= =, §F 41 & otLi7F 28T Worct 2 ArdS AEX| A ZELICH

* Command Filters

Enable Command Filter
Command Filter1:
Command Filter2:
Command Filter3:
Command Filter4:
Command Filter5:
Command Filtere:
Command Filter7:
Command Filters:
Command Filterg:
Command Filter10:
Command Filter11:
Command Filter12:
Command Filter13:
Command Filter14:
Command Filter15:

Command Filterle:

O mo[Xlof =t 167 EEE 28 =+ ASHC
v S5 ol
« Response Check
Enable response check
Probe string \x0D
Query frequency(sec): 30

O] 7|55 2daot® AAHO0| YNz HEot=X| 25| /8 X ¢ S8 OFE Al
o

Fol: 0] 7|52 & 2| A 2& 22| CHO[HE REOME X E LT

= e

K7L SESIX| %2 ™ “Response check failed” (SE 20l 4If) &l (0] &

of M&ELICt

o
Mok
0x
ot
rot
o
Ho
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¢ Probe string2 A|AHIO| SH =2 f6f Els EXE /UL 7242 wx0DR

+ [Enter], Wx1B= [ESC]).

L|C} (#x0D

+ Query frequencys= 8F =2 Elf= BI=QLCH 7[22H2 30(X)0|H 10-9999 ALO|Q] ==X}

= YHSHAR.

Real COM 2L E

Cperating Mode: |Rea| COM Port E|

= RealCOM Settings

Secure: [ Enable

Enable (220 M3AstH MUS Sl &= Z= HOHE F2otefLCt

TCP MH

Operating Mode: | TCP Server E|

* TCP Server Settings

TCP Alive Check Time: |1

Inactivity Time: |D

Max Connections: |16

Secure: [l Enable

273 o|nj
TCP Alive Check | O] 282 Al2|¥ E& MHII 2A2E AFHO| Cist TCP & 42
Time 201510 &s R E AYotes UEE FogLCL BAE {0 CHst
(TCP M3t &0l | TCP AZAZS &olsty| M A2 22& MEZL 7|5t= AlZh (B)2
AlZh LHSIMAI2,
Inactivity Time O] 42 HZ40| HOX[7| Hof| Al2|¥ E2& MHe ZAE ZHFH ALO|0
HIZd AlZh HMEE COIHZE S W CH7|St= AlZHS FolgtL |t AlZ| ME 7t
OIS B W BT & A ATES YHSYAIR.
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244 olg|
Max Connections | 5| &&= Z(Cf SA| 2 +=E YHLYLICL A2l 2L M= ZOf 16712
(=t AZ) A4E A0 2¥E = AU
Secure Enable (B'd2holl MIASHH MUES S TEE= 2ZE HOHE
(22h ekl fl R
TCP Client
Operating Mode: | TCP Client E
* TCP Client Settings
Secure: [ Enable
Destination Host Port
|
2
3 |
4|
50
6 |
7 |
g: |
9: |
10: |
11:
12: |
13:
1a: |
15: |
16: |
243 I
Secure Enable (2d2h0| HAstH MHES Sl T&EE= 2& HOHE
(£2h ekl IRy
Destination Host /| T4l SAE L= CHE Al2)|Y 2& MY (TCP MH)Q| IP FALQ MH|A
Port ZEES Y50 HO|EHE FE5H7| flgh Al2lg HES BtsLUth Al2[g
g =22E =& MH= SA|0f z(Cf 160f 2A2E HFHO| HOHE HEY =+
ZE) AE LICE
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ubp 2 E
Operating Mode: [UDP Mode |z|
~ UDP Settings
Host Start 1P Host End IP Part
o [ [
z [ [
| [ [
a | | [
s | [
& | | [
(o | [
& | | [
e | | [
10: [ [ [
1 | [ [
12 | ( [
13 | ( [
14: [ [ [
150 [ [ [
160 [ [ [
273 2|0

Host Start IP / Ol 482 A3 UDP ZEEZEES Sl A4S HdEYLCH B E= P
Host End IP and | &4 H2|Qt TCP/IP ZE HZE LHSIMUAL.

Port

(BAE AZ P/
SAE ZE P Y

ZE)

Ho

T

=x
9 29

Operating Mode: l‘u’irtual Modem EI

* Virtual Modem Settings

Secure: [ClEnable

Enable (220 MAstH MHUS Sl T&EE= Z= HOHE Y2ttt
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=& 2| CiHo[-E

~ General Settings

Occupy Timeout 10 sec

Logout Timeout: 0 min (0-180)

Exit Macro

@ SSH @ Telnet

Enabled

o Yo MY
M oj|
Max Sessions | SA| 7bs3t MM ZITf <2 oi7[of M MESLICH

(E= s B )

Suspend =X FX|= Telnet MU0 SX UwE =0 AEEULL 2%
Character ZAE A-Z (A8 272t A H, |, ), M2 H2l) LT
EX SX)
Access Mode et 20| Of3) Yol ALRXHSO| 210l o MEHOA ZE HA WS Hogct
(HM2 RE) Exclusive (57H): ZEE Mste XX AMRA7L ZE H OB SHTLCL CH2
AFBAHE EEE 2 4 UELUIC Timeout 7|52 O MHE S ZEO| MEEX
gt
Occupy (9 ZEZ MBS A% ABAZL ZE HOjAS BSLCH dajLt
CHE AMBAPZM ZEO| HC|Q 32 2 4 UALICH ZES HOjsHs ABAP}
TimeoutOfl Al AFeh AIZHECH O 71 Aj7H SOt BESK| Y= B9, EE HojAL
0LSAS SXO|7LL 7|HES Y2l [}2 AFBXLZ O|SELTH
Share (B9): SAI0| ZE HOHS SRELICH aXMoR 47| AHBXL| YOl
MLt
Occupy Timeout | 0] 7|5501A HESH & AlZH Sot 0f ZEO| Y2o| gt A, EE HRE
(BT HEOFX) simstn ot AR MRYLITH

Logout Timeout A5 OfE2AO|MS ALEXIZF 201 ATt glol 0] oA

(210}2 EFQOLR) | EtOINZt HHEIS2 Occupy Timeout (B& AlZH =1 HHO| Z&55K| J%'—lﬁf. o] &2
Logout Timeout (210t E}Y0tR) SHE ALESHHAIR. O] 7|58 A8SIH 4

AHBXL 30| glod XFEoE R0t gLTh 202 Fols EX|of ChA] &7 ™

E2JQIsoF gLCh

Exit Macro Exit Macro (HAIE THA2)E 7|0 A-SLICE A2 X TE Al
(AAE D3 Z) ABHS D322 MAS 29210}

Connection Protocol| {3 HtAE AFR3I0] SSH U Telnet ¢1Z TE2EZES EHAds/H|E S}
(A2 =223)  |5yAle,

CRLF o]
Translation A

EN
(CRLF H9)

MO =2 CRLF (Carriage Return and Line Feed signal) & O£ & MEig
o

.|
o
U H .
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Alert Strings (B 2Xt2)0

HI g =t

Disabled (H|Z2M3}) M2

e R2UOK 0 BH ¥ S 202
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Chapter 7
ArEX 2

User Management (A+EXt 2te[) B MEY Al Accounts (A°8) HO|X|7} HEA[ELIC

- Y

= =] ~
Port Access [IEAT PRIl Dovice Management Log Maintenance
Accounts | Groups

& Users User List

& administrator

o &

ATEN

Welcome to the SN0132CO

% Account Status

Username % User Type

¢ Description

administrator Super Administrator Activated Description of Administrator

ATEN International Co., Ltd. All rights reserved.

Ol HO|X|l= 2IF2| A= Hiet EZFQ 2 HQl mjE 2712 F8 9

*

AHEAR 8 OE2 HOIX| R0 A= WEO| LEFLLE 2EF
2 ME ZES ot =0l & & UA=F MSSLIC
a

¢+ EERX Ul AZMER) %

M 20 et AHEXL & 10| ALO|S Bt LrEr”LIEh
SEtRX GUIIM, EAZE HE T2 aMEe Ko 1Y € 852
L C

Ctg MuoiM 28 e oiE ottt HE2 AMEAL B2E2=2 ALE

oz REEO 9
o =0f o

cet e
=o| Y&t &
sete Wy

o=

ELS

+

N

o
A

99



Al2|g 2& MH ALEAF A

At

Rl

2
o
A
=

Al 2& MH= B0 BAIE 2 ZCf 64T ALEXIO| CHSH M| ZHX| ALEXF RS X2
StH, A[AR ANAE I3 6470 SA| 20012 HERLICH
AEX 7 oAt
Super Administrator ZE 3 TK| HMA R prE|GLCH AMEAF R OES 22U
(E3H 22| Xh A HHE L e &Y stdes ™o
Administrator SQE ZE S FX[0| AMA W pE[TLCh AFBA B OAES
(22| Xh ZrE|gLCh HE &Y 2tEde ™o
User SOE ZE S X0 AMA SLCH SQE ZE S FXE
(AFEXh zE|gL|Ct JHE A Y stds gFEeL o
Fo|. #H0| ROlE ALEXS| B0 SiYE|M, CHE ALSAL &2k
7t

A& AL =7}

Of2fE 2t ALEXF F7H & ARBAL #o 2HE FHSHUAIR:

1. AtO|=H}OJA Users (AHEXHE MEHSHM AR,

2. 0ol Ijd StEel Add (F7HE SESHUAIR. User HO| MEHEl User HE 3tHO| GELICH

General -
Username: ¥ Local User
Password:
Confirm Password:
Description:
Role-
Super Administrator Administrator ® User

Permissions

Device Admin User Admin Maintenance Admin
Logs Admin PDU User Broadcast User

View Only User

Status

Disable account

Account never expires

Account expires on:

User must change password at next logon
User cannot change password

¥ Password never expires
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3.0 EEO Eaot YEE UHSHUAL. ofef #& ZF HEO| 2toh A¥ YLk
gc 249
Username AE 3 2380 28 1-16 At2| =Xt & L|Ct 1440 X| #/E
(AFR X} 0|2) FHS XA L
Password AE 3 2380 28 0-16 At2| At {&E L|Ct 1440 X| #/F
H Y S) FHS HERSHIAL
Confirm Password HEHD S Y5 LHY=A] QU5 I3 CHA| S YSHYA L.
HLHS 20l 278 =50| F2ts| LX|SHOF gL|Ct.
Description (&%) AMERRZE ZESE M2 AR 2ot F7h FE QLT
Role (%8 s BE[X};, 22X R ALEXF 374X FHE| 22|17t JELCH 2
HH 2|0 e = A= AL == FHTH AL
o S8 BEXt= TH gH 2F 2 |X B, AAEX 22|, X A
ZE 4P S AYeLCL S8 22Xt Hoh2 A|AHO| o5k
sz Yrn HZ0| EteLot.
o BE|XLQ| 7|2 HTH2 Device Admin ( 22X X User Admin

A
(AH8AL E|XhE Melst ZE Abgg Eahghi(ch d2iut Mok
Hoh M3 HrA M3 of 20| el 2f 22ROt THE 4= AL CH
Ar XL 7|2 A2 PDU User (PDU AM2 XN % Broadcast User
(HRZEINAE MEXHE ZgeL|Cl dgiLt Eehe Hsh HI 2Aa
M= ofLof et 2F AFSAtOL CHE &= USLICH

Permissions

©18)

*

*>

*>

*

*

*

Device Admin (EX| Z2|Xh2 &d2t5tH AMEXZE A Al2[
2 MBel 4¥2 #HE X Mojg = USLICH (1150 X &FX/

Ze) Hx).

User Admin (AFE X 22| Xh2 &d3tstH AR X7 AMEAF 9 O&
AGZS dd, =38 A AN = YSLCH
Maintenance Admin (S-X|&e2| 22|X

QA4 WO 0|8 JH5e 2E XV HES
U LICH (155H0|X| R4/ 22 H=).

Logs Admin (2 #E|Xh2 Zd2stH AREX7F A|A"” 270
&g = ABUCH (1494[0[X] 27 FHZ).

PDU User (PDU AHE&XhE -8 2t5tH AMEXAEIE Power Over the
Net™ X E 28 =+ AFUCL

Broadcast User ( EREI|AE ALEIHE ZH3I6IH EECEIIAEE
A|.£L'<‘5I- _J'\_ o|¢|_| |:|..

View Only User (27| & MEXHE 2d=tol® ALEAF AR FX|
SHRIRH & 4 YELICE EE AAJA, 7|HE L ORA o)

=7fetLCh
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Al2|g 2& ME ALEX

28 M

el
[m

=29

Status
(&FEH)

=
[

Ug LIk

Status (&FEH)0I A
Xjofgt

ofef 2gur 20| AFEAt AF S 280 HMAE

AL
e

JEPNE PN

=
=23y

=
UL

AL
e

MEX A8E SXlot
AE Al TtE HotE
Ad 2= Bl8)E

o
7O:‘_r/

pakel ol

Bt Rtz ERME

AlO
IT

oz

Account expires on (A

ChE 23921 Al H[ZEHS st change password

at next logon (Ct& £ S MEHSHL|LC}.
ol 7ls2 Xg 212 & o

et 22| XE2F AFE—ELIEE A
HZ2Ho =2 2FgL

vy

YT HIYHSE WHsto] AFEXIIL

cannot change password (M2 Xt H| 2=
MERSH AR,

Ao ZE|RH= AFEARZE O HIZHS S HHE

Password never expires (H|/ 2= Ttz
A2, O] 7| AFEXI7} 251K

AL,

okAl
=

oF L
[

FQ-*

, Password expires after (H| &
|2 T=2IF 57 HOf
7H0| DIE G| A2L

—

T

&

L|Ct 7] HZ2B=

4. O HHAOM Groups
Xl= 107 O[X|0i M 2
St

A
= T

UAgLILE X HO[X|= 112H 0| X|of M

SHCHSH
EOE

HEISI0] MZ22 AFEALE J—roﬂ

HS
H=
HS EHS

HSHL|C} EESE Devices

Fo| M

A O

EH &
=
=
= T

0]

H

I.Q |
= o=

S, F7t MEA A OF
=L,

THAE dUE S LSOl CHA

5. MEHZ 24ZSIH Save (

6. Oeration Succeeded (&

X
&

lo

)

o M

A

=
an

=
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7. Users (AHEXHE ZEotH MOl ofH2Z ZOHULICL MZ2 ALEAZE AO|E B 55 % O
ol Ho|Xx|of LiEtE L Ct.

¢ MOIE Hf Users S22 =FoHALE e 5 UFLILE FF0| 2FE 2, AL 0fo|E2
Fol A= ) 7I=2E SEHSH Y|, Tl Us 82 00| KO (+) 7[=2& EEIH =
£0| =HgE L.

¢+ SY ZEXE OF0|E2 2719 H2 M7t AN HE[XHE Of0|E2 174e] B M7t AUs
L ct.

+ T O {E2 AEXAS O|ES EAFLILE AE0l 48EUs M 230l FoX|D Y
Ol AYOolE 2d2te[AHL AEY == QA ELICH

AMEX AE

AMEA A S

cC

-
o 2l

rir

2. Modify (=738)
3. User I|O| X| Of| A

M ALEALS| O|F S

o
8ot OES sdSHAIL.
SF0M ALEALS] O|F 2 SESHHAIR.

=
=

Fo: AAEAF HOIX|= 100H| 0| XM HHELICE, Z:F HO|X|= 107H[O[X| A EHLICE ZA/
HO|X|= 112H 0| X0l A = FBfL|LCY.

ArEAL AE AA|

AEA AEE AHSHE s sHIMAIR.
1. Ml {20 M AR 0|2 MEISHIAIR
2. Delete (MH)E SIS,

3. OKE ZEHAIR.
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A&

T2 AMREAZE g 2EHoR AREARt YXE HESHESF UL I FE ol AF
YA HEEZ| tEoll, Z2XtE2 2 oA Hot 28S H
ot gLICh R Bl ALgAt7 §F FX[of B SpX|T OHE ALEARS] H&H2 MtstEE 08

—
N AgS 28 + AsUCL

18 44
= 49528 Chgs sdAIL.

1. Ol HHOIA GroupsE MEHSHMA|R.

2. 02 T{E Oot2fo| Add (F7hE SESHIAIR. Group B0l A= MEHE OF FE 3HH0| &
L{Ct.

General

Group Name: (

Description: l
Permission:
Device Admin User Admin Maintenance Admin
Logs Admin PDU User Broadcast User

View Only User

Status:
Disable group

& Group never expires

Group expires on:

104



Chapter 7. AH&X} 2|

w
ely
ol
e

Eof 2ot &

- O

i

YBHAlL. Of2 BE 2 TEO| B o

e 249
Group Name (A& O|&) |Z[CH 167 2XtE AFEY = USLICH
Description (2 3) XI5t AF2 XL 2HSE =

[y

S LIL.

—

Permissions (3t off T EFAO| M35 O ES

|
AL CHaY M= Mkat
A HASAIL,

H=

= T AAEL‘“:I'. ‘]‘]OJTﬂlOle
OlA 2/ HO|X|of CHsl MEHELICH £ Devices WS MEHSIO] AMBXIS| ZE HMA FHt
% SICISE A Ol

2 = ASLICE 12T 0| X0 A FA| HO|X|of Chal = gL Ch

4. O] CHAO|A Members E4S MEHSIOl M2 AIEXIE 20| Tote 4 UL

FO MEfMoz, F7H ALEA W OAF W8S /I8l o THAE AHE OF LSO CHAl
El=0t & 5 UASLICE

o
=&l5
M

AMAIQ.

P
=8 43)0| LIELIE OKE

6. Oeration Succeeded (&Y 215t A| 2,
=2

7. Users (AF&AhE ZEOIE 0Ql gtH2 2 0Lt AH —8— AEXZE AMOIE HE 25 8L O
o T o[ X0 L+EtEFLICE.

e AO|E H} Users 2E2 &

o N B2 + USLICH 20| SHE A2, User (ALY Of
O Yo Yt () 7ISE SYIW 3|, HY Y= A Of0|2 Fof (+) 7ISE 2
o 2=20| HEFLUCH

+ = O I{E2 AEXS O 2olgLICh AE0l 8= o 2Ol
g2 = g E4ct

o
Ol AZolE EdatA Lt
=7 A0 st fIel ES BHESHUAIL.

FOl MZ22 IS F15H7| T HEAl 78 CHAE sdoiof L Ch OFX oW Hg
M2 150| 82 ™o ddet 155 tHMSHA ELICH
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1E 4%
AMEX AZE 85T LS TESHUAIR
— =

ool mEoX 18 OlES
2. Modify (=8)E ZE5tuAlL.
3. Group 2 3}HO| LtEfL

ulru

rg
rE
ox
Pl
oct
>
o
ot
(V2]
Q

<

D

>
mju

ZEOHAIR.

Fo: 7& T O|X|= 104H[O|X| A EFetLICt. ZH HO[X|= 110HO|X|of A 2

HO|X|= 112HO| X0l A = FfL|CY.

5t
St
=

LTk &4

-

OF A

52 AHste(H Os
1. AO|EHIOIN Group ( =
2. 0ol ol OE 0|%% ME4S
2. Delete (AHH))E 2EISHUAIL

3. OKE 25t AIR.

|__| mjo
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ALEXH B OF

OAE0 ALBAE ZYsts Y2 AMBA ZE

olE Sgh, A2l 15 3E =S St 27t
A &Eol AsHE
FO: AFBAE AEO| 2Eot7| Hof HA ALEAteL AES dgoior UL ME A2 100
HO|X| AEA} F7/5 LA

ALEAF HE SIHOA AIEXIE &0
1. AtO|E HE User S20|M AtEXt 0|2

CC

N .

mjo
mlu
Ju
Ok
>
>

i
[o n

ool oM AMBAL O|E2 MEHSHMA|R.
2. Modify (=8)E ZEStHAIR.
3. User 5 3tHO| LIEILLH Groups B2 MEHSHMA|R. of2fet FAtsH 2HO| LEEFE LT

Available Groups

Selected Groups

b
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A =T
=2 =

M AFEA 2N

6. CHE 050 =atst ALEX} MEIZ BHESIMAIR,
7. 2t2 F SaveE ZEIGIMAIL
FO: AFEXIZE OO TEE A Q HIE ER% F2, ALEXE 350 EHE HeE 9
Hot2 AL SR Ch
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ANFRAF HE BlHo|M 12o2E
ABR M BB AHRXIE 1EoZ

E
1. AFOIE Bt User ZF0|M ALEAL O|E& ZESHIAIL.
e

AEXE A

AHSHE O3S
2|
2/

H

ol w20 AFEAL O|ES

MEASHMA| R,
2. Modify (&) 2

= oAl
3. User HE 3IHO| LIEILIH Groups S MEHSHL

MESHAAIR. OF2iet RAreh SFEO| LIEFELICE:

Available Groups

OperatorA -
OperatorB

a

Selected Groups
OperatorC

L b

4. Selected (B E) EOM ALBXIE H St 1
5. 21Z SIMHE 2280 Selected UM 12
SOpZL(Th.
6. AFEALE Mt = CHE &0 29 E S HEGIMAIR.
7. 2t2 Z SaveE SESIHAIR.

E_l
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5 S oHez2H MEXAE 50 ¥

AMEXE O BE HCZRH OF0 5 U438 TAHSIMAIR:

1. MO|E B} Group SE0AM OF 0|2 2EGHIAIL.

- IE

el mfdoM OF Ol§S HESHUAIR.
[=3

2. Modify (8)& S5t Al

n
rir

-

= .
3. Group 82 =tHO| LIEILIEH Members BS HE{SHY AR, Of2f et FAret 2t HO| LIEH LT

—

Available Users Selected Users

administrator jason
henry

jessica
jackson

Lk

4. Available (A& 7ts) ZO| Ydte 18 WHE ZEe AMEXE MEGHUAIR
5. Q2% SIMHEE 2210 Selected BO| AHEXL 0|52 YHBIUAIR2

6. 15 HHE Zate CHE ALEXI0| CHol 2|9 AtetS EHEIIMAIR

7. 2t2 F SaveE SESIHAIR

FO ALEAZE AEO 2EE A 9 dots 2Rt 32, MEAE A5 2E

dots AlS fAIgUHCL
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A5 d5 olHe =8 ABXE DA50AM HA
AMNEXE 018 T tHe=22H 50N MAHSHH 3
1. AHO|E Ht Group =E0M & O|§2 SESIA|I2.

o= = "1

o

n
rir

C

—

ool mjdoA 1E O[22 MEsIMAIR.
2. Modify (8)& S=dHAI2.

=
3. Group B SHHO| LIEILIH Members B2 MEISIMA|2. Of2fet FAL

oF StHO| LtEFEFLIC:

Available Users

Selected Users
administrator

jason
henry jessica
jackson

>
<

_ L0 -

Back I

4. Selected (B E) S0l I E0AM MAHAY AFEXE MESHMUA2.
5. A% BHHE ZESIY Selected UM ALEXL 0|2 HMASIHAIR (Available 2 Z| =0t

YLILh.

6. 1E0M XA CHE ALEXtO CHol 212 Atgds FH=shuA.

o — =]
7. &8 Z SaveS SEIGIMA|L.
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EHk| shct

AFERZL AlE

AHEA7E H&5 e

Eo| ¥ A3

=

AMEX S StHOIM X A

5
SE0M ZE

I & o, ZE ¥ HO|X[2f

E= Holx[el 2F

of &t

AFEAL B2 SHHOM AMEALE DE0|M ”X1I3PE1

1. AO|= H} User

cC

ool o 20| M ALEX} O|ES EH
2. Modify (=8&)E&

3. User

50N ALEX} OIF

S25IMAL.
HE 2HHO| LIELLIH Devices B2 MEY

|.AI Alg

=

2Rl

HHOf|

SHUAIL. Ofeiet AL

QIE{ H[O[ A7 LIEt
HA|ELCL olt Z
SXS2 AFEAL 2| TO|X|e| AO[= HE 2{0f AFEX fE

—

Port Name
¥ SN0132CO
[01]cOM1
[02]com2
[03]coMm3
[04]COM4
[05]COMS
[06]COM6
[07]cOM7
[08]COM8
[09]COM9
[10]COM10
[11]cOM11
[12]coM12
[13]coM13
[14]COM14
[15]COM15
[16]COM16
[17]COM17
[18]COM18
[19]COM19
[20]COM20

No Access

View Only

Full Access

Config

Power Supply

v

)

L}
=]

[X=3
[

=
[

oF =tHO| LtEFEFLIC:

LI}

=
a
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ofgf MS== FEO| wet 2 ZE #Hot 4FE SHAIR.

Name:

MEAZL H& Jtsteh 4 ZEY

Access:

Access SOM= &K H
AX|st= Eo| Of0|E22

— =—

Full Access AHEXIZL 914 3t
A MO =

View Only MEXE 4 giEE 27|T & £ el Y2 +d

=7t L.

No Access ZE MM STtetLCh ZETL OjQ SO ALEAF S50
LIEFLEX| B LIC.

ol
10

>
Hu

o
>

H AHEAte| AN HBt2 Accounts (A7) X Groups (AE)2| BX| oA
ot ol AgtE Z
o
[m=]

=l

3 FALICE @defls TAH HME > 27] FE > M2

[n2 I 1}
_g_l-
Q

= YU Ch

-
H
=
ro
el
ojo

A EO0Q ALRRRS] AN HEHS AnMS 9/ 2 HBF T(129H 0| )
18), Devices (X)) BN SHE 7o A3 ADALITE EHAL
A¥ 2 18 220 SYs 18 0|2 4y of

Hagle ®H AN > 27| HE > Yux

%2
Q
g
3

ro
oA
na
i
O
ro
Ot -
1R
>
to

*
w2
I~

B
o
Rl
—Ho

ser (AFEXt

i
rx
I> rﬂ £Q ot
mjo
>
o
-
iul

) € (100HO|X[)OfAf E7| HE ALEXAL7L =g
HE AFEAL > HH ML > HI| HE > HA

R
A <
4o
rr
HT
N

r
JE &0
IS
o

Config:

Power Supply: |Power Supply (H# 35) €2 ZEO| HZEZ0 A= Power Over the Net™ FX|7}
Us ZEO| HE X3S 2ES AHE/HMTYLICE MR Ot3 (V)= AHEAL Hets
7ot AZS 2ojgu ) g stA= AEAIE 27 B '_"‘-IC’FOl ==
olojgtHt
PG Al2|= PDUO| AHES ¢let OfH| & YLICH
CMEE 2ARGHH, Save (NEHS SEGHUAR
2hol FOof LIEfLIE OKE SEH3HAIL
Fol B QO|ML, shift-23 £ Cri-2S ALBI0 PHY EE 182 MUT £ g
LICH MBS ZE F ¢ 7 M AldS 28510 =85t RE ZEJL SA| =g

& LICY.
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a5

1. ALO|

oz

2 olHOM FX| A EE

= O

N

HE Group 220|A ALEX 0|22 S2SIMAIQ.

= =
CcC

rir

ool EoA 25 OlFS MEstEA

2. Modify (=8)& ZEHAIR.

3. Group BE 2tHO| LIEILIH Devices ©E MEISHUA| L.

2,

=
4. ANEXL EE SHHOA LIERH 2t #H b RAreH ofEHO| LIEFELICE 7§Q i il 5 T 3
oA 2F0] H8&= FO| ChELIL

T12H|O|X| AtEAF ZF oA HX Ao 280 2 FE0| met FXE LA

= O -
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Chapter 8
RN

X

YA 22| HO|X|= AO|= HIO|A MEHEl &P Al2[Y 2& AMHeE 1 ot ZgEl RE ZE

—

ot st E2|H, Device Information (K| ME) HO|X|7} HQl TfHof LIEFLL|CE

SN1100CO / SN1100COD

Gisplay devics name n login page

(EUp—
e

retwark Irverfaces:

SN0 MAC: 001074240005

el MAC: 001074240008
1PV addr: f680::210:74#F:424:46/64 ScopaiLink

Pawar Suply Detection

Pawer 1 Status: D o P 2 Status: (=l

Mounted Devices

NFS Settings

Mount At

o &

2 B
L & ~
Port Access User Management INTRLT ] Log Maintenance © TE

Device | Network | ANMS | OOBC | Security | Association | Date/Time ‘Welcome to the SN9116CO

T EEREY Device Information

= [01]cOML

g [02]comM2

® [03]comM3 Device Name: SNO132C0

& [04]coMa ¥l Display device name in login page

% [051COMS Description: (

& [06]COMs MFG:

& [07]coM7 Uptime: 04:00:45:45 (DD:HH:MM:SS)
% [08]COM3 Network Interfaces:

& [09]comMa ethQ MAC: 001074450084
& [10]cOM10 ipv4 addr: 10.3.167.204 Mask:255.255.254.0
ipv6 addr: feB0::210:74f:fa43:3a/64 Scope:Link

@ [11]COM11
@ [12]comM12 # power Supply Detection

[13]coM13 Power 1 Status: © o Poweer 2 Status: © o

g [141COM14

A, Show

ATEN International Co., Ltd. All rights reserved.
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o
2

—_

I Reboot I

Network Interface (HIER3 QHHO[A) MMHE2 HERI 208 +40
L|Cf.

279 Az 52 ¢

rk

b g2 e

i

Hag

ESt= Y of2fol FX| 0|0 HAXZF o2, =19 HO|X|0]| A
Display device name (& X| O|& #A| 7[5)0 MASHUA|2. Otei= Of A L(CE:

SN0132CO Login

Username

Password

ATEN
SN0132C0
ZF9|: "MFG Number" (H|= H3/ ME Al2lY HZ)E HE MES Qo ATENS 5% & 7|=
XA 2 R0 AtESHE UE 23 HTQALICH O] Mz e NE E30| a2 O/X[X] &
SLCH ME0| A/S7t 2%t 22 HE S 22 HSE AU o ATENS|
e 7l XY HYAWAH MFG H= / ME A2Y Hz M30| Y = ASLIC
MFG HZE 11XF2] =XF xooooooxxxx, B A2 HS = 13XF2] TXF xxoe-Xxx-XXxx

Lct

wn
Z
—
—

00CO / SN1100COD / SNO100CO / SNO100COD= 270 MY 332 K2 LA AgSLCH ™

=
St

S

H S8 dA 271 MH2 A2[d & MHe ©R S50 ot §EE MIgLct

o TR 35 KO MAYUO| Qe 1H s IS5 A A 2 MY S5 FX|Q| Oto|Z0| 2
MO2 BA|ELICH O] A= ¢ OO 2 HAIFLL

o {8 ZIX 7/& (Power Supply Detection)O| ZAstE|™ (M3 2fA0 A3), oF 7 M &

= =
BF Al2lE 2€ MBIt 21322 ZN7t 2SS LELILE 0 7|52

Z,
/=
[
ﬁ?_l- %lkt e = O AL 7|
o = .
= 28382 &4d3t eLch
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FEAZH 22 2E0| e B o JHel R AT AZE 2elsts HAXE A 2 A
YLCE o JHel A A0 Qtts WS €A 2 4%, 27t E# T LR 1SS S
g = ASLILE

1) MIALAE SiMDI0] ZRE ALESHA REE 28 + JUSLILL HL2 AH 0| 7[s=

AMESHA| Eoe{H HIAHAZ SHHSHUAIL.
2) tizh Xt AFEXIZE QXM B S oISt A 2. EAH22 FNE AMEoHX| HodH
HMIASHHAI2. Of HHE ALESIEH Z1 7|50| LS Al2E 2|4 = CHA] HESELC.
Or2EE X
Mounted Devices
USB Drive:"/dev/sdal” Mountpoint:"/rdiskl/mnt/usb1” Size:15510536192 31
|

Mounted Devices (Ot EEl X)) MM2 AZAZ USB U NFS M ZX[of st HEE HEAIEL

Ch. USB &X|7F Al2[g 2£ AH (SN1100CO / SN1100COD / SNO100CO / SNO100CODEt 3 )
of MHo AZE B E= NFS T X7 28E 3% (1M7HOIX| Nrs &8 #X), ORE

& X0 CHet MF SE7F o710 EAIELIC

NFS &7
NFS Settings
NFS Name NFS Source Status Msotl.lar;;ugt (Operation

nfsl N/A

nfs2 N/A ]

nfs3 N/A O

nfs4 N/A
NFS (WES3 ot A|IABCE HEYIE Sol & EXE ORET = JASLICH ZOf 4047t
X| OFRE & &= JASLICH OIRES MA X Z2E2EE Zost= HE X HESLA fK (p =
2 8 HERZI 0|5)E Sourced| YHSIMUA|R. CHF2E, NFS N& HX|E OIRE ot H
MountE &M A| 2. Status €2 N/A, Mounted, Unmounted & StLEE HEA|E LT
Unmounted= M FX[0 H&5g = 22 I EAIELCH Unmounted EA|ZF LIEILIEH HE S
30 A& X0 & 7tsHR| =QIst, AHEXIZE YDt Source EE7L HETHA| =HQISHAA|

2. Mount At Startup (A|ZF Al O}

YA E OI2E gLt

=
o
[Lm

E)E MASHH XNS2=2 AL"- AL Al AAS2=2 NFS M
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Q|Z USB Ezjo|E

External USB Drive

usBe
Source Status | Operation
Name
usbl |USB3.0.FLASH DRIVE; Size: 15510536192 Mounted] Unmount
usb2 N/A
usb3 N/A
[

Z|CH 37§ (SNO100CO / SNO100COD) / 4 (SN1100CO / SN1100COD) 2|% USB EZ}0|EE OIRE
g = QJYELICE Mount £ UnmountE 28510 E2I0|EE OFRESIHLE OLRE SHK| S A
Q. AEf ¥e N/A, Mounted (OFREE) < Unmounted (ORE E|X| %2)E o|OjgtL|Ct.

USB EZ2tO|E0| X|REl= Tt A|ARIS FATS, FAT16, FAT32 2 L|Ct.

OF

MM M| (SN1100CO / SN1100CODEH 8 S

Min Threshold Max Threshol

Min Threshol Max

Min Threshol Max

Sensor2 Temperat Min Threshold: Max
Humidity Min Threshold: (T0___] Max Threshol
Pressure Min Threshold Max Threshol

Sensor3 [None v

Relay [Open ~

=0 AWM A HoOfof ZCH 374 MM 174 HolE HXY = U

o MM 1T&MN 2 2F, B, 7Y MM HA Y 2
MA+&= EA1140, EA1240, EA13400|0 oie MiAM= Ex |
CHE| ol 225t Al2.

o MM 3 ZE 0 A (EA1440) / REH 2
(EA1442) / BHA = AlM (EA1540) & AL 7t
Me gz ©ofj HELUCH NE Y2 ATEN Of

+ 2 0|: Open / Close / Pulse & =0 HMA X Of
+  Open: ™7| 3|28 YL|C}L

¢+ Close: 7| 2|28 H&LICH

A
H
FOf LAZE =FELCHL RI-11 =28

o
MEZLICH ME Q2= ATEN

rx
|.|-|
<
rx

M (EA1441) / B|E Z 0 MA
ot =0 MAME MEiBSIMAIR. BT M
ol Z2[5tdAl2.

2o 0] =YoHHAI2.

U oor

ol
u

¢ Pulse:3z= I 7| 22E B2 Cig, LUt Jfgoz BHFZLLC
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HZE 20| Syslog 27

Syslog Settings for Port Logs

¥ Enable Syslog

Server IP/Domain: 10.15.8.12

Syslog Category: Locals v
Port: 513

Protocol: TCP v

Enable secure connection(SSL)

AEXEZE AP FolE AlA” 2O MBI 23 MEE 58 + UAFULCL s
™ "Enable Syslog (Syslog &'dzh" SM8E MEHSY] 7| = 7|
ZE WY J7|50M "Syslog server (Syslog AH)" SMS AtEE = UA&FLICL O
oo M EEE Y/ MESHHAR,

2 r

rm

L

£ 0|2 X5 HA

Hl

Port Name Auto Discovery

[ Eenable auto discovery
ZIZ2eU2 2, 0| 7|52 HlZds (W2 iAol AL, MEZE 7= O|F £ & (0f: COM1,
coM2 3)0| Wt ZE O|F2 EAIZ L
Of 7|50| g3t HA)EH, MHI Arsez AZAE HERI £29/X|Q ZE O|F HM A =
A& 2ot AR 2XES ASEUL ZX 2 (BEHE 8 2E)0| W2t ZE 0|50 #AEL
C},
HEYT AKX ANE & Qs FS AHE 7|2 0|8 Rof Ao w2t ZE 0|5 EAY
L C}.
HEI 29X|7F =7|0f =Qlo] ER

Z

aehet 49, A2lE ZES
CIMe = A=K =Hole 5= UAELICH
22 7tse HESA & £ Cisco, Juniper, HPE, Dell, Huawei, H3C, EdgeCore, TRENDnet

Fortinet, ATEN ES01527} A& L|Ct.
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HEHI

HEYZ HOXIM HEYD BFS XYY +

Co., Lt All rights reserved.

Ot M0fAf O] HO|X| Zf Q40 s &It

Z9|: Enable Redundant NIC (2% NIC 243} M2 SN1100CO / SN1100COD / SNO100CO /
SNO100COD Al2|¥ 22& AT A+ 7tsgLICh

=2 ==

P x| = 2H

I:I

P 2X Z2I™2 A2|E & MHO 1P =28 2Y0E BER

2 s ¢4 7|8t oI FEEZ|E[YLICE P
MX| =22 QERZ|EIQ Enable, View Only, Disable 2IC|2 HEE F dILIE 22stAAIL.
P AX| Z2O3 A ME AFZ2 178H|0|X| /p ) ZZ2 TS HESIMAL.
FO|: 1. MEXIIt View Only (27| T8)E MEiSI= 42, AH8At= 1P HX] ZEHO| FX|
SE0M A2[Y 2& MHE 2 & UKD 1P FAE HAY = ST
2. 2Ot QI8 AHE FOlE View Only (27| M) =& Disable (HIZdshz 4™
HEYELCH
MH|A ZTE
2ot ZA|2 WatHS AL8Ste 42, H2|Xtes YWatHo| 518%ts ZE Ha g dTE = US
LICE 7|2 ZE Q| CtE ZEJ AH8E|l= 42, 200 Al IP A o ZE HZE MFs|of &
L|Ct.
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TR ¥2 ZE Hm (Es ZE H3 Q37 XE:e 4% Al2g 2& MHE #2 =
ASLICE ot = EEof 2ot dFYLct
Z2E a4
HTTP HelX 2108 ZE HSLICEH 7|24t2 80 YLICt
HTTPS Hot HEIRK 2018 ZE HIZYLICE 7|24t 443 YLt
SSH Port SSH H&& ZEQLCE 7|2¢t2 22 YLC}
Telnet Port Telnet 58 ZEQLICE 7|2442 23 YLUICH
Base Socket TCP 91 A8 ZEQLICE
FO[11. B2 MH|A ZEQO| Ra%t 52 1-65535% L{Ct
2. MHIA ZEE Z2 42 7HE = Sl&UCh 4 ZEOIC OHE 42 AdEsioF Lot
3. 23lH0| gl 4% (O 2EZtL) Fo| g7 MEo dEE Hz g2 Faretoh
4. QU S S3t SN11OOCO/SN11OOCOD/SNO1OOCO/SNO1OOCOD AElz FX HZ
Y2 184L|0|X| ZE ER/5E EXRSIYAIR.

HER3 478

*

EZX NIC*
SN1100CO / SN1100COD / SNO100CO / SNO100CODE 2742 HEXI QHEO|AZ X Atg|
A[UESLICE Enable Redundant NIC (& NIC 2 H3HhE EMdststH (7|2 M7F), 27 QIEIHO|
AE UES3 OIHH etho9| IP TAE AR 5= JUSLICH

4 TE0ME, YEtMog & HRY QIE{H|O|AT HIEE%t SEJLICH R By QIE |

o] &34 c :
of& & IEOJELOH A7 25, Al2[E 2& MH7F sz & R AHHo|AZ

*

Mg L ct

HZ NIC 283t - 2712 IHEHO|A0] 1742] 1P F4o

HZX NIC 7|52 4 f 2 LSS s™SHAL:

1. Enable Redundant Z NIC 283%h N 220 MIAE SEstaA

2. ESI3 OtEH % FAO|AM etho7t MEAE|D 2EHATL HZASHH
-eth1E2 28Y = Ct.

=
=/
g
o= HA

NEf FAE BHSHAIQ (OFf MM Hx),

cE

gt

=l
S

3. ethog <I8 IP ! DN
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Al2]

2 2 A AEX 2EAM

= ==

*

HZE NIC HZd3 - 27 Ip =&
AH&ZEZE Redundant NIC 7|5 &/E%tE MESIX| @F2 42, 270 NICe 22|8 AHH 0lA
2 48g = JASFLLCL 270 1P ¥¢ SN1100CO / SN1100COD / SNO100CO / SNO100COD
of 2aolg = JAELCH O 4E22 A2 & MHE 235 E 32 T AIL:
1. Enable Redundant NIC (22 NIC -2} M3 A7 HAL0 Ae 49 HAE XS
MA|R.

. HEYZ OtEHH =5 HA0M etho2 MEASIHUAIR.

_ethool| IPQF DNS AH] TAE MNSAAIQ (OF2f MM i X),

. HERZ OtHH 55 HAE EELOR AR eth7E MEASIE

£ EELR
. eth70| IP2} DNS MH FAE HHSIAUAIL.

>
to

U N oW N

Z=2|: SN1100CO / SN1100COD / SN0O100CO / SNO100COD ZX|0j| A Tt

SN9100CO Al2|¥ Z2& MHE 2785I2{H, 123H|0|X| /P4 EFS HESHIAL.
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IPv4 478
o P T4
IPv4= LEEEQL |p FA AF HAQYLICE AZ2IY 22 MHe 38 1P FA Y
(DHCP) EE= 17 IP T4 &Y A4S A8 = USHCH
¢ SH P FA YOl BR Obtain IP address automatically (RtS2E IP T &5,
712 47%) 20 HES MESIUAIR (7|2 2%3).
o FIP FAE YHSIEH, Set /P address manually (F&2E2 IP A A7) BIC|L
HES MEStD HEYIO HAES 42 24 20| HSIAR

XX %= A2, X522 7|2 IP £4(192.168.0.60 / 61)2 SOtZFL
7t

2. DHCPE AL8SH= UIEQIA F4 BTote HEYIN X

FAE 20 g 5 ASLICE ME HEE 156H 0[] IP & AFYS HE
S A2
+  DNS AMH]
« X5 DNS MH F& &Yl HLR, Obtain DNS Server address automatically (DNS
MH F4& AtE 25) 20 HES HESHYAR.
+ DNS MH| FAE =F22 HYSI2{H, Set DNS server address manually (DNS A H|
F4 3 273 20 HES UHStD AMEAIe HERAN HHot ¢ts Fa 9
HZ DNS MH F200| 2HPHAIL.

FO|: X DNS MH FAE MEIARE L|CH
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+ IPve HH
e FEnable IPv6 configuration (IPv6 T+ E43hHE &43st0] IPve HHES FESHMNAIL.
s IPFa
IPv6= MZ=2 (128bit) 22| IPp =2 47 E':“'o"—llif (ME EEE 180H|0|X| /pv6 &
x). N2lg 2& M= 38 IPve T4 27 DHCP) % 7 Ip T2 S Mg
o1& L|Ct.
o SH IP FTA YYO| AR Obtain IP address automatically (Rt&S2E2 IP T& &5,
712 279) 20 HES MESIUAIR (7|2 2873).
o H P TAE Y™, Set /P address manually (S22 IP T4 M) 2l
HES MEiStn HEQIAo HMES 42 2 oo LA
+  DNS AfH|
+ X}& DNS MY FA YOl AR, Obtain DNS Server address automatically (DNS
MH F& s 2 5) 2E HES HESHIAL.
+ DNS MH| FAE 522 HHYSI2{H, Set DNS server address manually (DNS Al H
Fa 3 2%) 2O HES HUEStD ARBAIS| HESA HASt 8 Fa %
EZ DNS M FA0] YHSUAL.

FOl: EX DNS MH FAs MEiARG L|Ct
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ANMS

ANMS (Advanced Network Management Settings, 12 W EQ/3 2| %) E 220N 2
a0 o1E A Hot g2l 230 AFgELCh37) I 20| As HE R FHEO A0 Of
2 b 2o Yol A mfdE FHEE ASLICH

OHiE X7

e =

Port Access User Management [T Log Maintenance E\I EN

Davice | Network | ANMS | DOBC | Security ion | Date/Time Welcome to the SN0132C0
@ SNo132C0

Event Destination Authentication & Authorization CC Management
& [011coM1

& [02]coM2 » SMTP Settings

®[031COM3 b Log Server Settings

& [041COM4 » SNMP Settings

& [osIcoms » Syslog Server
& [06]COME » SMS Settings
& [07]1cOM7 » External USB Drive
% [0B1COMB
& [0s]coms
& [10]coM10
& [111coM11

&[121comM12

®[131COM13

& [141coM14

A Show =l
ATEN International Co., Ltd. All rights reserved.

+ SMTP MH

~ SMTP Settings

Enable report from the following SMTP Server

SMTP Server: l

SMTP Port: [z5

Server requires authentication

Account Name: |
Password:
From: l
To: [

SMTP AMHOIM ALEXIOA Al2|Y 2& MHQl O|HY 2|ZEE #odH g Aoty

A2

1. Enable report from the following SMTP server (Ct& SMTP MHO|M EZ|ZE 2d3hE &d
o}5t, SMTP AHQ| IPv4 T4, IPve T4, = 0O 0|52 YHUAIL.

2.SMTP LEE QBIYUAIR.
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=

3. MH7t Q15 S R8st B, Server requires authentication (MH 015 %) M3 2rA0
M2, Account Name (A8 O|2), Password (H|LHS) ZEo HAESH HEE QS
Ale.

4. From EEO| 2[ZEVI FEE|= O|HE F25 LESIHAIL.

Z9l: 1. From ZE0|= ot 7§ oY FAD 5 8E|MH, 64 BytesE =t = S LICH
2.1 Byte = 17§ O Ol =X+ LT
5.SMTP 2EES H& 0|HY F2 (02 I FA)E o BEO Y2SHAIL,
Fol: AFBXITE 17 o|MQ] O|B|Y FAR 2EEE W&, MOIZEQE Fas 2o
SHAUAIS. FA| FALE 256 ByteS EDHE 4 SlELICH
o 21 MH
* Log Server Settings
Enable report from the following Log Server
MAC Address:
Service Port: S001
ZI0I0|Lt WE LB HAIX|2F 22 Al2|E€ 2€ MHOM Zd5l= 2 HOolH weh2 Xt
S22 21 Ef A2 ddetct

, Enable report from the following Log Server (E}& 21 AH{Of A

M2 E 2gsh M3 a0 HIAsHUAL.
o MAC Address BEO| 21 MB{7} SE8Hs ZEEQ MAC FAS Y1
Service Port LEO| 21 MBIt %58}

TE QL 1.65535 QL|C} 7|2 TE HS = 9001 QIL|CH

_I_
=
rir
T
In
>
|'|]I'|
o
re)
ot
s
Il

rir

xol: TE Hs L Efl%”i?’; |k| AI"Q'El
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SNMP A{H

~ SNMP Settings

Enable SNMP Agent
Community for Read: public
Enable SNMP Trap
1. Trap Receiver:
Receiver Port: 162
Community:
2. Trap Receiver:
Receiver Port: 162
Community:
3. Trap Receiver:
Receiver Port: 162
Community:
4. Trap Receiver:
Receiver Port: 162
Community:
Enable SNMP V3
SNMP V3 Account:

SNMP V3 Password:

Z=9|: 1. SNMP Trap= SNMP vi/v2c2 K| eHL|C}
2. SNMP Agent= SNMP vi/v2c/v32 X|BtL(Ct

SNMP Y& Z ALESIHH, T2 =¥y
1. Enable SNMP Agent (SNMP Agent 2443} x'/iE Enable SNMP Trap (SNMP Trap &-d3t
2 y3stn CommumtyE YA 2.
2.SNMP E&9| 42 SNMP E&| O|HIEE 23 AFHC| IP F& (Trap Receiver HE)Qt
MH|A ZE HZ (Receiver Port ZE)E YHSIUAIR. F2ot ZE #Q|= 1-655352 LTt
712 ZE W= 1629 L|Ct

ra

©

Fol: x|t 4t SNMP E” =47|E X8 5+ ASUCL 07[0 X’gst= ZE H= Tt
SNMP =417| HREHOM ArEdts ZE H ot UX|SH=A| QISHIA|IL.

m

3. (SNMP Agent2t 8lZt) SNMPv3E AME3I2{H, Enable SNMP V3 (SNMP V3 ZH&82HE M3
St AE/HI 2B E UHIMAL.

F9l: ¢

ol
|

EE

W

of

—

@

Hot S2t0|HE M0 SHA U AES-128 LS50 AFESIMAIR.
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¢+  Syslog AHj
v Syslog Server

Enable
Server IP:

Service Port: 514

+ SMS &H
¥ SMS Settings

Enable
Message Center:

SMS Receiver:

SMSE S ¢S Lo, 122 FHHYAlL:

1. Enableg XM IASIYAIL

mjo
+

« Q|F USB EZio|lE

¥ External USB Drive

[v] Enable

Drive: [usbl i]
Status: Mounted
Log File Name: [usb1

Al2lE 2& MHOM 2dsts ZE OIHEE 7[Est 2F USB E2to|20| 7[ZE5t2{H
A
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ro

ol
i
of>
ro

Global &7

SO QL AFEXLO| CHEE g U HTHS MEISHHA|R,
User Role with No Access (UA|A H3HO| Sl ALE
oto| Qe ARA 92 E0Ql ALBXE AL o
User Role with Full Access (default) (1 L
2| ZEO WA B HE AHDHO| U= AHEX

Administrator Role with Full Access (1A HAMA HBHO| e 2[X} Hgh ZE A2

of M2 S HE FLO| A= 2Kz =0 AFEA 23

—

ol
. EU1|°| AEXE =09l ARBALS MA HEH2 ANMS, 215 W 3 20 ®ur OF, TX|
(13mo|X)off 28E Fgo ZAg ZuYLch EtA 215 8 Aot 2o MHer OF
—.—.01| Yot OF 0|8 ¥ o8 E ZQIStUAIR (104H[0]X]). RME=Rl= TH AMA
> HI7| M8 > WMA FHot glg Lo
¢ AEX H, Permissions (HehOM £7] H& AMEA7L ME

EH
=1
= 27| HE AEA > TH ML > 2I] HE > AN

RADIUS &H

RADIUS MHE B3 Al2|Y 22 MY 5 U

—
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1. Enable2 HASIAA|2.
2. 7|12 9 EZX RADIUS MHE{Q| IP FA 9 ZE HSE ABSIMAIQ. P ZEO |pv4 U
IPv6 T4 &= E0Q 0|§2 AMEY = USFLICL
3. Timeout ZEO|A EFROFR E|7] H RADIUS MHZ} SES Al2|E 2& M7t Ci7|sh=
AlZtg =ER2 AESHHAIR.
4. Retries (A=) EEO|A RADIUS MAE 518 =AE HESHMAIL.
5. Shared Secret (HIZ 357) ZEOAM A2 225 AH 2t RADIUS AH| ALO|Of 2152 2|sh
AHESIAt St 2AE YHSIMA|R. XA 63Xt 27 E LICH
6. RADIUS MHE{Of CtZ1} 20| Zt ALBALE Qs 552 HESHHAIR.
¢ suxoxx 2F 22 AR 252 HESHHAIR.
AMEX 0|52 LEIHE xxoxxs= AE A2l 2€ MHOM dEE o ASXH0A Fof
SIs=g
¢+ RADIUS MH 3 Al2|Y E2& t2 A
+ RADIUS AMH S AlZ|Y 2£& MBHO| 22 18
¢+ RADIUS AMH S AlZ2|Y 2& MBEO| Z2 A = AL,
Zp ool mef, g2EE ARAe & ATh2 OE| AREAE A2 2& MHOIAM WY
M SHEHELICEH (100H|O|X| AfEAF £7F BX).

o

|| =2 =20

H

|O-I
PN

mjo
ot

+ LDAP/AD &8

~ LDAP/AD settings

Enable Enable SSL
Preferred LDAP Server:
Preferred LDAP Service Port: 389
Alternate LDAP Server:
Alternate LDAP Service Port: 389
Timeout: B
Admin DN:
Admin Name:
Password:

Search DN:

130



Chapter 8. ZX| 22|

LDAP / LDAPS MHOA, AFEXt= Cigit 22 YHE2z AT s +

*

otzff EOo| HEE A ZXSI0] LDAP / LDAPSE Edll Al2|¥ 2£ Ao 215 8l 59212 58
SHAIA| R

s g
Enable Enable M3 EtA0| M350 LDAP & E/d3}8t1, Enable SSL
4= M LA H25H0] LDAPS 215 U £012 EMBISIMAIL.
LDAP Server IP and | LDAP EE= LDAPS MHZQ| IP FA 8! ZE B E YLt
LDAP Service Port |+ At&XAt= LDAP MH ZEO| IPv4 F24, IPve F4& = Z0Q
(LDAP AMH{ Ip & Ol Ar8YE &= USUHLCH
LDAP MH|A ZE) [« LDAPS| 7|2 ZE W= 389 L|Ct LDAPS2| 7|2 ZE Ho &=

636 L|Ct.

Alternate LDAP EZX LDAP L& LDAPSAHO| IP A 3 ZE HSE Q&gtL|Ct
Server and Alternatel + AF2Xt= LDAP M ZLO| IPvd T4, IPv6 T4 E= ZOQ
LDAP Service Port OlEE8 AH8Y #+= USLICH
(CHM| LDAP AMH{ S|+ EZX [DAP A{H|A ZEQ| AR 7|2 XE Mz 389 0|1,
CHAl LDAP AMH|A HX LDAPS 9| 42 7|2 ZE #3L= 636 QL|CH
ZE)
Admin DN LDAP / LDAPS Z2|XAtet 42[5t0f o] ZEO XA 552 =0l
(Z2[X} DN) gtLch o E S0 5582 21t 25U

ou=kn4132,dc=aten,dc=com

Admin Name LDAP Zt2|X}o| AEX} O|E2 YHetL|Ct.

(E2|Xt O] &)

Admin Password LDAP t2[X}e| H{ZHS E i =THL|C}.

(22|A} B L H D)

Search DN HAMO| 7t FEEE 0|58 EEYLICE O] 22 AMEX 0|52 =2
(DN A HMO| AlZElE O QI O|2QILCt,

Timeout A2l £ MH7F EtROFRZ0| &[7| TO| LDAP = LDAPS AH{Q|
(Et40IR) SE 7| AIZHS = G2 MFTLCt

30
o>
i
Il

LDAPS AE{9| O]

Without schema - Al2|¥ Z& MBO|M AtEL[= AFEAL O|E8F LDAP /
S0 YX|LCH AFERL Hoh2 A2l 2& MHo| PR Mot S YL C)
Without schema - ADO| U= AEC0 OfEELCH AFEAL HotE A2l 2& MHOM ALE
X7 £oile AE0M AEE AL st
Without schema - ADO|l U= ALEXL O|F 8! J1FO0| DA ELICE AMEXE Hot2 AlZ|Y 2
AEE AD A2[Y 2& MHOIM ALK &3 50 dEE

= MHOIM ALEXO|A
7.

A1t S L L.

131



AEle 2& M AFEAF 23N

= ==

e TACACS+ MXH

v TACACS+ settings

() Enable

Preferred TACACS+ Server: l

Preferred TACACS+ Service Port: [ao

Shared Secret 1(at least 6 Characters): l

Alternate TACACS+ Server: |

Alternate TACACS+ Service Port: |49

Shared Secret 2(at least 6 Characters): |
¢+ TACACS+E &3t stu orafo] EE YHIHAIL:

+  Preferred TACACS+ Server (7|2 TACACS+ A{H)

+  Preferred TACACS+ Service Port (7|2 TACACS+ AH|A ZE)
+  Shared Secret 1 (3% HZ 7| 1)

+  Alternate TACACS+ Server (EX TACACS+ AlH{)

¢ Alternate TACACS+ Service Port (2 TACACS+ A{H|A ZE)
+  Shared Secret 2 (37 HZ 7| 2)

. Kerberos

~ Kerberos

(] Enable

Kerberos Server: |

Kerberos Service Port: ISB

Kerberos Realm: [
+  KerberosE d%sti CHE §EE YHIIMAIRL.
. Kerberos Server (Kerberos A{H{)
+  Kerberos Service Port (Kerberos A{H|A ZE)

+  Kerberos Realm (Kerberos ®<l)

cC &gl A

Event Destination ] Authentication & Authorization I CC Management _

# Enable
CC Server: [10.3.166.11
CC Service Port: |sooo

Save
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>

CC (Control center) MHE E3f AI2|Y 225 MHO| Q=2 & 83l2{H, Enable At CC
E

MHOl Ip =& U E2 ot TEo YUASIMAIL. CC Server IP ZE
of IPv4 T2 IPv6 FTA Ee= ZOQ 0|28 AT £ &L

Fo: o] 7|52 Af%ﬂ% 87, PON HX|& CC MHE Sl 227 W20 Al2lE 2&
MEO| &FE0]= AO|= HiOf| LIEILIX] BS5 LT,
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A2l 2& Moo 2uEbxel LAN 7|8t gaoz = [ET + Qs 32, A2lE £ MHe
R ZE EE HEE2R 79 A2l EE (SN9108CO / SN9116CO) & oiLtE Sof &5
+ AFHCL

= =]
p ‘. ATEN
Port Access User Management Device Management Log Maintenance €

Welcome to the SN0132CO

Device | Network | ANMS | OOBC | Security | Association | Date/Time
g SNo132c0

& [01]COM1

& [02]COM2 Console Port Settings-

& [03]COM3 Baud Rate: $600 v
& [04]COM4 Parlty: None v
& [05]COMS Data Bits: 8 bits ¥
% [061COME Stop Bits: 1 bit M

» [07]coM7 Flow Control: None v

% [081COMS
PPP Settings

% [09]COMS .
Modem Settings

$10]coM10 Initialization String:

& [11]COM11
PPP Dial In Settings

@ [12]c0M12 Enable Dial In / Dial Back

» [13]COM13 Enable Dial Back

® [14]COM14

A Show

ATEN International Co., Ltd. All rights reserved.
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o
=25 XE

A
=3

SN1100CO / SN1100COD

~Console Port Setti

Baud Rate:

parity:

Data Bits:

Stop Bits:

Flow Control:

SNO100CO / SNO100COD
Console Port Settings
Baud Rate: (9800 v
Parity: [ None v
Data Bits: (& bits v
Stop Bits: [1 bit v
Flow Control: [None v
PPP Settings
Modem Settings
Initialization String: I

-PPP Dial In Setting
) Enable Dial In / Dial Back

Enable Dial Back

* Fixed Dial Back Number [

Flexible Dial Back (Allow the caller to set the callback number)

PPP Server: [

PPP Client: |

~PPP Dial Out Setting
[l Enable Dial Out

ISP Settings

Access Phone Number: [

Username: [
Password:
Dial Out Schedule

“ Every (2 Hours ¥

Dally at (HH:MM)
PPP online time: fBO—mlnute(s)
Emergency dial out
PPP keeps online until network recovered

“ PPP online time 30 minute(s)

Mail Configuration

SMTP Server: [

SMTP Port: [25

Server requires authentication

Account Name: [
Password: ‘
From: [
To: [
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ME AFER 2N

SN9100CO

onsole Port Setting

Port Number | Disable v
Baud Rate: (115200 v
Parity: |None v
Data Bits: | 8 bits v
Stop Bits: | 1 bit v
Flow Control: [None v

PON Setting

Port Number | Disable v

P

e
-

Settings
Modem Settings

Port Number | Disable v

Initialization String: |

-PPP Dial In Setting

¥ Enable Dial In / Dial Back

") Enable Dial Back

“ Fixed Dial Back Number l

Flexible Dial Back (Allow the caller to set the callback number)

PPP Server: [10.3.166.100

PPP Client: [10.3.166.200

-PPP Dial Out Settings

) Enable Dial Out

ISP Settings

Access Phone Number: [
Username: [
Password: ‘

Dial Out Schedule
“ Every (2 Hours ]
Dally at [ (HH:MM)
PPP online time: Bo T minute(s)
Emergency dial out
PPP keeps online until network recovered
lao—minute(s)

“ PPP online time

Mail Configuration

SMTP Server: [

SMTP Port: [25
Server requires authentication

Account Name: [

Password: ‘

From: |

To: [

SN9108CO / SN9116CO°| =HO|A EZ, PON (0H|E) &
D)2 MEHSIMA|Q. 7|2Zt2 2 SN9108CO / SN9116CO

FLiuch

=
—

=)
PN
=

%ol o

0

ZEl Port
ZE H3o

[m
30 E

2
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ChO| el =Hd 3t (SNOTOOCO / SNO100COD / SN9100CORH 8l )
el dMA AME M7F Al CHS MMl At ZO| Enable Dial Back (CHO|Y & =gzt Sl
Enable Dial Out (CHO|Y Of2 EH2HE ALEY == JUSLICH Bt 7|5 Z3E 2l O 7|5 At
g A, Al2lY & MHE Cfo|g o dZE B4, ofgf =5 & StLtE CHo|Y B gfL|Ct
s g
Enable Fixed Fixed Number Dial Back (1178 HZ CIO|UEl S A8t 4L, &4
Number Dial Back Mot AZA0| AS M A2lY & M7t 2HE +=4I5tH, Phone
(18 #= CIO[EH | Number ZE0| 4N & Ml HsE 717 REo=2 Co|Y W $hL|Ct
243 Phone Number EEO| AFEXI7F Al2|Y 22 MH7t Cto|Y W Sl2{=
DO Mot E QYHSIHAIR.
Enable Flexible Flexible Dial Backs At&dt= 8%, A2l & AMH7t Cio[Y ¥ 5t=
Dial Back DHEE NFEE Z7t YELCH AFEXIE Het 2E ZEO| ofziet
(7S CHo| ey Z0| Cjo| Y gt %= AFLICH
23t 1. Password EEO| HZHSE HEA| YHSIMA2
2. ANElg 2 M7t -0 HAE 0, AH8Xt= AMEX} O[S0
AElY 2 M7t Cto|Y wst7| e ZEOl M3t Mo E
235t , Password EEO| AFE HYHSE UHSMAIL.

CtO|Y OF2 2d3} (SNO100CO / SNO100COD / SN9100COEH 8l
Clo|Y OfR 7|58 Ar2sta{® QIEU AMHlA HILHo AN MHstD RS A3 ISP
A™o| M3t EHsoF LTt Of2f E+& Enable Dial Out (CHO|Y Ot M3} &S0f Cigt 4
LT

a5 g
ISP Settings ISPO| HZE QI8 AFREE M3t HZ, AY 0|2 (AH2X 0|8) &
((NE=ES)) HYHSE LHSMHAR.

137



Al2|g 2& MH ALEAF A

og

=3
=

it=
1S

Dial Out Schedule
(Cto|g ot2 %)

¢ OlE =9 Every two hoursE MEISE d2, Al2|Y 2E2& MHE
o f

CHZ 00:00 A0 Of 2A[Zt CHO|Y OFRE A[ZfEILICE

o Al2|Y 2& MU DFE AHEUE CHO[Y ofR Y|
ASHK| Ao ™, 2|AEO|AM NeverE MEHRILICE

Daily at2 &7 A|Zto| StF0f ot CHo| Y Of2 LTt hhimm

ZOS ALESIO AlZHE AL Ch

PPP online time2 MM &

AZE KELX| 4L Ct 02 HEsHH &4

SEIRS o0/ Lt

o
Emergency A2l 2& M7 HERIAZREEH AZO| FOMAL:, HEXATL
Dial Out ngel 22, 0l 7|52 ISP Cto|g & HEZ S AKXt 2242
(= ool HERTE £[=F gLt
OI2) s PPP stays online until network recovery (PPP7t WEI S7A|

MR 2Etel §X)E et FL, ISP pPp AZE2 HEIT
CtAl E&e2 Sot2 M7tX| Ees A2Y & MHIZE CHA
Adeg WX X|SE Lo

PPP online time (PPP 22t2l EfRHZ MEist B2, ISP A&
ARBAZE At & AZE =of FXEUCH o2 HESHH &

=2t JEfHS o0 gLt

138



Chapter 8. ZX| 22|

a5 =3E
Mail Configuration Of M2 Al2|Y 2£& Mo ZEO| HZE FX| oM 2ddt=
e 74) =M=2 o|H Y SXE MILCt (108HO|X| sm7p £F &=X)
= U7 +|A|' O ME 7t Ol ISP O &

CHE UL
« SMTP AMH IP T4 ZEO Afﬂxr SMTP AMH{Q| IPv4 F
IPv6e & EE ZHQ 0|52 YTHLICE

¢ SMTP MHZQO| SMTP ZEE %EAE.LIEr J2ie ZE

25QULICH ZE HE DEW SMTP AMH Z2|Xtof A
=oAL,
o MERL MHIL B2 Q5= 8, SMTP server requires

authentication (SMTP AMH{7} Q1= 51—?L Xﬂﬂ grA 0 M3
st A 0|§ U HEHZ
MAIR. 215 AE O|E1t H|2 'Hd§% EE?M M B Ol A

HAoX| 2 E 2=2= 4% SMTP MHf Zt2|XHoj|A|
K=}
¢« From HEO| SMTP MHE EHESl= ME(EEs 8%

Mol CHE #2|Xho| O|H Y FAE
¢ To HEO| 2IZEE EY o|hY

O|&el oHY FA2 2

|
NOJBECZ F45 PEY

[©Xe] ]

Ao r© mo ot

1o oy

o O ot
1
>~

= H
|m

IAI

ol TOo|X|ofM 28= 2B =, Save (KE)E S EHIHAIL.
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B ot

Security (2 ¢h) H|O|X|= ofzff Mdo| =Fut

20| 474 Mol gz =& A&

209l U
ZotE Botg Qo 201 HIf MM AMEX 2IQ HIf A9 X AlEE 2|Ste HMES
ZeE| A7 48 = AL
Login Failures
Login Fail Policy: Disable User Account IP Address Locked
Maximum Login Failures: 3
Lockout Period: 5 minute(s)
230 dojf M 2o, 202 A M HA A F SHLHE HISHIAIL. O #=
=50o| o|ojof aot dHALICH
SRy a4y
Login Fail Policy O|Zd2 of7|of HdEE =t metOjgof a2t AAEXZ7E 201
(290 Al FxH) O 2 0f Yyst= LS Z2EHCE 2o 2302 Ao sI+=E
Zapet 42, Al2lg 2£ MHol 21 Zol d¥E =+
UAELCt
+ Disable User Account (AFEXH A HX|)
+ |P Address Locked (IP 24 &&)
ZHMo| F At Fa X[E 7|7l BFe A|¢HEtE fagL T
Maximum login Failures Of ZE&= 210 Huj FHMO| gdstkl”7| Ho| 3{&E= 219
(&M =200 Al 35 Al s+ dFeL o
Lockout Period HE0| ChA| gdste]7] Fof| AEAF AF EXl = IP 4 e
(&3 AlZh T Al 2 2 h

ZF9l: Login Fail Policys 2-d2IotX| B= 4%, AHSAE 20 0] M Qo] 2a0S Al
g & AFLICE 2ot QI8 o] 7|52 A8t Ta M AgS AT
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AetEl 2ot2 23l High (¥8), Medium-high (Ct& =&), Medium (571, = Custom (HAH)
Hot 7150 MAstAL siAE = UASLICH
Security Level
High @
Medium-High @
® Medium @
Custom
Enable Telnet service
Enable SNMP Agent service
Enable ICMP service
¥ Enable SSH service
¥ Enable HTTP and redirect to HTTPS

HTTPS SSL/TLS Version TLS1.0; 1.1; 1.2 v

1. High (% 8) (SSHv2, HTTPS(TLS v1.2)& H|QIst ZE MH|A H|Z g3}

2. Medium-high (CtA &8) (SSHv2 243} HTTPES HTTPSE 2|CIM, HTTPS(TLS v1.2), ICMP)

3. Medium (B2} (SSHv2 &43}, HTTPE HTTPSZ 2|C|& M, HTTPS(TLS v1.0, 1.1, 1.2), SNMP 0f

O|ME, ICMP) (7|2 27F)

4. Custom (A2 H): M8stefs C+3 2ot MEAIE S 22510 HIASHUAIL.

+  Enable Telnet service (Telnet AH|A 243

+  Enable SNMP Agent service (SNMP O[O E AH|A

+  Enable ICMP service (ICMP AH|A Zd3}

+  Enable SSH service (checked by default) (SSH A{H|A =

+  Enable HTTP and redirect to HTTPS (checked by default
M ol2gk dEE)

¢ HTTPS SSL/TLS version (HTTPS SSL/TLS E{Z): "TLS 1.2", "TLS 1.0, 1.1, 1.2"(7|&2f) H"SSL 3.0,
TLS 1.0, 1.1, 12" & et

it
0x
ot

0x
tot

h
HTTP 23} 9! HTTPSE 2|C] 2

=
—~

A= o
mE=] e
SAE HOrS o, HMALAN M E& MO YT RSO ol APS 74028 B
+ st

Working Mode
Enable FIPS 140-2
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Al2]

2 2& MH ALEXAF A

IP/MAC I E

IP Filter

@ Disabled Include Exclude
Add
Modify |
Delete I

MAC Filter

Disabled Include Exclude
Add
Modify |
Delete l

P % MAC ZHY
HFEEO IP £ MAC FA00| 7|8t

t. ZICH 100702] 1P ZEQF 100702 MAC EE

%
ME
m
e}
<
>
(@)
]
m
= 1r
re
ny
mjo
>
|.|-|
_?_l.
rir
mju
n
o
re
|m

= = A2lg & X
"

7t gL EHI 4EE 4% 1P BH Ee= MAC E2H IF g2f20| HEAIFLCH

IP = MAC ZHZ S AME0I2E, Chg 2L HE & StLE A SHYAIR:

+ Include (%) HES HIAS B2, EH #Hel W A= = Fas dM27t 5{EE
LCh O 8 F& dM2s ARELCH

¢+  Exclude (HQ) HE0| MAE d2, ZH el Wol A= ZE FLs HM27F HEE
LCh O 8 F2 dM2Es HEELCH

2H =7t

ZHE F7Iot B ChaS SHYAL:

0r o2

fXF7F LEEFELICE:

Enter the IP address to add

Use a comma to separate multiple addresses. For a range of addresses,
put a dash between the Start address and the End address (Start-End).

OK || Cancel

= ==

4

2. WEY st3fE IP FAE YHIHAR
FoE YT T OKE AR
4. BEE dte{s F7HIP F27 AUs B9 9 BAE HEHIAL.
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MAC ZES Z7151248 182 SuoHIAIL:
1. AddE SOHIAIQ. Tfst X7 LErgLC:

MAC Filter

Enter the MAC address to add

IP ZE / MAC ZH £E

P ZE S MAC EE AMO|0f SF0| U= E2, CiAl olE HARH F270 o & ZEHOA
= o8& CHE FoM= E2HY =1 eH, ZHE FHe FO0| RS ERELICH @
g ARH HM2s SRIELLH.

oy £=d

2HE Yo, IP EH £ MAC EH S5 2t20A MESID ModifyE 2 E3HAAL
F7b st SRt FARRH =78 CHoRSARZE LEEFEF LI CHebef AP LEEFLER ZEEES] O =
25 MHSID MEE2 A2 HHSHIAIR.

ZH AK

2HE

MHSHE 1P BEH E= MAC BH 55 20 MESID DeleteS 2 EOIMAIL.
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A 8™

AE S MHAMe A[AHE Z2|XIF ALEAL O| 1 HIZW 2| Mg dFe = ASU T
Account Policy
Minimum Username Length: 1
Minimum Password Length: 1
Password Must Contain At Least: [Jone upper case
[Jone Lower Case
[Jone Number
[Jone Special (e.g., ~ ! @ #$% ~&=()_+=-"[1/?><)
[] Enforce Password History 3
[J password expiration
Password expires after: day(s)
ot = AE M <=0 2ot AFYULCh
a5 49
Minimum Username Length | AF&AL O| 50| ZR%t & FA+E HAEHSUAR. Jtsot 24t
(E|& AHEXE O|F ZO|)  |== 1-16YLCL 7|242 6-LICtH
Minimum Password Length |H|2H SO HQot |4 SAHE MHSIUAIR. 7Hs58H 2Kt
(Z|a HIZ2HS ZOJ) = 0- 16YLICh 02 H W27 HRSIX| g8 2logLct.
712 24382 6YLICh AL8XF O|ERRE 200 & £
AGLCHL 7|2 282 6L T
Password Must Contain At |HIZ2HZE AT Uf ALEXHO|A XA 1742 THEXIE,
Least LA Ee A Q75X M AL o
HZEHZ 2 Zot XL [Fol M2 odXf ALEX AFo &S O|X|X| EELCH
HHO| AEED H T M2 HEE AMBA AE1 HEBSE
HEY 227t A= MEXASHA FeS DjE UL
Enforce Password History |0 M2EAE HIASH AFRXt= O|FO0| AFRSH OFX|Tt x7 2|
(HEH= o|F &3 HIZ oot LX|GHA| = IR HYPHSE H-dsHoF LTt
Xe Ozt &XHof 3o Aot Z &L T
Password Expiration HEMHD 7 Dterkle gf (YA} EHe)E YA

(HEH= =)
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Z3

Association (2% B2 dX| AIE ERE|/USL|CH

s a B ;
gl &
Port Access User Management  [o i Log Maintenance

Device | Network | ANMS | OOBC | Security | Association | Date/Time

@ SNO0132C0

o @&

ATEN

Welcome to the SN0132CO

Power Management Summary
w2 [01]COM1
® [02]COM2 : N
PON Associate Settings
@ [031COM3 Synchronization of On/Off/Reboot:
@ [041COM4 Power Supply Operation
& [051COMS
+ Add
# [06]COMS
® [07]COM7 Outlet Settings
x [o8]coma Confirmation Required: Save
x [09]coMs Power On Delay: sec
5 [101COM10 Power Off Delay: | sec
g [11]coM11 Shutdown Method: b MAC Address:

12]JCoM12
®l12] PON Schedule Settings

& [13]com13

& [14]COM14

A Show

ATEN International Co., Ltd. All rights reserved.
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2 RE/A|ZH

Date/Time (ZM/A[ZH) CHSF HO|X|= Al2|¥ 2 AMH Al OiEtO|HE 23Fe L Ch
Current System Time
Date: 12/14/2018
Time: 13:47:16
New System Time
® Synchronize with computer time
Date: 12/14/2018
Time: 13:55:53
Set manually
Date:
Time:
Synchronize with NTP server
Using default NTP server
Primary NTP Server:
Alternate NTP Server:
SN0132CO Time Zone
Time Zone: (GMT+08:00) Taipei v
Otz FHEOf el matn|HE 2785 AL.
ST AILSE A2
Of MM2 AQX|7} oz 2FE AlZt & EWE HAIGULCE A2t & 2% EE= HE HS &
ZolH HEY =7y
FO: EEtRX UIOIM, A[AE AlZE2 AQ(X|2] A[ZtTHZt OFE & H2teX MEczRE Q|

AlZHTlot RISl AlZHS BAISILICE B 2ateX AlMol
~9|xo| AlztThet CHELICH

CHE 89, BAIZE A=

AlZHTHEF A9iX|2] AZHCH7}

146



Chapter 8. &X| 22|

*

*

_|
1o
>
ofo
A
10
oV
3H
m
>
[
Ha
ue
=
rir
o
Hu
o
)
Ja
Ju
H
al
2
f
>
ul
r
il
o
H
|n
rir
o
HT

AlZH B ERE M2 H, Set manually (=822 M) 2iC|2 HES MEiSID yyyy-
MM-DD % HH:MM:SS EAE A83I0 HMEDH HEO| 232 YEHGIHAIR.

=
o XS2Z2 HESRA AlZE MHQL S7[3t SF2{E Synchronize with NTP server (NTP A{Hj
7|2h IO HES MESHYAR.

—_—=2 ="

o
o

*

s

Im

29| 7|2 Az MHE ARSI, Using default NTP server (7|2 NTP AH| Af
) M3 EA0 HISHMAIL.

¥ ANZH MHZ M52, Using default NTP server (7|2 NTP AMH AtE) M3 gtA
SiMISt, Primary NTP Server (7|2 NTP AH{) ZE0| AlZH MHO| IP FAE S

= 4

—_

A2, CH2 AIZF MHE MHst2{ T, Alternate NTP Server (CHA NTP AH{) ZE 0| A

ME o Ip =25 YHIYAL.

N > mp Jm ol

X
M
==

& ME7L flR|gt BE A7 3
QK| ZHR IR EAIE MEHSHA

EH
HE5HH saveE ZEGHIAIL.

o M2

0%t rlr T

mjo

248, Time Zone E|AEE CELCIL st1
|
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Chapter 9
= |

Ha

Al2lg 2& M e 2ddt=s 2E O|HEES 7|ELCE 21 WES 23, Log BE 25

M. FXQ| AMA” 273 HO|X|7p LtEHEL|C:

}«
ATEN

Port Access User Management  Device Management

Log | Notification Settings

CgsSNo132co

glo1]com

User ¢ Severity ¢ Log Information *
& [02]com2
3 administrator Least ession stopped (Username: administrator, IP: 10.3.166.61, HTTPS Session: ******2dgc

@ [03]comM3

8 administrator Least ( ame: administrator; IP: 10.3.41.138, HTTPS Session: **

#[041COM4
HTTPS Session: ******556f)

g[0sIcoms
& [061COME

[07]comM7
b Port (Port:

@l08]coME Port (Port: 1) was online.
g031cOM9 2 1 administrator Session stopped (Username: administrator, IP: 10.3,166.61, TELNET Session: ***+** 563d).
[10]COM10 administrator User (Username: administrator, IP: 10.3.166.61, Session: ******563d) logged out.
- administrator Serial connection stopped (Username: administrator, Session: ****** 563d, Work mode: Console
gl11icom11 Management, Port: 1
System Port (Port:

gl121c0M12

9 administrator ministrator, IP: 10.3.166.61, Session: ******2d8c) modified device setting,

giiaicoma administrator

User (Username: administrator, IP: 10.3.166.61, Session: ****** 2d8c) modified device setting

@ [14]cOM14

e e s |

ATEN International Co,, Ltd. All rights reserved.

AAE 27

Al2" 23 HOo|XE Al2|Y E9l 3
A

=
X AIZE HAE, AFEA R 23

B3
=
o
O/ o, =

x
ok E
2
x
T mE
0=
Ot
rir
Ha

H

il
r
=

28 & s
A% 27 0j=2| 37]& 1 MBOIDY, 21 WEXo| Wet Ach 5127 01y OMES EAIE 4
UELICL BEE HOIME, 22 OME 7|2 Al 71T 228 OWES H7|BLCh of2f Ei

Ho|X|o 7t otEtel HEo| §=0 2ot dFYLICE

or

23 7|
Clear Log Clear Logg SE5t0| 21 MAS A
(23 AH)
Export Log Export LogE Z2E|SIH ALEXIe| AFHO| 21 82 mYE MESLCH
(21 YEL7))

ok

FL|Cf.

Filter Filters E=otH Ctg M| 231 20| Ei g2 E= 53 HofLt
(EH) ZAER EF O|HEES HMg = ALt
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A2 2&

M AFEA 2N

2H
HEE= £ A0 AL, EF O E= EXES ZYSHALE, EF ALEARL EEHE =
O O|HIES HASIEE L Ch AFBAIE O] 7|50 &Y W, 23 EH st A7F HO|X|
Of2Hof LtEFELICE
Time ® Today All Range
From:
To:
Pattern:
User
Severity o All Most Less Least
Apply || Reset || Cancel
Vi
ofgf #&= EH =0 ot 2FYLIC
o= 29
Time Of 7|52 AFEXARZL Chglh €2 53 AlZto] 2dst O|HMES THE S F
(AZh gk
Today (25): &X E& O|HIERS HA|GLIC
All (FA): 23 oo e 2 7[E0 et 2105 EHF o2 o] 2ihje
HES o =L
Range (& ?l): £ 7127t S22 7|E0| tiet ZutE EEHE 5t2{E 0| 2|
=2 MET T From X To EEE SE6IH Ho| MY IRt
HA|E LT
Pattern S o £ EXNEE ZHI UL Information IAE HEAO| THO] E
(T E) A €2 YHSIHAIR. REX| HHOl = 2XAES ZYSI A= O[HIERO]
HA|ELCHL &qUE FtE (170 S2X2 B2 2, 08 =X 842 HT HELE=Z
17§ O|Ao| ZEVI 220 LIEIY —1‘— UAEHELE O E E0 h*ds & YHSH
hands®t hoods®t OHX|ELICE h?ond & Y&SIH hand X hindE EO{FX| 0t
hard= OtELICt h*ds =& h*ksE hands % hooksE 2|EHTLICt
User £8 MEAE EHET LLE MM AFEXA M2 HA0 HIAT £, AAEAE
(AHEAH ALEXL O[5S ™ot ApplyS SEHOHUAIL. AHEA O|ES ot O[HMIER
HA|E .
Fof: "H {20 AEXA AL HIAZE =0 AX| 2 F2, W
o= N AFEX 20| LIEFLER] BEE LT
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H0
i

2 mAlgUch

) HZHE §4E AT

ol

HOI| LHEFELICY.

—

=

(170 ol¢ M3 7t

| -

otels

o

=
All (8 H[), Most (CHE ), Less (F2), Least (2| §2)

ALBAE7 TE

Jd

oju
wfd

O H
A

ofr
0

Severity

(F2k)

Reset (2|4l
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21 ¥E 2%

Notification Settings (¥ & H7d) HO|X|0|AM YE S E2|AY O|HEESZ dFY += USLCE

SN1100CO / SN1100COD

Event "Device Management” > "ANMS’ > "Event Destination” is not configured yet.

» Enable all system events
» Enable all authentication events

» Enable all user management events

» Enable all device management events
» Enable all system task events

P Enable all sensor events

SNO100CO / SNO100COD / SN9100CO

Event SNMP Syslog Email

» Enable all system events

» Enable all authentication events

» Enable all user management events

» Enable all device management events
>

Enable all system task events

g2 od i A522 ZREUCL oklel s MHStH &gt & 5 UFLICh

e All system events (ZE A|AH O|HIE)
+  All authentication events (2= &9l O[HIE)

+  All user management events (2=
+  All device management events (2= &X| &2
+ Al system task events (2 A|AE = O|HIE)

+ Al sensor events (2= 4IA O[H#IE) (SN1100CO / SN1100CODEF i)
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uzyg 7L na@ P ool2g 2Ystol 1ES HEG HY LY MM

=
+ Uk

Notification Settings

12
4

Got a DHCP address )] )] ] n
CC server connection success (@] (m] 8]
No response detected ()] ()] (0]

¥ Enable all authentication events (W] (W] ()]
Login (W] (9] 8]
Login fail o o 8}
User locked )] o ]
IP address locked ()] ()] ]
Logout (m] (0] (8]

» Enable all user management events [ O O

» Enable all device management ()] (W] (0]

events
» Enable all system task events (m)] o (0] .

Save
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Chapter 10

X &

Ha

Maintenance (R X1 22]) 7|52 HYOl Y0l &8 #49 A AY TL #YH A 724 =7
of AtEE L

o &
° N
Port Access User Management  Device Management Log Maintenance = I
Backup/Restore | Firmware Upgrade | Cartificates Welcome to the SN0132CO
2 snp132
w» SHO132C0 Backup/Restore

@ (01]cOoML
@ [021coM2 Backup
& [03]cOM3 Password:
@ [04]cOM4
& [051COM5 Backup
@ [061COME

[o7]coM7
* Restore
w [08]COM8 Filename: Choose File Mo file chosen

09]COM9
w091 Password:
& [10]cOM10

Options
@ [11]COM11
* Select all User Account User Define

12]coM12
w12l “ Device Configuration ¥ Network < ANMS
@l13jcomi3 “ ooBC Security 4 Port Configuration
& [141COM14

A Show

ATEN International Co., Ltd. All rights reserved.

2] / 27

Maintenance (R X 22l) B ZS25tH, /= HO[X|7F EEILICtH O HO|X|)ME= AlZ|g 2
IT

= MESl 79 W ALEX}

o = =
Backup
Password:
Backup
Restore
Filename: Choose File |No file chosen
Password:
Options:
® Select All User Account User Define
“ Device Configuration " Network < ANMS
¥ 00BC ¥ Security ¥ Port Configuration
< Date/Time ¥ User Account “ PON
Status:
Restore
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° 0 _
U &0 <
.o gl -
o w - r
e m) .
3z [T
= & |ot =
= o_ o -
s 100 oF
—._._ —te
U
Ii] w
w___u =) B3l A
o ol %0
ol mo Bl
._HE_I ._o._ AE DI _._.__E
BT
ol ol |FHl &y FI
o |l oo ov
on © T X T
%0 ©O — .
w sz |- O
mH_ _ % ol
= X = K-
ol kK0 <

13|

fiE
—

. Save to disk (C|2320]| HZHE MEASIY
T AELLL 7|E O|ELR KHEE

AR,
A,

F

GIAIRIZH LIEFLE S AL

St

3. HEIQ MO MY

F

o
T

27t g U

%ol %
Ty 23

4. Restore (ET)E ZESHAIL.

2. Backup
1. Browse (&7])
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HHllol Eagol=

|°I HAOE LOHO|ESIHE, LS THSIAAR:

.Y QHLo|ANAM @S 22310 A2|Y £ MHO| SEQY EHE (AX E= AXA)S =
.JOPEWE.

ofl:

SN9116C0O Versionv 30,292

H/W: AXA

Copynight § 2022 ATEN International Co. Ltd
Maintena Py v >

2. A2l 2£ MB{2| StEQI0 ZHF 7|8 HIO mMYS Cr22ESHYAIR
3. Al2|g 2 MHo| 229 $t Z, Maintenance (%XIEFEI) 2 e =, Frmware Upgrade

(EHeof fa20[E) HOIX|IE HA|L:

¥ Check firmware version

Filename: Choose File |No file chosen

4. THYO| Y= ECAA Browse (F7)E S2Ystn MZ2 BRIO THLo| U AXIS M 3
TS MesHAlL.
5. Upgrade Firmware (B910 2121015)8 S25t0] 2I2I0|E8 AISBHIAIL.
BT Bho)g s 32, SN Belof
|-

s  Check Main Firmware Version (H Q! T 0] X
o ZAHL =2

2 Yol mYute| HHMEZ HlwTL|CH wHX HHMOo| ¥y olE HH
2%, Y OAIX|IZF LIEFLEM S A2E e O o|=E8 HE ARIX| 2&5LICH
¢ Check Main Firmware Version (1@l YO HA =ohZ H|Zdzt o 4%, 213 0|E If

U2 HA S H WSt @fn AX|EL|C
o YO o|ETt THMEHA TH HETIL Progress DO LIEHEL|CH
«  YOefo|ETt MI3HoR A=k, AKX|7L 2| MEL|CH

6. CHAl 201 o CHZ, HYOIZt Al HE AKX =Sty A| L.
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Al2lg 2& MH AFEX AN
o= -|
0| Z A
O] HO|X|O| M= 7HQl QS MO 2t HEE N STL CH:
o &
@ ;m s

Backup/Restore | Firmware Upgrade | Certificates Welcome to the SN0132CO

@ SN0132CO Private Certificate

@ ([01]coML

& (021cOM2
& [03]coM3

Issued To
@[04]cOM4

#[0s]comMs

Common Name(CN) ATEN INTERNATIONAL CO,,LTD

#[06]cOM6
Organization(0) ATEN INTERNATIONAL CO.,LTD
& [071coM7
Organization Unit

& [08jcoms 583
[os]coms
® Country(C)
@ [10]coM10
State or Province (ST)

@(11]coM1L New Taipei City

12]com12
elial cality ( Sijhih District

& [131com13

& [14]cOM14

| mmew e

ATEN International Co., Ltd. Al rights reserved.

A Show

7l IZ A
BokSSL ¢dE ol 221 & mf, AFEXZE |dks AIO|EO| 219 St= AS B35t MY
QB M7t ArZEILICEH Zst=l EQtOZ QIg| Private Certificate MM 7|2 ATEN QIBMECHE
AR 17 JiQ HIZHMS 7] 3 MTF ABSME ALESI=E S{ELICE
7HQl QIBEME ddste WHol= 27tX JASUCE XM MB ASM dd X EtAL 215 7[2KCA)
MY SN ZIMR7(7 &L T
+ CA MY SSL AMH QIEM 25
4o Hots 8 EtAF Q1T 7|2HCA) MY QISME A83%t= A0 ZELICH EtAF MY
AISME oM 139 0[X] AEM ME QHZ HXRSHAIL.
o KM ME QASM dd
A MBE ASME ddsltle 8% F& FEEIEIQ opensslexeE EOIM LI2ZEY
&= USLCH
MeE = s SSUYTLS ABM= WE HEHZ WM AMEAtRb FHX| QS0 AHESHOF
YLICE MF Ar2 188W|O|X| AfA A/ SSL/TLS LISAIE EESHUAIL.
Z9|: Restore Default (7|28t 5SS SEStH KX E 7|2 ATEN 2ASBAM A2 S7TtL|Ct
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ISME 1 dXot= AtsS=tE YH

— —

o

A

Restore Defaults

Private Certificate

Country (2 letter
code):

L )

State or Province (5T)

Locality (L)

Organization(Q)

(ou]

Common Mame({CN)

Email Address (E)

[
[
[
Organization Unit [
[
[
[

Subject Alternative
Mame:

| Create || Cancel |
e

2. of2 ®O| O Al FEO| et AOJENM Fast =22 FAS YHBMUAR!
A

e 249
Country (2 letter code) ™
27t extel AE
State or Province (=7} BE= X|9¥) | EfO[2
Locality (1Kl E}O|IH| Of
Organization (Z=%]) 3[AF O] &
Unit (EH9)) A
Common Name mycompany.com

(0l8)

Fo|: QB M7t FRoloF St= AtO|EC| Hetot ol
0|52 YHsHof gL|Ct ALOJES] =@l O] F0]
www.mycompany.com 2! &%, mycompany.com &t

UHSHH AS Mt F=2oHX| WS

- L-O

Email Address (O] & F2)

administrator@yourcompany.com
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AEle 2& M AFEAF 23N

=L

nx
0%

Subject Alternative Name DNS: aten.com

(CHAHl O]2) email: ian@aten.com.tw

URI: http://www.aten.com.tw
IP: 10.0.0.1

7o PEM A2 X| R E LT,

3. YAM(ZE Do ki EOooF &h AMO| 2FE T, Create (MA)E SEISHUAIR. ALEXL7L
M3t Eo| e XM MY A5Me= X5 SN ZX[0 ML

4. Get CSR (CSR 7M7) Sasta, MEA r%'(csrcer = ArEXAF ARrHe| Heloh f/X|o X
oA, O IHYU2 AREALZL EHAL 15 Z[2H0IIAH M SSL QIS5 AM0| MESH=S gfL(Ct

5. 215 7|20 QAIBME B 20, AFEA HARH Heloh /X0 HESHHAIL.

6. O dF OF2HOI M Import (I Q7)) S2I3tH Of2Qt ZH0| Private Certificate (12l QA A)
0| LIEELICH

Private Certificate

Certificate: Choose File |No file chosen

| Import || Cancel |
Vi

7. Choose File2 225t AZME R Certificate Filename (QBA LtY O|F)22 &

& SHefLCf.
a3 CFS ImportE 28010] Al2|2 2& MHO| MToHAlL.

FO I YP2E A, Al2|Y & MH7 EF 2 2R OfF 2ol QI3 oS MIAgLch
2Aote B mto|l +=EH, =LX5tHE AZEEL L
ISME MAtHE (GIE =0 =02l 0|50 HBEN M =HQA22 A Al) Restore

=
=
Defaults (7|24t =)= SEOIHAIR.
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Al2lg 2&

M AFEA 2N

AT

SN1116CO / SN1132CO / SN1148CO

| SN1116CO SN1132CO SN1148CO
Al2lg A2 16 32 48
74 H Al2| & 16 x RJ45 Female | 32 x RJ45 Female | 48 x RJ45 Female
LAN 2 x SFP Slots
& 2 x IEC60320/C14
24 25 1 x RJ-45 Female
PON 1 x RJ-45 Female (Reserved)
HE USB 2F (LUO) 1 x Mini USB
TE
USB ZE 4 x USB Type-A Female
st MAN ZE 2 x RJ-11 Female
1 x 4-Pin Terminal Block
220 1 x 2-Pin Terminal Block
*Normally open, isolated Relays;
*Contact Rating: Max. 24 VDC, 2A
A QK| 2| Al 1 x Recessed Pushbutton
¥ 2 x Rocker Switches
LED ANElY ZE HEY 16 (Green) 32 (Green) 48 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
& 2 (Blue)
/P B4 AC 100-240VAC; 50/60 Hz; 1.0A
AH MH AC110V:9.2W:96B ACT10V:11.2W:10 ACT10V:11.8W:108
TU 5BTU BTU
AC220V:9.2W:96B AC220V:11.3W:10 AC220V:12W:1098B
TU 5BTU TU
s 2E Console Management, Console Management Direct, Real Com
Port, TCP Server/Client, UDP Server/Client, Virtual Modem
23 Mg 2= 0-55° C
B@ 2k -20-60° C
Eha HIS= SEN0IA 0-80% RH
HZ olm |2 il
A 4.51 kg (9.93 Ib) | 4.60 kg (10.13 Ib) | 4.67 kg (10.29 Ib)
K= LxWxH 43.84 x 32.84 x 4.40 cm (17.26 x 12.93 x 1.73in)
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SN1116COD / SN1132COD / SN1148COD

s SN1116COD SN1132COD SN1148COD
Alg|g o2 16 32 48
74 H Al2| & 16 x RJ45 Female | 32 x RJ45 Female | 48 x RJ45 Female
LAN 2 x SFP Slots
M 1 x 5-Pin Terminal Block (Green)
24 2 1 x RJ-45 Female
PON 1 x RJ-45 Female (Reserved)
BE UsB E2 1 x Mini USB
(LUC) £E
USB ZE 4 x USB Type-A Female
A MM ZE 2 x RJ-11 Female
1 x 4-Pin Terminal Block
20| 1 x 2-Pin Terminal Block
*Normally open, isolated Relays;
*Contact Rating: Max. 24 VDC, 2A
ALK 2| Al 1 x Recessed Pushbutton
M 2 x Rocker Switches
LED A2 ZLE AEY 16 (Green) 32 (Green) 48 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
HE 2 (Blue)
/P84 AC 100-240VAC; 50/60 Hz; 1.0A
aHl HE DC 48V:9.3W DC 48V:11.3W DC 48V:12W
s BE Console Management, Console Management Direct, Real
Com Port, TCP Server/Client, UDP Server/Client, Virtual
Modem
23 MNE 2 0-55° C
Hit 2& -20-60° C
=3 HIS= SEi0IA 0-80% RH
HEZ olm |2 55
2 451 kg (993 Ib) | 4.60 kg (10.13 Ib) | 4.67 kg (10.29 Ib)
K4 Lx W x H 43.84 x 32.84 x 440 cm (17.26 x 12.93 x 1.73in)
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Al2|g 2& MH ALEAF A

SNO108CO / SNO116CO (AXA Z3H=)

15 SNO0108CO SNO0116CO
A2l HZ 0 16
74 H Al2| & 8 x RJ45 Female 16 x RJ45 Female
LAN 2 x RJ45
e 2 x I[EC 60320/C14
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB &£ (LUQ) 1 x Mini USB
24 25 1 x RJ45 Female
A QK| 2| All 1 x Recessed Pushbutton
¥ 2 x Rocker Switch
LED Al2|g ZE E| 8 (Green) 16 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
3 2 (Blue)
/P 84 AC 100-240V~; 50/60Hz; 1A
aHl HE AC 110 V:53 W AC 110 V:5.5 W
AC 220 V:5.2 W AC 220 V.55 W
s OE Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
234 A 2E 0-40° C
Ha 2o -20-60° C
5k HIS= SEI0A 0-80% RH
ME 2t EWy| =E
ZA 435 kg 438 kg
K= LxWxH 4372 x 3298 x 440 cm | 43.72 x 32.98 x 4.40 cm
(19"1V) (19"1U)
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SNO108CO / SNO116CO (AX E3E)

s SNO0108CO SN0116CO
A2l A 8 16
74 H Alg|g 8 x RJ45 Female 16 x RJ45 Female
LAN 2 x RJ45
2l 2 x IEC 60320/C14
PON 1 x RJ45 Female (Reserved)
o 1 x RJ45 Female
USB 3 x USB Type A Female
USB 2= (LUQ) 1 x Mini USB
24 2& 1 x RJ45 Female
ALK 2| Al 1 x Recessed Pushbutton
M 2 x Rocker Switch
LED Al2|g ZE HE| 8 (Green) 16 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
¥ 2 (Blue)
/P B4 AC 100-240V~; 50/60Hz; 1A
aHl HH 110V/14.1W; 110V/15.4W;
220V/14W 220V/14.9W
A RE Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
234 Mg 2 0-40° C
Hi ¢ -20-60° C
e H 82 SEfOIA 0-80% RH
ME 22 = =25
A 445 kg 4.48 kg
X4 Lx W x H 4372 x 3298 x 440 cm | 43.72 x 32.98 x 440 cm
(19"1U) (19"1U)
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Al2|g 2& MH ALEAF A

SN0108COD / SN0116COD (AXA =315)

7ls SN0108COD SNO0116COD
Alg|g ¢ 8 16
74 E Al2| & 8 x RJ45 Female 16 x RJ45 Female
LAN 2 x RJ45
e 1 x 5-Pin Terminal Block (Green)
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB &£ (LUQ) 1 x Mini USB
24 25 1 x RJ45 Female
AR K| 2| Al 1 x Recessed Pushbutton
¥ 2 x Rocker Switch
LED Al2|g ZE E| 8 (Green) 16 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
3 2 (Blue)
/P B4 DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aHl HE DC 48V:5.3W DC 48V:5.5W
Az gc Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
238 ME 2k 0-40° C
Ha 2o -20-60° C
R HIS= SEI0A 0-80% RH
ME 2t EWy| =E
2 4.55 kg 4.59 kg
K= LxWxH 43.72 x 32.85 x 440 cm
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SNO108COD / SNO116COD (AX Z3H=)

7ls SN0108COD SNO0116COD

Al2|d oA 8 16
7 E Al2| & 8 x RJ45 Female 16 x RJ45 Female

LAN 2 x RJ45

ML 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

o 1 x RJ45 Female

USB 3 x USB Type A Female

USB &£ (LUQ) 1 x Mini USB

24 25 1 x RJ45 Female
AR K| 2| Al 1 x Recessed Pushbutton

¥ 2 x Rocker Switch
LED Al2|g ZE E| 8 (Green) 16 (Green)

10 / 100 / 1000 Mbps 2 (Red / Orange / Green)

& 2 (Blue)
/P B4 DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aHl HE DC 48V:15.79W DC48V:16.22W
A RE Console Management, Console Management

Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem

234 AE 2= 0-40° C

Hi 2o -20-60° C

R HIS= SEI0A 0-80% RH
ME 2t EWy| =E

2 4.46 kg 4.5 kg

Kl LxWxH

4372 x 32.85 x 4.40 cm
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SN0132CO / SN0148CO (AXA E3E)
7ls SN0132CO SN0148CO
AlZ2lg oA 32 48
74 H Al2| & 32 x RJ45 Female 48 x RJ45 Female
LAN 2 x RJ45
e 2 x I[EC 60320/C14
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB &£ (LUQ) 1 x Mini USB
24 25 1 x RJ45 Female
AR K| 2| Al 1 x Recessed Pushbutton
¥ 2 x Rocker Switch
LED Al2|g ZE E| 32 (Green) 48 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
& 2 (Blue)
/P B4 AC 100-240V~; 50/60Hz; 1.8A
aHl HE AC 110 V:9.8 W AC 110 V:103 W
AC 220 V9.7 W AC 220 V:10.2 W
e Qe Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
234 AE 2= 0-40° C
Bi 2E -20-60° C
&k H|&= AEf0fA 0-80% RH
ME 2t EWy| =E
2A 4.55 kg 461 kg
X4 LxWxH 43.84 x 32.77 x 440 cm
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SNO0132CO / SN0148C0O (AX E3E)

7ls SN0132CO SN0148CO
Al A 32 48
74 E Al2| & 32 x RJ45 Female 48 x RJ45 Female
LAN 2 x RJ45
e 2 x I[EC 60320/C14
PON 1 x RJ45 Female (Reserved)
oo 1 x RJ45 Female
USB 3 x USB Type A Female
USB &£ (LUQ) 1 x Mini USB
24 25 1 x RJ45 Female
AKX 2| Al 1 x Recessed Pushbutton
¥ 2 x Rocker Switch
LED Al2|g ZE E| 32 (Green) 48 (Green)
10 / 100 / 1000 Mbps 2 (Red / Orange / Green)
3 2 (Blue)
/P 84 AC 100-240V~; 50/60Hz; 1.8A
aHl HE 110V/20.2W 110V/25.8W
220V/21W 220V/26.2W
AE pC Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
&g ME 2k 0-40° C
Ha 2o -20-60° C
e HI % SEHOIA 0-80% RH
ME 22 B =25
2 4.84 kg 4.92 kg
K= LxWxH 43.84 x 32.77 x 4.40 cm
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SN0132COD / SN0148COD (AXA

A ZHE)

7ls SN0132COD SN0148COD

Azl oA 32 48
74 H Azl 32 x RJ45 Female (Black) |48 x RJ45 Female (Black)

LAN 2 x RJ-45 (Black)

& 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

usB 3 x USB Type A Female

USB & (LUQ) 1 x Mini USB

24 25 1 x RJ45 Female
A 2K 2] Al 1 x Recessed Pushbutton

g 2 x Rocker Switch
LED A2 ZE HEY 32 (Green) 48 (Green)

10 / 100 / 1000 Mbps 2 (Red / Orange / Green)

3 2 (Blue)
/P B4 DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aH MY DC 48V:9.8W DC 48V:10.3W
s OE Console Management, Console Management

Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem

238 ME 2k 0-40° C

Hi 2o -20-60° C

Cha H 82 SEfOIA 0-80% RH
ME 22 B =25

EA 483 kg 4.89 kg

X+ LxWxH 43.84 x 32.77 x 440 cm
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SN0132COD / SN0148COD (AX E3 &)

7ls SN0132COD SN0148COD

Al A 32 48
74 H Azl g 32 x RJ45 Female (Black)|48 x RJ45 Female (Black)

LAN 2 x RJ-45 (Black)

& 1 x 5-Pin Terminal Block (Green)

PON 1 x RJ45 Female (Reserved)

oo 1 x RJ45 Female

USB 3 x USB Type A Female

USB &£ (LUQ) 1 x Mini USB

24 25 1 x RJ45 Female
EIPN 2| All 1 x Recessed Pushbutton

bSE 2 x Rocker Switch
LED Al2|g ZE E| 32 (Green) 48 (Green)

10 / 100 / 1000 Mbps 2 (Red / Orange / Green)

el 2 (Blue)
/P B4 DC 36-48 V DC; 1.6 A in 5-Pin Terminal Block
aHl HE DC 48V:22.1W DC 48V:27.3W
=z g Console Management, Console Management

Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem

234 AE 2= 0-40° C

Ha 2o -20-60° C

Cha H| 3% MEfOIM 0-80% RH
ME <t | =25

2 4.99 kg 5.06 kg

K= LxWxH 43.84 x 32.77 x 4.40 cm
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SN9108CO / SN9116CO (AXA Z3H=)

s SN9108CO SN9116CO
AlZ2lg oA 8 16
74 H A2l 8 x RJ45 Female 16 x RJ45 Female
LAN 1 x RJ45
Sk 1 x IEC60320/C14
220K 2[4l 1 x Recessed Pushbutton
M 1 x Rocker Switch
LED A2l ZE ME} 8 (Green) 16 (Green)
10 / 100 / 1000 Mbps 1 (Red / Orange / Green)
¥ 1 (Blue)
/P M4 AC 100-240V~, 50/60 Hz, 1A
aHl HE AC 110V:9.7W AC AC 110V:10.9W AC
220V:9.6W 220V:11.6W
e QE Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
238 MNE 2 0-40° C
Hit 2= -20-60° C
=3 HIS= SEI0IA 0-80% RH
ME 22 A XY =
£A 3.12 kg 3.16 kg
X2 Lx W x H 4372 x 21.76 x 440 cm | 43.72 x 21.76 x 4.40 cm
(19"1U) (19"1U)
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SN9108CO / SN9116CO (AX EE)

s SN9108CO SN9116CO
Ale|g HZ 8 16
74 H Alg|d 8 x RJ45 Female 16 x RJ45 Female
LAN 1 x RJ45
SE| 1 x [EC60320/C14
220K 2[4l 1 x Recessed Pushbutton
HE 1 x Rocker Switch
LED A2 ZE AFE} 8 (Green) 16 (Green)
10 / 100 / 1000 Mbps 1 (Red / Orange / Green)
¥ 1 (Blue)
I/p HA AC 100-240V~, 50/60 Hz, 1A
aHl HH AC 110V:9.7W AC AC 110V:10.9W AC
220V:9.6W 220V:11.6W
s O Console Management, Console Management
Direct, Real Com Port, TCP Server/Client, UDP
Server/Client, Virtual Modem
LI ME 2E 0-40° C
Hit 22 -20-60° C
=3 HIS= SE0A 0-80% RH
HE oz eS| Chal
el 3.12 kg 3.16 kg
X2 Lx W x H 4372 x 21.76 x 440 cm |43.72 x 21.76 x 440 cm
(19"1U) (19"1U)
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P T2 AH

O\I
_>,:
ol
Pl
N

BaIRIL Hx 279 ohe
NHfol S Sj0f BT A A1 B B &
S20[QIE HEEHS WEA A2lY 2 Abe

=
o
A 232 = A2IY & MHO 1 HENS FLAE ROl 5= ASL (120E1|0|X|

)

=

Im

o

LU

=
o

r2

m

=2
O

°

o
ot

I

o
°)
my

T 22 LE2 22 2L0M 2Eots A YLICH XM A2
=S

o o
43L{|O|X| Z/Z

P AX| =277

WindowsE Hast= S2I0|YE AFHE, IP FAE Ip X Z203 [FEZEE 2HHZ2 =+
Q&LICH QEZ|E|l= ATEN AIO|EQ| Downlaod BN oA 2= QELICL Driver/SW

= A
ofgfol BR3P 49K RUS HOYAQ 22A0|YE HEH RYAE CH2EC 3, OS2

1 [==1
S| 2:

Lo
ot

tE E2t0|EQ| CIAEZ|O /Pinstallerzipt| ZRE = TS i L Ct.

O —

)
i
n>
0

ot
r
finl
o
t
|

u
=

=
=2 E IPinstaller Z2%Y CIAE2|2 0|F30] /Pinstallerex
o CHet & AR7F LEFEILICE

—

]:' Metwork Device IP Installer EI = @
Device list:
| Device Mame | Model Marne | MAC Address | IF Address | Exit
SHO132 00-10-74-61
About

Enurnerate

Frotocal: |IPwd4 - Metwork adapter: |MAC: 50-65-43-ed-e0-8d. IP: 10.3.41.141 ﬂ
IPwd zettings
i e
i e
0 0 0.0 |
0.0 .0 .0 [
0.0 .0 .0 [
e e
i F
— [
— [
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3. Device List (%] ZF)0A Al2|E€ 2& MHE =L CH

=

Fol: 1. ZF0[ H|o] AAY, = X7t LIEILA] B2 ® Enumerate (LtE)E 28510 FX|

o
Ju
mjo

MZIDE S|,

N
dio
I
=2
rot

N oly X7t U2

rs

.M

Q

¢ F&E AHESH0 Rt TXE MEEH L

AN
& ANHQ MAC =4

>
i
1o
rh
rr
ot
ra
='ﬂ
A
=2
40
>t
_O'_I-
I
o

5. Set IPE 228t C}
6. 1P FTA7F X FE0| LtEtH 20 ExitE SLICHL AAMTH HEE 1205 0|X| /p A/

N
Z2 72 FESHIAIL.

Hol X

1. 220|E AFEL IP FAE 192.168.0XXXE HESIHA|L.
XXX 602 Mot ZE =XHE QIOIZL|CE (192.168.0.602 Al2|¥ 2& MHZ2 7|2 FA4
L.

2. B2t X0 AQX|el 7|2 IP FA (192.168.0.60) £ XYt Ctg AZE 5= UASFLICH

3. 29X7F e HIERA MOBEN S22 A2

=X

nQ
r
>
x
T
Io
o

bl

4. 27012 3, 22109 HRHO P F28 JIE o2 X
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IPv6

S, AN2|Y 22 M= 23 ZF /pv6 T4, IPv6 HIENY J/8F XFE 24 8|0 MEfY
ZIBF X}E 24 (DHCPvE) Ml 7HX| IPve =& ZZ2EZS X[ AT C

2Z Ipv6 T4 ¢Z

MQ0| Z{XK|H Al2|Y 2& MHI} AH50Z 2 |Pv6 TAZ HFZHEL|CH
(O Al: fe80:210:74ff:fe61:1ef) 22 IPv6 FTA7F B AQIX| 2H0olst2{H, Al2|Y 22 MHO| IPv4 F
22 2IOQISI1 Device Management (X #2|) — Device Information (&X| HE) Ol0|22
SRS AIR. General S5 20 (116H|O|X| & =) FA7F LEFELICE

IPve T2 2 =0|=, 222X E= =% 3 AfH S20[HE AP 23S S 219

Of| Al
HELRX O 23021 Al

http://[£fe80:2001:74ff:febe:59%5]

£ URL HIOf| =gt
AP TEZIM0|A 210l Al

fe80:2001:74ff:fe6e:59%5

£ Server W22 /p HEO| YHOIUAR @6HOIX| &F 272/ H=X)

rir

Fo|:1. @3 24 |pve TAR 29 sl S20|HE HEH
EZ4 HESI MIOAHE A0{OF L CH.

2. %5= SEIO|UE HFHO| 2 Ar8El= %A HIO|AJL|TH ALEAIS| S2I0[YE

ARHC Ipve FAE E2{H, HHO A0 ipconfig /all FHOE YHIUAIR.

%240l IPv6 F=2 ORX[SOf| LEEHELICY,

AlElg 2& MEO| 22
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IPv6 HIJEIE Ats +3

A2l 2& MH HER/JA 80| Ipve HILEY A5 714 7Is& XI&st= ZAl (Ol
2R E)E ZYSH, Al2|E 2& MHTL IPve T ddS Qo HROM HF YEE 25T +

UELICE (Ofl: 2001::74ff:fe6e:59.)

2ot &0|, Device Management (SX| t2|) — Device Information (& X| BE) H|O|X|2| General
=5 8920 FA7F #A|ELCH (116H|0[X] &=

Hal2 XL} Win % Client AP ZE2IOA 291 A| AFRE 4 & L|CH

IPv6 T 2

Ol Al:
BEtRX0A 29l A

—_
o
1

http://[2001::74ff:fe6e:59]

£ URL HIO| 23sMAL.
AP ZZ2HOA 221 A,

2001::74ff:fe6e:59

£ Server INEQ| /p ZEO| YLHSIMAIL.
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Al2lg 2&

M AFEA 2N

HEY B M2 A

Alglg 2&

MHQ| HFEY 25 7152 O
AH8 S O|EYl LAN =& WANS S 04 Al2|Y 2 7|s

ZES of=g04 gL,

AT 80 ME XH

Leln M2[do| o M2 HMeMHECH TCP/IPE
2 M33H7| /s St/

AElg 24 MHe ofeff HEo| ATt Z0| HEE Hayes O ME 5 22 & 242 HH
FHOE K| AgL|Ct.
FHo s S
FYO| ZEZ FOtZL|Ct ESC BXE S2 HXIAHE +=H51 s
T ey 4 ysuc
A/ Ol HHO ZAEE vtaLCL 48 OK[CR][LF]
AlT}: ERROR[CR][LF]
ATAICR] SE RE. $% SHEO| M3E& 5301 =4I ZEO| TCp 4R é;?—: OKI[CRI][LF]
=2 T UAE UL A I{: ERROR[CR][LF]
ATD(T) |TCP & dd A= X EF ¥4 AE0 &L 4&: CONNECT[CR][LF]
Remote | Oil: ATDT10.0.0.72:50001 Ad Aoy
IP:Remote |F2]: SN3101= ATD FHOJ0| Tt PE S{83tX|T FA[SLCE NO CARRIER[CR][LF]
Port[CR] Oi| 2{: ERROR[CR][LF]
n2 XS BAZLILH (0= 1) ‘g OK[CR][LF]
ATEn[CR] |EO: HHO| echo H|Ed3t ATl{: ERROR[CR][LF]
E1: WO echo 43}
ATHICR] HA0| 2dzte|o A= 2 B TCP ¢S BELCH A& OK[CR][LF]
Z=9|: ATH, ATHO, ATH1 25 Z0| ZtETtL|Ct A I{: ERROR[CR][LF]
Z3| O (n2 =XE BA| 0 E= 1) ‘g OK[CR][LF]
EO: ATEN International Co. Ltd. EA| A I: ERROR[CR][LF]
ATIN[CR] _
E1: Serial Console Server HA|
=22tel Mol REZ SOtLLLCH (n2 RAHE EAl (0 E= 1) TCP HZ &d3):
2ol 22t 3d 2Eo A= E% ZE2 22t¢ H|0|EH ZEZ| OK[CR][LF]
ATON[CR SO{ZLICH 20| @ 2ol HY ZE (TCp HZHO| HHEX| 7|E}: ERROR[CR][LF]
222 4% F7H gretE Lo
00, O1: AZ0| &d3tz|of A= ZR HO|H ZEE ZEHES
HetetL|Ct
A0t ZE MO FHO (n2 =XE EA (0 E& 1) 48 OK[CR][LF]
Q0: 21t ZEE DTEE &M%t (7|22 A I{: ERROR[CR][LF]
ATQnICR] L
Ql: Z0t ZEE DTEZ H[Z Y3}
S HXIAH 2 EASLCH (n2 BXAH AHE HA). 4-&: OK[CR][LF]
ATSIICR AT}: ERROR[CR][LF]
S BIXIAE 2 2deUCt (n2 2XIAH =XE HALve S 4-&: OK[CR]|LF]
ATSn=V[CR] _
HXIAH 2. A I{: ERROR[CR][LF]
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(O[T O[] Of Al A=)

T HOf i3s SE
Zut IE Htgt " (n2 AHE EA| 0 E= 1) A& OK[CR][LF]
ATVn[CR] |vO: & <=X} 2 E>[CR][LF] Al
V1: 8% <75 d3>[CR][LF] ERROR[CR][LF]
ZE 2M FFOo. ‘g8 OK[CR][LF]
ATZICR] |E43tE Ze B1 s YXAHE 2[Mstn Lot M Ao
MEIE HTE goz 2N ERROR[CRI[LF]
DCD &4 (n2 <AE EA (0 == 1) ‘83 OK[CR][LF]
ATRCN[CR] | &CO: DCDS &4 ON &C1: DCD DCDE= TCP ®Z Atefe | 2If:
QI ERRORI[CR]|LF]
DTR &M (n2 =XE HA| (0 - 3)). ‘43S OK[CR][LF]
&DO: 2 :
DTRO| ON AEfZ 7E. 2L DIR 24218 ZA| ERROR[CRILLF
&D1:
AT&DN[CR] DTR OFF &Ef7} BREES AZA six §lo] HO RE= Tet
&D2:
DTR OFF &Ef7} RS HHO RE= M2k &7, & A=
SE HZdzt
12 473d) &Db3:
DTR OFF Ef7} Z& X7|z}
3y 28 54, ‘48 OK[CR][LF]
AT&F[CR] |S ZX|AH 2[4 3 At M HEE 7|2 4FE2z 2|4 *'uH.
ERRORJ[CR]|LF]
48 NE A& OK[CR][LF]
AT&WICR] |S HX[AH gt S et S8 HJEfE Z=gtet AXf 4E2 A )
o220 7| ERROR[CR][LF]
ATBICR] |8l& OK[CR][LF]
ATC[CR] |S& OK[CR][LF]
ATLICR] |8i& OK[CR][LF]
ATMI[CR] |Si& OK[CR][LF]
ATN[CR] |8l& OK[CR][LF]
ATX[CR] |9& OK[CR][LF]
ATY[CR] |8l& OKI[CR][LF]
ATW[CR] |8i& OKI[CR][LF]
Other AT |82 OK[CR][LF]
Commands
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£0, EH 2I2HO HZA= Al2|Y 2 MO IP A7 192.168.1.1800|H, 2t EH AH
9 ot Ot ZE TS (HFEZ AHZE AZ) 74 HO|X|o M BHL|CH
AHBILICE (Of: 2IH Y AN AE 9000).

L me Hss
g 4 7| G2, ZE ETYY Yol B 5F

L
n
1][0]
%
44 Hu
>
Hu
©
N
>
©
>
o
5]
o
i

HE 2 Z2E]
300 90m (295ft)
9,600 (7|23} 30m (98ft)
115,200 3m (9ft)
230,400 1.5m (4ft)
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27t MR|ALE Lozl

02

Ble 4% (O AF8AH 0|51t H|ZH= %
=3

200 FE0 AHSHEH (7|EF HHA] 4FE 7|2 HFELE ) [IaS FHSHUAIL:

1. Al21Y 22 Mol MRS 11 AHOoAE OHAL.

2. MM 42 AFR3I0 J11/)18 (SNO132/SNO148/SN1132/SN11482, Of2f 21t 20| EA|) E&=
J17/J18(SN9108/SN9116/SNO108/SNO116/SN11162)0|2t EA|E|O| UE HOALEE HHE
AASIY AR,

3. A2[Y 2 Mue MAS AHUAR.

4. LED7t ZAE M Al2[Y 24 Mu{o MRS NHAIL.

5.J11/)18 (SN0132/SN0148/SN1132/SN1148) &= J17/)18
(SN9108/SN9116/SN0108/SN0116/SN1116)0f| Al HIH S KN HSHUAIL.

6. A0|AE EH Al2[EY & MHE AZSHHAIR.
HAof MYAS A 7, 230 57| s S Xl 7|2 AHEX}; O|Ent HYHSE ALEE
= ASELICH 43 0|X| #/Zx &A HX).

Of ZXE Y = NZ2=2 2IQI5HH A|LH0| B2 BiEds 2Lt

—
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C}

|
. o

e

AlElg 2% MH0|= Cisco HERKA AKX H 7|Ef ==t &X[0f &2 HZASH= DTE/DCE At&
x| 7|s0| J}&LICH

=

CHE ZEOM Al2|¥ ZEOf Cfet E g2 CEat 25U

—

DCE R E m gshgt

re

~ Ol
S =

—_

CTS

DSR

RxD

GND

GND

TxD

DTR

0 (N |o|u b~ w N

RTS

DTE RE T g

ofl

e

=~ O|
S =

—_

RTS

DTR

TxD

GND

GND

RxD

DSR

o (N |o v | DM fw N

CTS
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DB-9/DB-25 QIE{L{|0|A

DB-9 E+ DB-25 QHMO|AE AtESHE{H Ofef

DB-9

RJ-45 H Mz DB-9F T M=
1 CTS 7 RTS
2 DSR 4 DTR

5 GND
3 RxD 3 XD
4 GND 5 GND
6 TXD 2 RxD
7 DTR 1 GND
6 DSR
8 RTS 8 CTS

DB-25

RJ-45 Tl Mz DB-9F T Mz
1 CTS 4 RTS
2 DSR 20 DTR

5 GND
3 RxD 2 TxD
4 GND 7 GND
6 XD 3 RxD
7 DTR 6 GND
8 DSR
8 RTS 5 CTS

Pin#
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XM M SSL/TLS QSN

Mo 2 g = As SSU/TLS eI5MeE WE UESRA WM ARSALRE FX| 150t

AH&3OF LTt

1. SN ZX[ol ¥ E2I2X0|M Maintenance (3 X|&2|) > Private Certificate (42! 215
OlsgLCt.

2. Of2fel ®mA|QL &0 7Hel QIZAM HO|X| SFEHO|A Get CSRE 2EISHYAIR. custom.csr THY S
7t L Ct.

Get CSR Restore Defaults

3. opensslexeZ L& BHOE ALE5L0] newcer TS HESIUA:

+ openssl req -new -newkey rsa:2048 -days 3653 -nodes -x509 - keyout ca.key -out ca.cer

2

)2

+ openssl ca -policy policy_anything -config openssl.cnf -cert ca.cer -in custom.csr -keyfile
ca.key -days 360 -out new.cer
4. Import (7t 27))E E&5t0 new.cer LY S SN X2 7HHUAIL,
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CLI §E0 ME

CL 380 E 7|2 &8

Al CUh 2EO0|M AHEELIEL

-1
0x
%
>
<2
Ui
—Ho

IS Telnet EE= SSHE &4l Al2l¥ & MHO| %

NES-EE:

0%

=1y

set hostname=<host name>

Ol Al
set hostname=SN9108CO
M.
= O.

SN9108COE Al2|Y 2& MH Q| ZAE 0|F £ T 02z HETL|CE

read sysinfo

Ol Al:
read sysinfo

M OH.
=23

AMaE SEE BEAZLL

reboot

Ol Al
reboot
49

MBS TYAIE et
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read log

Ol Al:
read log
a4y

A28 235 BEARHCL

quit
Ol Al:
quit
LR

AAEoIM 230k BfLCY,

help

Ol Al:
help
A9

SN9108COE Al2|¥ 2& MHO| TAE 0|2 & HX| 0|20z MFTLICL

menu on

Of| Al

set hostname=SN9108CO
M.

= O.

O& & ZE=2 Maketch
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set logintimeout=<timeout minutes>

O Al

set logintimeout=1

a4y

232 Mgt AlZts 122z AL Mt 2t <timeout minutes>= 0 - 180&

HPAOM X[FELICE gk 02 AlZh Metol glgs 2lblgfLct

— —

=
o
=

N

set securitylevel=<1/2/3>

set securitylevel=1l

A9
Hot yg 12 MEs
AHE 7hsth 2ot 22 otziet & LICt.

+ 1 =High (58)
SSHv2 % HTTPS(TLS v1.2)E M st RE MH|AE H|Zd3tstL|Ct,
¢+ 2 = Medium-High (57t-=8)
SSHV2E 435t HTTPO|A] HTTPS, HTTPS(TLS v1.2) & ICMPE 2|C|&llMBtL|Ct,
¢ 3 = Medium (57hH
SSHV2E &43tst HTTPOA] HTTPS, HTTPS(TLS v1.0, 1.1, 1.2), SNMP Of0|ME £
ICMPZ 2|3 [kt
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nsf name <nsfl/nsf2/nsf3/nsf4> startup <on/off>

Ol Al:
nfs name nsfl startup on
a4y

A AEIO| A|ZHE|X}OMRF XRFS O 2 NSF1 K& XX 2 O E gL

nsf name <nsfl/nsf2/nsf3/nsf4> mount

Ol Al
nfs name nsfl mount
A9

NSF1 M EXIE Or2E U Ch

nsf name <nsfl/nsf2/nsf3/nsf4> unmount

Ol Al:
nfs name nsfl unmount
A9

NSF1 M X OF2EE siMeLCh
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HEYT 4 BHO

CLl B8O & sl HEXHZ 273
EtLi= EFEPDIHE ALE5Ho) 28
¢ ethO: LAN 1
¢+ ethl: LAN 2

+ bond: eth0 & eth12 =&

mo Mo

o= M-

Im

Hl
Im

netconfig

O Al
netconfig
A9

IPv4 3 IPve HERKT F-8u0t MHA ZEE HA[GL|CE

netconfig if <ethO/ethl/bond> <v4/v6> ip <IP address> nm

<subnet mask> gw <gateway address>

Of| Al

Tt E cL EHOooM HE
x|x—|6k OI¢|_||:|.

9|3 QIE{HO|A 0|2 L}

netconfig if eth0 v4 ip 192.168.1.1 nm 255.255.255.0 gw 192.168.1.255

M OH.
=23

19] IP =4 192.168.1.1
« AMBEul OpA3: 2552552550
+ O|EQO] FA:192.168.1.255

netconfig if <ethO/ethl/bond> <dhcp/dhcpv6>
Of Al

netconfig if eth0 dhcp

Ad D

=3:

DHCPE E3dll LAN ZE 19| IP FAE MHTLCY
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netconfig service <http/https/ssh/telnet/base> port
<port number>

Ol Al 1:
netconfig service http port 8080
249 .
HTTP AMH|A ZEZE 80802 HHTHLICH
O|A] 2:

netconfig service base port 10000
A48 2

7|2 AFO| MH|A ZEE 1000022 MH™SH|LC

dnsconfig if <ethO/ethl/bond> <v4/v6> set <pref DNSaddr>
<alter DNSaddr>

Ol Al:

dnsconfig if eth0 v4 set 192.168.0.22 192.168.0.23

49

"192.168.0.22"Z "LAN EZE 1"9| 7|& IPv4 DNS FAZ At "192.168.0.23"= CHA|l IPv4

DNS FAZ MHEstL|CH

dnsconfig if <ethO/ethl/bond> <dhcp/dhcpve>

Off Al
dnsconfig if eth0 dhcp
M.
= O.

DHCPE Ed LAN ZE 19| |Pv4 DNS FAE MHsiL|CE

netconfig ipv6 <on/off>

Of| Al
netconfig ipv6 off
29

IPv6 7|55 HIZd=t gLIL.
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user name <username>

Ol Al

user name gene

S .
=23

ugenengl Al__g_

group
Ol Al:

group name

Ol Al 1:
group name
A9 1.

NS

<groupname/*>

SD1

'SD1'9| A& HEE #A

O Al 2:

group name

A9 2

RE 89 B2 HEFHCL
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session

Ol Al
session
49

WX =2O0lst ALEA BES  EAIRLIC

session name <username> delete

O Al
session name willy delete
M.
=2 O.

EF MM "willy"E ZZEELICE,

session index <index number> delete

Ol Al:

session index 1 delete

LR

QIEIATL 10 EF MME SEELCH

user name <username> pwd <password> group <group name> role <1/2/3> add
O Al:

user name gene pwd pppWWW group SD1 role 1 add

29

AHEXt O|E0]| "gene", HIZHZ It "pppWWW", L E ALEXL A
"SD1"Ql AFAL A E WL

ot

F™O| "role 1", 2&0|

F9|
+ Otz m2tojEe 2EE ARSA 9 FAEYLCE
¢+ role 1: g X}
+ role 2: ZE|X}
+ role 3: AFEX}
o ZF Aol T W2 A|AH” T2 gEE 7|He R gLt
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user name <username> pwd <password>

Ol Al:
user name gene pwd pppWWW
M.
= O.

AEX A "gene"?| HIYHDE "pppWwWW'E HFSHL|CE

user name <username> group <group name>

Ol Al:
user name gene group SDI1
M.
= Oo.

A-EXH AE "gene” & "SD1” AEO| LT

group name <group name> user <username> remove

Ofl Al
group name SD1 user gene remove
MO.
= O.

AL XL AE “gene’s "SD1" D&M ArK|EHL|CH

user name <username> port <port number> priv <0000/0100/0101/0010/0011>

Ol Al:

user name gene port 1,2,3,8,9 priv 0010

A9

ALERL "gene"2| AlZ|Y EE 1, A|l2[® ZE 2, A2|Y ZE 3, AlZ|Y ZE 8 Al2[Y ZE 90j
C

"HA HE dels YR Ch
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+ 0000: No Access (H M2 £

+ 0100: View Only (27| &)

+ 0101 View Only + Config (£7|2t 5| &+47%)
+ 0010: Full Access (BIH| M 2)

e 0011: Full Access + Config (HA| AMA +H7H)

group name <group name> delete

Off Al
group name SD1 delete
MO
= Oo.

“SD1” A& AMMIE L Ch

group name <group name> role <1/2/3> add

Ol Al:
group name SD1 role 1 add
M.
=3

"SD1"0|2t= 0|2 A& ddstn o dd% A5 4 7 “role 1" LEHLICE

+ Otz m2tojEe 2EE AR 9 FAEYLCE
¢+ role 1: g 2|}
+ role 2: ZE|X}
+ role 3: AFEX}
st

o 7 ool ohg B AAY 7R

Of

HgE 7oz oLt

n

group name <group name> port <port number> priv <0000/0100/0101/0010/0011>
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Ol Al

group name SD1 port 1,2,3,5,8,9 priv 0010

A9

A EZE 1, AN2IE ZEE 2 AZ2IY ZE 3 A2 ZE 8, Al2[Y ZE 90

=
tS Lot

:L_E_ IISD»Illgl AlE
"EHA HMAT EE

—

el = Aot EWe o3 2L
+ 0000: No Access (MM A £27hH

+ 0100: View Only (27| &)

+ 0101: View Only + Config (7|2 &5 &+47H)
* 0010: Full Access (1K HA~)

e 0011: Full Access + Config (HIH| AMA +M7)

group name <group name> delete

Ol Al:
group name SD1 delete
M.
=3

"sp1” 1E2S ALR|SHL CF.
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A2l ZE 273 g9

serial

Ol Al
serial

M.
=29

N2|Y mE 222 mAIFLICH

serial port <port number>

Ol Al:

serial port 1

29

A2l ZE 19 A2[g ZE £45 HEAIgUCLL

serial port <port number> log

O Al:
serial port 1 log
29

Fo|: 0] POz ZE HI{Y0| 2dstk|o] RUACt= A oto HSSLICE M5 AFZ2 90
HO|X| ZE HIgE HESAL

serial port <port number> baud <300/600/1200/1800/2400/
4800/9600/19200/28800/38400/57600/115200/230400>

Ol Al

serial port 1,4,7,12 baud 9600

A

A2l ZE 1, A2|¥ ZE 4, Al2[¥ ZE 7, A2|Y ZE 129 & £EE 9600bps2 MHT
L|C}.
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serial port <port number> mode <00/11/12/13/21/22/23>

Ol Al:
serial port 1,3,9 mode 13
49
A2l ZE 1, A2|Y ZE 3, A2|Y ZE 99| 4% &5 BEE "2F #e|"2 2735t SSH
2 TelnetT ZM3lgtL|Ct,
Fol: FHO| AHO|M CtZ mEt0|HE ALESIHO Al2[¥ ZEQ| s REE FHSHUAIR
+  mode 00: HlZY3|
¢+ mode 11: & #2| SSH &/d3tE.
¢+  mode 12: 2 #2| Telnet 243} &.
+  mode 13: 2= #2| SSH X Telnet 25 g3} &.
¢+ mode21: & 2| CIO|HE SSH 243t &,
+  mode 22: & 2| CHO|HE Telnet 8%t 2.
¢+ mode 23: 2& 2| CIO|AME SSH 3 SSH 25F 2d3t &,

serial port <port number> access

Ol Al:
serial port 1 access
49

A2l ZE 10f Y&l

FOl:SN Z2£2 IS0, [Cirl+d]E FENAIL.

serial port <port number> name <port name>
Ol Al:

serial port 1 name Cisco

29

Al2|g ZE 19| ZE 0|52 "Cisco"2 AEgL Lt
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serial port <port number> copyto <*/port numbers>
O Al

serial port 1 copyto *

a4y

HE A2 ZEO A2[E ZE 19| 85 SAteL L

¢ port_numbers®| Ct= ZE L2

22 Z0pE ARZSHAIR (Of: 1, 3,9, 16)
o =mE H9o| A, AR mEQ}

ZE AO[O] THAIE E24AL (Y: 3-16).

mE rjo
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Hed/=7 28 -

backup pwd <password> path <usbl/usb2/usb3/usb4>

Ol Al:

backup pwd pppWWW path usbl

LR

AAE Fd8 BYstn QF UsB E2t0|E "USB1"0f N EgtL|Ct ot O] B mUS
HZHS "pppWWW"'ZE =58t Lt

Z9|: 0] 7|52 SN1100CO / SN1100COD / SNO100CO / SNO100CODO]| 2t sff T LIC}.
restore pwd <password> path <usbl/usb2/usb3/usbé4>

filename <file name>

Ol Al:

restore pwd pppWWW path usbl filename sysconf.dat

=L

QIF Ezto|2 "usB1"e| FE CIHEHZ|MM Y2stEl AL" =E 4 MY "sysconfdat"E =
ot HZHS "pppWWW'E H|ZBHDE S =2tL|Cf

Z=9|: 0] 7|52 SN1100CO / SN1100COD / SNO100CO / SNO100CODO]| 2t s =& L|C}.

backup pwd <password> path <tftp://host address/folder>

Ol Al:

backup pwd pppWWW path tftp://192.168.0.100/ATEN

CEK

IP7F “192.168.0.100", Z=Z7} "/ATEN"Ql TFTP ALO|EO| A|AH =t 48 WRATLICE Lot Of
9ol A H|AUS "pppWWW'R LS BHELICh
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restore pwd <password> path <tftp://host address/
folder> filename <file name>

O Al:
restore pwd pppWWW path tftp://192.168.0.100/ATEN
filename sysconf.dat

.
IP7} "192.168.0.100"0| 0 HAZ7} "/ATEN"°._| TFTP AIO|EO|AM L2otE A|AH SHF 4 oY
"sysconfdat"S 275t10 HEUHS "pppWWW'Z HLHS S s STL|Ct,

backup pwd <password> path <ftp://host address/folder>
ftpuser <username> ftppwd <password>

Ol Al:
backup pwd pppWWW path ftp://192.168.0.100/ATEN ftpuser
willy ftppwd pppWWW

M.

o.
AMAE 24 A - S WASID IP7F "192.168.0.100"0| 10 ZAZ7F "/ATEN"Q! FTP ALO|EO| ME D
O] M MU HLUHS "pppWWW"Z L= 3}EtL|CE FTP AFO|EO| 20157 I ALEXL
O|&2 "willy"o| 219l HEHZ = "pppWWW" Y LI CL.

restore pwd <password> path <ftp://host address/folder>
filename <file name> ftpuser <username> ftppwd
<password>

Of| Al
restore pwd pppWWW path ftp://192.168.0.100/ATEN
filename sysconf.dat ftpuser willy ftppwd pppWWW

M.

= O.

IP7} "192.168.0.100"0| 1 B =7} "/ATEN"O._| FTP AFO|EO|M A|&B 2hd T4 e "sysconf.dat”
S 570110 HZHS "pppWWW'E HIZHZ S SISZLICE FTP AO[E0 20157 ¢t
A8 0|2 2 "willy"0]Z 219 HYHMS = "pppWWW" Y L|C},
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restore pwd <password> path < usbl/usb2/usb3 or tftp://
host address/folder/ or ftp://host address/folder>
filename <file name> ftpuser <username> ftppwd
<password> netconfig if <ethO/ethl/bond> <v4/v6> ip
<IP_address> nm <subnet mask> gw <gateway address> set
hostname=<host name>

O Al

restore pwd pppWWW path ftp://192.168.0.100/ATEN
filename sysconf.dat ftpuser willy ftppwd pppWWW
netconfig if ethO0 v4 ip 192.168.1.1 nm 255.255.255.0 gw
192.168.1.255 set hostname=SN9108CO

29:

IP7} "192.168.0.100"0| 1 Z=Z7} "/ATEN"Ql FTP AFO|EO|AN A|AE =F 4 Y "sysconf.dat”
£ =700 HZHS "pppWWW'R HIYHZ S SiSELICE FTP ALO|E0| 20187| 93t
AFXE 0|2 2 "willy"o|2 219l HUMSE "pppWWW" 4 L|C}

B3 LAN EZE 19| P FAE 192168112, MY OpATE 255255255022, HO|EQ0| F
A 192.168.1.2552 AMELICE "SNI108CO"E Al2|Y 22 MH{O| SAE 0|2 £& FK Of

Ecz d¥gUrct

FOl 57 &Y FAHS IS FTP AIO|EOM Y mAS 7k = WM "ftpuser” H "ftppwd"
7 5

|Ct.

=]
v
=]
2]
1K

us
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"ol gazgol= FHO

update path <usbl/usb2/usb3> filename <file name>

Ol Al:

update path usbl filename SNO1 SN91xx V1.7.161.001.fw

A9

oY EZtolE "usB1'el RE CIHEZ|0| HTE YHO|E M "SNOT_SNITxx_V1.7.161.001.fw"
2 HYYOE YHo|ELLHCH

ZF9|: 0] 7|52 SNO1xxCO / SNO1xxCODOf| 2t &jj &l L|C}.

update path <tftp://host address/folder> filename
<file name>

O Al:
update path tftp://192.168.0.100/ATEN filename
SNO1 SN91xx V1.7.161.001.fw

.
IP7} “192.168.0.100"0|11 ZEZ7} “/ATEN/"Ql TFTP AIO|EO| X & E YUHOIE mY
“SNO1_SN91xx V1.7.161.001.fw"2 HYOE YO o|ETL|CY

update path <ftp://host address/folder> filename
<file name> ftpuser <username> ftppwd <password>

Ofl Al:

update path ftp://192.168.0.100/ATEN filename

SNO1 SN91xx V1.7.161.001.fw ftpuser willy ftppwd pppWWW

M.

= O.

IP7} "192.168.0.100", AZ7} "/ATEN/", FTP AO|EO| MAEE AHO/E mY
"SNOT_SN91xx_V1.7.161.001.fw"E HYOE YOO|ELL|CE 22 ALEXL O[E2 "willy"0| 2
39! HZHS = "pppWWW" R L|Ct.
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ipfilter <include/exclude>

Ol Al:
ipfilter include
29

Zo ZEOM 1P BH YsE 2ESEUCL

ipfilter off

Ol Al:
ipfilter off
49

P 2H 7|55 HEdstetL

ipfilter

O Al:
ipfilter
A9

2E TE X7 222 BABLUC

ipfilter cond <filter condition> add

Ol Al:
ipfilter cond 192.168.0.10 add
M.
= o

O IP FAE ZE/HS LUE XA F SILIE "192.168.0.10"S 7L C}.

o
o Ci Fa FELS ZOIE AMBSIMAIR (0f: 192.168.1.10, 192.168.1.99)
o P FA MO AL AR FAQL B FA ALO|0f CHAIZ WOAAIR (O 192.168.0.10-
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ipfilter index <index number> delete
Ol Al:

ipfilter index 1 delete

49
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A HH Yol

-1 O O

acctp

Ol Al:
acctp
29

acctp name <min length>

Ol Al:
acctp name 8
a9

AHEXL O|59| %4 ZOIE 87| o422 HHTLLCE <min length> LF2t0[E Q| A 7ts53t

e 1-32 uct.

acctp pwd <min length>

O Al:

acctp pwd 8

CEK

HZ2@MZO| x4 ZO|E 87§ O|d2=2 AEYLICL <min length> MEHOIHO| AL Tts

1-32 YL|LCt.

acctp pwdup <on/off>

Off Al
acctp pwdup on
CEK

HIZ2H=0| HOj= StLte| CEAMZE e E|0foF S Lt

—

> o
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acctp pwdlow <on/off>

Ol Al:
acctp pwdlow on
a4y

HIZ2HSO| 2FXH7F StLp O] Z2tk|ojof LTt

acctp pwdspec <on/off>

O Al
acctp pwdspec on
MIH.
=2 O.

HIZ2HS0| =2 oF 2| Ap7h ZEE|0{0F gLCt.

set systime=<YYYMMDDHHMMSS>

Ol Al:

set systime=20221005133400

49

=R/ = 10/05/2022, AlZE = 13:34:00 (YYYY: H&, MM: &, DD: &, HH: A|, MM: &, SS: X)&2

A" AZtE =5 28Ut

set ntp=<pref NTPaddr> <alter NTPaddr>

Of| Al

set ntp=192.168.0.31 192.168.0.32

AE:

NTP MH 192.168.0.318 7|2 NTP FAZ, 192.168.0.325 [ NTP FTAZ ALESI0 A|AH
AZtE S7|ztetL Ct.
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set timezone=<timezone number>

Ol Al

set timezone=61

Azt 55

1. (GMT-12:00) Eniwetok, Kwajalein

2. (GMT-11:00) Midway Island, Samoa

3. (GMT-10:00) Hawaii

4. (GMT-09:00) Alaska

GMT-08:00) Pacific Time (US & Canada); Tijuana
GMT-07:00) Mountain Time (US & Canada)
GMT-07:00) Arizona

GMT-06:00) Central Time (US & Canada)
GMT-06:00) Mexico City

10. (GMT-06:00) Saskatchewan

11. (GMT-06:00) Central America

12. (GMT-05:00) Eastern Time (US & Canada)
13. (GMT-05:00) Indiana (East)

14. (GMT-05:00) Bogota, Lima, Quito

15. (GMT-04:00) Atlantic Time (Canada)

16. (GMT-04:00) Caracas, La Paz
17.( )
18. ( )
19.( )
20. ( )
21. ( )
22.( )

5.
6.
7.
8.

)
)
)
)
)
)

0.

. (GMT-04:00) Santiago
. (GMT-03:30
. (GMT-03:00) Buenos Aires, Georgetown
. (GMT-03:00
. (GMT-03:00) Greenland
. (GMT-02:00) Mid-Atlantic

23.(GMT-01:00) Azores

24. (GMT-01:00) Cape Verde Is

25. (GMT) Casablanca, Monrovia

26. (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

27. (GMT+01:00) Amsterdam, Copenhagen, Madrid, Paris, Vilnius

28. (GMT+01:00) West Central Africa

29. (GMT+01:00) Belgrade, Sarajevo, Skopje, Sofija, Zagreb

30. (GMT+01:00) Bratislava, Budapest, Ljubljana, Prague, Warsaw

Newfoundland

Brasilia

ZICHE (GMT+09:00) @At AFZEZ2, T2 MABILICEH A|ZHD] HS = ofgf A|ZtCH

211



Al2|g 2& MH ALEAF A

31. (GMT+01:00) Brussels, Berlin, Bern, Rome, Stockholm, Vienna
32. (GMT+02:00) Cairo

33. (GMT+02:00) Harare, Pretoria

34. (GMT+02:00) Jerusalem

35. (GMT+02:00)
36. (GMT+02:00) Helsinki, Riga, Tallinn

37. (GMT+02:00) Athens, Istanbul, Minsk

38. (GMT+03:00) Kuwait, Riyadh

39. (GMT+03:00) Nairobi

40. (GMT+03:00) Baghdad

41. (GMT+03:00) Moscow, St. Petersburg, Volgograd
42. (GMT+03:30) Tehran

43. (GMT+04:00) Abu Dhabi, Muscat
44, (GMT+04:00) Baku, Thilisi, Yerevan
45, (GMT+04:30) Kabul

46. (GMT+05:00) Islamabad, Karachi, Tashkent
47.(GMT+05:00) Ekaterinburg

48. (GMT+05:30) Calcutta, Chennai, Mumbai, New Delhi
49. (GMT+05:45)
50. (GMT+06:00) Astana, Dhaka

51. (GMT+06:00) Sri Jayawardenepura
52. (GMT+06:00) Almaty, Novosibirsk
53. (GMT+06:30) Rangoon
54.( )
55.( )
56. ( )
57.( )
58. ( )
59.( )
60. ( )

Bucharest

Kathmandu

. (GMT+07:00) Bangkok, Hanoi, Jakarta
. (GMT+07:00) Krasnoyarsk
. (GMT+08:00) Beijing, Chongging, Hong Kong, Urumgqi
. (GMT+08:00) Perth
. (GMT+08:00) Kuala Lumpur, Singapore
. (GMT+08:00) Taipei
. (GMT+08:00) Irkutsk, Ulaan Bataar
61. (GMT+09:00) Osaka, Sapporo, Tokyo
62. (GMT+09:00) Seoul
63. (GMT+09:00) Yakutsk
64. (GMT+09:30) Darwin
65. (GMT+09:30) Adelaide
66. (GMT+10:00) Canberra, Melbourne, Sydney
67. (GMT+10:00) Brisbane
68. (GMT+10:00) Guam, Port Moresby
69. (GMT+10:00) Hobart
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70. (GMT+10:00) Vladivostok

71. (GMT+11:00) Magadan, Solomon Is, New Caledonia
72. (GMT+12:00) Fiji, Kamchatka, Marshall Is.

73. (GMT+12:00) Auckland, Wellington

74. (GMT+13:00) Nuku'alofa
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