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FW Upgrade

In FWUpgradeall KE devices that are online are listed, allowing you to select
which devices get upgraded. New firmware versions can be downloaded from

our
late

website as they become available. Check the website regularly to find the
st upgrade packages.

To upgrade the firmware do the following:

1.

Go to our website and download the firmware upgrade package
appropriate to your KE device.

Open your browser and log in to the KE Manager with an administrator’s
account.

Click the Settings icon; select the FW Upgrade tab, the FW Upgrade
page appears:

All the devices that are capable of being upgraded are listed.

6.

Note: Only online devices show up in the list. Offline devices do not get
upgraded.

Check the checkbox in front of the devices you want to upgrade. Uncheck
the devices that you do not want to upgrade.

Click Browse. Navigate to the directory where the firmware upgrade file
is located and select it.

Enable or disable Check FW Version

+ If you enabled Check FW Version the current firmware level is
compared with that of the upgrade file. If the current version is equal to
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7.

or higher than the upgrade version, a popup message appears, to inform
you of the situation and stops the upgrade procedure.

¢ Ifyou didn't enable Check FW Version, the upgrade file is installed
without checking what its level is.
+ If you cancel the firmware upgrade, you have to wait 12 seconds

before you can disable Check FW Version and restart the firmware
upgrade.

Click Upgrade to start the upgrade procedure. As the upgrade proceeds,
progress information is shown on the screen. Once the upgrade completes
successfully, the devices will reset.

Log in to each device and check the firmware version to be sure it is the
new one.

Firmware Upgrade Recovery

If the Upgrade Succeeded screen doesn't appear or the upgrade procedure is
abnormally halted (due to computer crash, power failure, etc.), the device may
become inoperable. If you find that the device does not work following a failed
or interrupted upgrade, do the following

1.

Power off the KE device.

2. Press the Reset button, then power on the KE device while holding Reset.
3.
4

Hold Reset for 7 seconds after the device is powered on.

. The device will revert to a previous firmware version and recover from the

failure.

Upgrade the firmware to the most current version available.
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Redundancy

The Redundancy tab allows you to set up a backup computer in case the
computer hosting the KE Manager goes offline. If the KE Manager goes
offline, the secondary computer will automatically take over operations,
allowing all connections to continue without disruption — with only a brief
period of 30 seconds when new connections can't be started. When the primary
computer comes back online it retrieves the updated database from the
secondary computer and re-takes all KE Manager operations.

A CCKM supports up to 5 secondary servers.

To set up Redundancy, do the following:

1. Install KE Manager on a secondary computer with a USB license key. For
detailed instructions, see page 176.

Note: A second USB license key is required if you have more than 8 KE
Series devices in your setup.

2. On the secondary computer, log in to the KE Manager, click [@] and go to
the Redundancy tab.
Generl ANMS FW Upgrade Redundancy BackupRestors Carlificates Sessions

Mode Primary ® Secondary
Berver 1D

Server Haus

Database Stalus

¥ Enable Redundancy

FIMAary Server IF

3. Check Enable Redundancy and select the Secondary radio button.

4. Use the Primary Server IP drop-down menu to select the primary IP
address.

5. Click Save.

6. Redundancy is now running on the secondary computer.
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7. On the primary computer, log in to the KE Manager, click [@] and go to
the Redundancy tab.

General ANMS FW Upgrade Redundancy Backup/Restore Certificates Sessions

Mode @) Primary Secondary

T08BCDTFD11E0000

W

tatus Working
Database Status

Enable Redundancy

Secondary Server IP

Usemams @

Password

8. Check Enable Redundancy and select the Primary radio button.

9. Use the Secondary Server IP drop-down menu to select the secondary IP
address.

10. Enter the Username and Password of the secondary computer’s local
administrator account.

11. Click Save.

12. Information about the Redundancy status can be found in the event log
(see Log, page 247 for details).
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Backup

To back up system configuration settings, do the following:

1. (Optional) In the Backup panel, check Add Password, and provide a
password for the backup file.

Note: Providing a password is a security feature — if you provide a
password, you will need to give the same password in order to
restore the configuration settings from this file.

2. Click Backup.
3. In the dialog box that comes up, Click Save to save the configuration file

(System.conf) to a location on your hard disk.

4. Navigate to the directory where you want to save the file and click Save.
Restore

To restore system configuration settings, do the following:

1.
2.
3.

In the Restore panel, click Browse.
Navigate to the directory where the backup file is located and select it.

When you return to the Backup/Restore page enter the password you set
when the backup file was created.

Note: If you did not set a password for the file, leave the field blank.

Click Restore.

Click OK to confirm that you want to restore the configuration data.

When the Restore procedure is in process, a message stating that the KE
Manager will restart will appear. After a short while the KE Manager
closes and refreshes at the log in screen. When it comes back up the
configuration settings that were restored from the backup file are in effect.
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Certificates

This tab provides information about Private Certificates:

Gangral ANMS FW Upgrads Radundaney BackupRistonn Cortificains Seasicos

Issued To
Common Name (CH) ATEN INTERNATIONAL CO.LTD

Cngamizats ATEM INTERNATIOMAL COLTD

Onganzatson Unit (G4
Country (C} ™
State or Province (3T}

Lecably (L)

Email Address (E)

Senial Number 0030 S0 AS CA TF-40-B5 18

Issued By
ATEN INTERNATIONAL CO. LTD
ATEN INTERNATIONAL CO_LTD

RAD

Validity
Issued On 180T 054343
Enpres On 200600316 05,4043
Fingerprints.
SHAN Fingerprirt 557777 1) B7-AS 4000 17 E&AD A AC 5F &8 CB 65 B5 A5

Private Certificate

When logging in over a secure (SSL) connection, a signed certificate is used to
verify that the user is logging in to the intended site. For enhanced security, the
Private Certificate section allows you to use your own private encryption key
and signed certificate, rather than the default ATEN certificate.

There are two methods for establishing your private certificate: generating a
self-signed certificate; and importing a third-party certificate authority (CA)
signed certificate.

¢ Generating a Self-Signed Certificate

If you wish to create your own self-signed certificate, a free utility —
openssl.exe — is available for download over the web. See Self-Sgned
Private Certificates, page 380 for details about using OpenSSL to generate
your own private key and SSL certificate.

¢ Obtaining a CA Signed SSL Server Certificate

For the greatest security, we recommend using a third party certificate
authority (CA) signed certificate. To obtain a third party signed certificate,
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go to a CA (Certificate Authority) website to apply for an SSL certificate.

After the CA sends you the certificate and private encryption key, save

them to a convenient location on your computer.

¢ Importing the Private Certificate

To import the private certificate, do the following:

1. Click Import from the bottom of the Private Certificate page, shown here:

2. Click Browse to the right of Certificate Filename; and browse to where
your certificate file is located; and select it.

3. Click Import to complete the procedure.

Note: Clicking Restore Defaults returns the device to using the default ATEN

certificate.

Certificate Signing Request

The Certificate Signing Request (CSR) section provides an automated way of

obtaining and installing a CA signed SSL server certificate.

To perform this operation do the following:

1. Click New. The following dialog box appears:

Country (2 letter code)

Stabe of Province [ST)

Lee wy

Cvganization {0}
Organizaticn Unit (U]
Common Name (CH)
Email Address (E)

CANCEL SREATE

2. Fill in the form — with entries that are valid for your site — according to the
example information in the following table:

Information Example
Country (2 letter code) TW
State or Province Taiwan
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Information Example
Locality Taipei
Organization Your Company, Ltd.
Organization Unit Tech Department
Common Name mycompany.com

Note: This must be the exact domain name of the site
that you want the certificate to be valid for. If the site’s
domain name is www.mycompany.com, and you only
specify mycompany.com, the certificate will not be valid.

Email Address administrator@yourcompany.com

3. After filling in the form (all fields are required), click Create.

A self-signed certificate based on the information you just provided is now
stored on the KE Manager software.

4. Click Get CSR, and save the certificate file (Csr.cer) to a convenient
location on your computer.

This is the file that you give to the third party CA to apply for their signed
SSL certificate.

5. After the CA sends you the certificate, save it to a convenient location on
your computer. Click Import to locate the file; then click Import to store
it on the KE Manager.

Note: When you upload the file, the KE Manager checks the file to make sure
the specified information still matches. If it does, the file is accepted; if
not, it is rejected.

If you want to remove the certificate (to replace it with a new one because of a
domain name change, for example), simply click Restore Defaults.
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Sessions

The Sessions tab shows all of the users that are logged into KE Manager and
OSD sessions and provides information concerning the “who, where and
when” of each session. This page also gives the administrator the option of
forcing a user logout by selecting the user and clicking Kill Session next to
each user.

Gensml ANMS FW Upgrace Redundancy Bakup/Rastore Caificates Seysions
Usemama > User Type Servie  u P = Login Time & Last Access o Cyperation
auecli Adminisirator SOK 192 162.0.72 M0 2231014 20THA3 | Kill Session

92 168.0.71 2017708725 14.54.02 m

y Super 0F 7 4:02 Kill Sesasn
administrator Adminisirator HTTPS 152 188.0.11 201T0M25 16:02:00  MNTHOA2S 16:02-14 | Kill Sassson

+ Usernamerefers to the user that logged in to establish a session.
¢ User Typerefers to the account type of the user.

+  Servicerefers to how the user logged into their session — via KE Manager,
Command Line, or OSD.

¢ |P refers to the IP address from which the user has logged in.
+ Login Timerefers to the date/time that the user logged into the session.
+ Last Accessrefers to the last time the user session was active.

+ Operation provides the Kill Session button to force a user logout.
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Chapter 8
Connections

Overview

The Connections panel is found on the KE Matrix Manager Main Page, just
below System Status. Connections provides a diagram of current Transmitter
to Receiver connections. Before connections are established the panel appears
blank, as shown below. To connect Receivers to Transmitters, use the | nstant
Link panel (page 192), or create a connection Profile (page 242).

When connections are made, clicking a device in the left column provides a
way to view the connection, hovering the mouse cursor over the connection
diagram in the right column allows you to disconnect the device, as explained
in the sections that follows.

CCKM

WTEN | & asicanager

Welcome i e KE Mako Manager [

m System Status o
[romsmiter ———— ]
Active Stans-y off-ine Total Active Stand -ty f-ine: Total
1 =2 o 13 2 111013

Onine | e Total Mt seheduie Wwarnng Exrar. Infomation

1 ' 4 3 |[Profile2 2daysl... 2389 9 (2

Fedundancy Status: [Frimary] [Werkng]
e i
EHconnections =l v O

Y Transmitter Recalver

@\

4 Instant Link
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Connections

When Receivers connect to Transmitters, they appears in the Connections
panel. There are two columns — each lists either Transmitters or Receivers. The
columns can be swapped by clicking the TX-RX or RX-TX button. Devices in
the left column can be clicked to display their connection to devices, shown in
the right column. Connections, shown in the right column, can be disconnected
by clicking the X over the connection diagram.

BConnections

T Transmitter

KEBSS0T61

R (= | O
Receiver
a afministrator (share)
a administrator (Oecupy)

Item

Description

On the heading bar under Connections, click this icon to
change the sort order of the Transmitters or Receivers
listed in the left column.

Left Column

Click a device in the left column to view its connection in
the right column. A diagram to its connected device(s)
appears in the right column.

Right Column

The right column displays a connection diagram when a
device in the left column is selected. Move the mouse
cursor over the diagram and click X to disconnect the
devices. This column also shows the user and access
type (Exclusive, Occupy, Share, View Only) used to
establish the connection.

Transmitter

Lists Transmitters that are online and connected to
Receivers.

Receiver

Lists Receivers that are online and connected to
Transmitters.

[ TX-RX

Click to view Transmitter to Receiver connections. This
will list Transmitters in the left column so that they can be
selected to view their connection diagram, shown in the
right column.

I

Click to view Receiver to Transmitter connections. This
will list Receivers in the left column so that they can be
selected to view their connection diagram, shown in the
right column.
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Item Description
™~ (_3Iic_k this icon _to Refresh the Transmitters and Receivers
R/ list in Connections panel.
Undo Click this icon to undo the most recent disconnection.

Based on the different access types, users attempting to connect to device ports
that are already being accessed by another user may or may not be able to
connect. See the table below for scenarios where users are granted (O) or
denied access (X).

New Connect
Att t A n
Currently S Exclusive Share Occupy View Only
Connected

EXCLUSIVE X X X X
Share X (¢} X 0
Occupy X X (0] (0]
View Only X (¢} 0 0
None (0] (0] O O

269



KVM over IP Matrix System User Manual

270



Chapter 9
Scheduled Profile

Overview

The Scheduled Profilepanel is found on the KE Matrix Manager Main Page,
just below Connections. Scheduled Profiles displays connection profiles that
have been scheduled. Click Go to Schedule to edit and create profile schedules
(page 246). To create Profiles, see page 242.

CCKM

“TEN | KE Matrix Manager

oL

Wakoma o the KE hlotix Manoger 14

1 4 3 [Profile2 zaysl 13591797 12..,
Redundancy Status: [Pemary| [Worong|

EConnectlons ECEE <~ Ks
T Receiver Transmitter

[X]scheduled Profile O

Prisial |

Description

170901 0100 170901 8400 | Pays labar

2017-10-10 86 10 A lati

171013 0645

& Instant LInk

Item

Description

Headings

The headings provide the schedules: Name, Description,
Start, End, and Status. Start and End show the time/date
the profile is scheduled to begin and end. Status displays
the number of days until to the next scheduled run.

Go to Schedule

Clicking Go to Schedule opens the Profile settings page
which allows you to create and edit connection profiles.
See Profile, page 242 for details.

™~ Click this icon to Refresh the connections list in the right
./ column.
Undo Click this icon to undo the most recent disconnection.
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Chapter 10
Sessions

The Sessions panel is found at the bottom of the KE Matrix Manager Main
Page, just below Scheduled Profile. Sessions displays information about users
logged into devices and the KE Matrix Manager web GUI. Click Go to
Sessions to view the settings page (see page 271).

CCKM
ATEN | KE Matrix Manager

o

Whiicomie o fha KE Malrix Maragar Latpt

st

[Elscheduled Profile s}
Profile Description Start End Status
Posbis2 2170001 0100 7001 04:00 Suays tater
Poctiat TI00518 | PNTAEAI 0845 41days ke
|
|
Elsessions s )
Usarnama User Laval Sarvice 1P Login Time Last Access Operation
Bt Seper Usar | 50 192 168,071 LN | 20170829 1116 | 1l Seasion
U R TR [ e
Jossy Sdmanates | 050 | mwaerz | wwowais | wieessin | [ waSese | .
{1\
il i
& Instant Link

Item

Description

Headings

The headings provide information about each user
session: Username, User Level, Service, IP, Login Time,
and Last Access. For more details about each heading,
see Sessions, page 271.

Go to Sessions

Clicking Go to Sessions opens the Sessions settings
page which provides a page displaying the same
information found in this panel.

™
R/

Click this icon to Refresh the Sessions list.
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Windows and Java Client Viewer (web access)

The Windows and Java Client Viewer is accessible via a web browser.

KEG340AIT

Download Windows Client AP

Download Java Client AP

At the login screen of the Remote Viewer page, enter the username/password
and click Login. You can change the login language by using the language
drop-down menu.

A second or two after, the video source(s)’ display appears as a window on
your desktop:

il #
OECOQAEea\vaaa si
[ No signal. I
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The control/access is laid out in the control panel. Refer to The Control Panel
on page 281 for access/control information.

By default, if you use Internet Explorer as your browser, the Windows Client
viewer is used. If you use other browsers, the Java Client viewer is used.

If you manually set the preference to Java Client when you use Internet
Explorer as your browser, the Java Client viewer is also used.
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B KEG6920R / KE6922R

Y r

B KE8900SR
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B KE8900ST
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B KE9900ST
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RS-232 Pin Assignments

Pin assignments for the Transmitter and Receiver’s rear RS-232 port that is
used for connecting to a serial terminal are given in the table, below:

Pin Assignment

1 N/A None

2 RXD Receive Data 12345

3 TXD Transmit Data L

4 DTR Data Terminal Ready O O
5 GND Signal Ground

6 DSR Data Set Ready é 7" é|3 .il

7 RTS Request to Sent DB9 Male

8 CTS Clear to Sent

9 N/A None

Transmitter Front RS-232 Port
Pin assignments for the Transmitter’s front RS-232 port that is used for
connecting to a computer for serial control are given in the table, below:

Pin Assignment

1 N/A None

2 TXD Transmit Data 12345

3 RXD Receive Data L

4 DSR Data Set Ready O O
5 GND Signal Ground

6 DTR Data Terminal Ready ll: 7|’ i|3 Eli

7 CTS Clear to Sent DB9 Female

8 RTS Request to Sent

9 N/A None

382



Appendix

Multicast IP Address

Multicasting helps to broadcast audio and video data from a transmitter to
multiple Receivers over a network. To setup up Multicasting on a network
switch you must know the Audio and Video Multicast IP address which can be
found on the KE Transmitter. To determinate the default Multicast IP address
set by the KE device use the instructions below. The Multicast IP addresses can
be set manually using Telnet.

KE Multicast Rule
All Audio and Video Multicast IP addresses use the format: 230.X.Y.Z.

X.Y.Z relates to the Transmitter’s IP address and 230 is always the first octet
of a Multicast IP address. You use the Transmitter’s IP address to find X and
then use it to calculate the Audio and Video Multicast IP address.

Multicast IP Formula

To calculate the Audio and Video Multicast IP address, use the Transmitter’s
IP address to determine X and then use the appropriate table below to calculate
the Multicast IP address for each data stream (audio/video).

Example:
Transmitter IP Address: 172.16.27.146; (172.X.Y.Z)
X =16

If X is between 0 ~ 127

Video Audio Multicast Multicast
Transmitter IP | X X + 128 X + 192 Video IP Audio IP
Address Address
172.16.27.146 | 16 | 16 +128 = | 16 + 192 = | 230.144.27.146 | 230.208.27.146
(example) 144 208
_ +128=|__ +192=
230._ . . |(2%._ . .
_ +128=|__ +192=
230._ . . |23%0.__ . .
_+128=|__ +192=
230._ . . |2%._ . .
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If X is between 128 ~ 192

Transmitter | X-128 | Video | Audio Multicast Multicast
P A A+128 | A+ 192 Video IP Audio IP
- Address Address
172.168.27.14 | 168 -128 | 40 + 128 | 40+ 192 | 230.168.27.14| 230.232.27.14
(example) = @ =168 =232
128 | +128 | +192
= = = 230. . . |230._ . .
128 | +128 | +192
= = = 230. . . 230 . .
128 | +128 | +192
= = = 230 . . |23 .
If X is 192 or higher
Transmitter | X-192 | Video | Audio Multicast Multicast
P =A A+ 128 A+192 Video IP Audio IP
Address Address
172.200.27.14 | 200-192 | 8+ 128 | 8+ 192 | 230.136.27.14| 230.200.27.14
(example) | =8 =136 |=200
_-192 | +128 | +192
= = = 230 . . |230._ . .
o192 | +128 | +192
= = = 230 . . |230. . .
_-192 | +128 | +192
= = = 230. 230.

384



Appendix

Keys to Network Performance

For optimum performance, KE Series devices requires high amounts of data to
be transferred across a network; therefore we recommend the following
strategies to setup KE Series devices. Using our suggestions will provide better
performance and the highest video resolutions possible. Use each of the keys
to ensure the best transmission of data and the highest throughput possible.

Build a Network Diagram

To build an effective KE installation, start by mapping out the layout. Create a
diagram with the KE devices, computers and routers along with how they will
be connected across the network. It also helps to write out how the devices will
interact. Use this diagram as the frame work as you decide what devices to

purchase and how to build the network effectively for the best data throughput.

Considerations:

+ If possible, create a private network for the KE devices
¢ Use the same switch model throughout

¢ Use a flat cascaded layout

¢ Avoid a tree or pyramid structure

+ Limit cascades to two levels

+ Install network switches near each other

* Minimize the distance of connections

¢ Install KE Matrix Manager (CCKM) computer and KE devices on the
same subnet

¢ Check the 3 Other Factors before installation

Other Factors

B Choose the Right Cable

Always use Cat 5/6e Ethernet cable or higher installed by a professional
between any two devices you are installing. We recommend using ATEN
Brand Ethernet cable to ensure the quality. It’s best when installing KE devices
to use brand new Ethernet cabling for each part of the installation to ensure the
reliability of the data being transmitted. This is a key to getting the best
uninterrupted video resolution across the network.
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B Determine the Distance

Distance is an important factor when setting up networks, with a shorter
distance and fewer hops through routers, data can be transmitted more
efficiently. So whenever possible decrease the distance and direct network
traffic effectively between subnets that communicate with each other to
increase the data throughput.

B Ensure the Bandwidth

Ensuring the bandwidth ahead of time will guarantee performance before
installing KE devices on a network. This will eliminate the primary cause of
problems related to video quality and transmission of data. If the speed is right
at all ends of your network, then the only other causes are derived from device
failure or limits caused by a router, switch or device setting.

Sample Network Diagram

G KE&S00R

==
Consale port

D KEGS00R

Layer 2 Switch

% KE6900R
n ep::r.‘rt

I |
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Choose a High Performance Switch

A high performance network switch is the means of a successful KE setup.
When choosing a network switch, first select the type:

Layer 2 or Layer 3 Switches

You’ll need to determine whether you need a layer 2 or a layer 3 switch for
your KE network. Layer 3 switches cost more than layer 2 switches because
they are more complex and handle more network traffic. The best way to
calculate which type of switch you need is to first determine if you will have a
dedicated network for the KE devices or if the KE devices will be on a network
that shares throughput with other network equipment such as computers,
servers and printers. If they share the network with other devices its best to
consider a layer 3 switch and use layer 2 switches exclusively for the KE device
connections. For larger installations we recommend using Layer 3 switches.
The major differences are:

Layer 3 Switch: IP addresses in packets are examined and intelligent
forwarding decisions are made. On a larger network broken into subnets
across long distances, a layer 3 switch becomes the best choice as they
can improve network efficiency and provide better traffic flow. They
are better at directing more traffic to different locations on a larger more
complex network, and with layer two switches working below them.

Layer 2 Switch: Packets are examined and forwarded using only the
MAC address. If you have a small central network, a layer 2 switch
should do the job. If the network is exclusive and will only transmit the
bandwidth of KE devices, layer 2 switches with the correct settings can
get the job done effectively.

Considerations

Number of ports

Choose a switch that has enough ports to match the number of KE devices you
will be installing. Switches typically come in 5, 8, 10, 16, 24, 28, 48, and 52-
port configurations. If you are installing 13 KE transmitters and 13 KE
receivers, you will need to purchase a switch with at least 28 ports.

Stackable verse Standalone

Stackable switches allow you to easily manage and configure ports spanning
across multiple switches that the KE devices are connected through. This
provides a centralized method to configure and troubleshoot the initial setup of
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KE devices on a network which makes fine tuning the bandwidth, data
throughput and video quality easier. Stackable switches can be configured to
direct the KE transmissions between many units more specifically and
effectively. Standalone switches provide the same configuration features as
Stackable switches but they must be set individually.

Stackable switches provide an easy way to manage multiple switches, as one
unit. For example, instead of configuring, managing, and troubleshooting 6 28-
port switches individually, you can manage the six as if they are a single unit
using Stackable Switches. The six switches (168 ports) function as a single
switch and are managed from one web or GUI interface.

What Stackable Switches Can do:

1. Create a link aggregation group with one port in one unit of the stack and
another port of that group in another switch in the stack.

2. Select a port on one switch in the stack and mirror the traffic to a switch
port on another unit of the stack; thus copy the configuration to direct
traffic more effectively between KE devices.

3. Apply custom ACL security settings to any port on any switch in the stack.

4. Stackable switches can be setup in a ring configuration, so that if a port or
cable fails, the stack automatically routes around the failure, at
microsecond speeds. Stackable Switches also allow you to add and remove
stack “members” which are automatically updated and recognized as such.

Switch Specifications

The following specifications are recommended when choosing a layer 2 or
layer 3 switch:

+ 1000Mbps Gigabit Ethernet switches (1000Mbps or faster Ethernet ports)
+ High bandwidth between switches, if possible using Fibre Channel

+ Layer 3 switches that efficiently processes IGMP queries

¢ IGMP Snooping v2 or v3

+ Flow Control Functions

¢ Throughput of: Full Duplex, 1Gbps up- and down- stream speeds per port

¢ Performance of their most onerous tasks (e.g. IGMP snooping) with
multiple dedicated processors (ASICS)

¢ Use the same switch make and model throughout each subnet
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¢ The maximum number of simultaneous ‘snoopable groups’ the switch can
handle meets or exceeds the number of KE transmitters that will be used to
create Channel groups

Configuring Switches and KE Devices

Configuring the switch correctly will pass data more efficiently, allowing a
better stream across the network to each KE device. The following settings will
help optimize your network traffic through a switch:

¢ Enable IGMP Snooping on L2 switches
¢ Enable IGMP Querier on the L3 switch

+ Enable IGMP Fast-Leave on all switches where KE units are directly
connected

¢ Enable Spanning Tree Protocol (STP) on all switches and enable Portfast
exclusively on switch ports that have KE units connected

* Pick an appropriate forwarding mode on all switches. Use Cut-through if
available, or Store and Forward (see Recommended Network Switches
below)

KE transmitter Settings:

* Adjust the KE transmitter settings one at a time, in small intervals, and
view the images as you do, so that you can adjust to the positive or
negative results and achieve the best quality and bandwidth possible

¢ If the quality of color is important, set the Color Depth to 24 bits (KE69
Series) or 36 bits (KE89 Series) and manually adjust other settings until
you are satisfied with the visual appearance

¢ If moving video images are shown frequently, increase the Video Quality
setting to the highest level and reduce the Bandwidth Limit and Color
Depth setting.

+ When images on the screen are more often static, increase the Background
Refresh and/or the Video Quality settings

¢ Check that all KE units have been updated with the latest firmware version

Recommended Network Switches

Below are the network switches that have passed ATEN's stress tests using the
KE Series extenders. Our tests streamed content over a network with a
resolution of 1920 x 1200 @60Hz (KE69 Series, KE8900S, KE9900ST); 24 bit
color depth and 3840 x 2160 @30Hz (KE8950 and KE8952); 36 bit color
depth.
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* Cisco Catalyst 2960X / Catalyst 2960XR / Catalyst 3750
¢ HP Procurve 2920

¢ H3CS5120

¢ Huawei S5700

¢ DLink DGS-1510
Please refer to the FAQ link below on how to select network switches and
network switch information collected by ATEN Customer Service Division,

where the collected information includes customer's feedback from their actual
experience in using and installing the product(s).

https://eservice.aten.com/eServiceCx/Common/FAQ/view.do?id=6276
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Additional Mouse Synchronization Procedures

If the mouse synchronization procedures mentioned in the manual fail to
resolve mouse pointer problems for particular computers, try the following:

Windows:

Note: In order for the local and remote mouses to synchronize, you must use
the generic mouse driver supplied with the MS operating system. If you
have a third party driver installed - such as one supplied by the mouse
manufacturer - you must remove it.

1. Windows 2000:

a) Open the Mouse Properties dialog box (Control Panel — Mouse —
Mouse Properties)

b) Click the Motion tab
c¢) Bring the mouse speed to the middle position (6 units in from the left)
d) Set the mouse acceleration to None

Buttons | Poirters Motion | Harcware |

~Speed

™" Adjust how fast your pointer moves

Sow .....¢.. ... Fast

[~ Acceleration

[%—;—;-; Adjust how much your pointer accelerates as

= you move it faster

& Honel CLow Medum ¢ High

~Snap to default

@ I Move pointer o the default bullon in diakeg baves

oK I Cancel | Apply |

2. Windows XP / Windows Server 2003 / Windows 7 / Windows 8 /
Windows 10:
a) Open the Mouse Properties dialog box (Control Panel — Mouse)

(For Windows 10, click Start — Devices — Mouse — Additional
mouse options)
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b) Click the Pointer Options tab

¢) Bring the mouse speed to the middle position (6 units in from the left)

d) Disable Enhance Pointer Precision

Mouse Properties

Buttons || Poirters | Pointer Options | Wheel | Hardware

Motion

elect a pointer speed:

Slow J

Enhance pointer precision

Snap To

Automatically move pointer to the default button in a
dizlog box
X

Visibility

% [ Display poirter trsiis
[ [ Hide poirter whie typing

[[] Show location of poirter when | press the CTRL key

3. Windows ME:

Set the mouse speed to the middle position; disable mouse acceleration
(click Advanced to get the dialog box for this).

4. Windows NT / Windows 98 / Windows 95:

Set the mouse speed to the slowest position.

Sun / Linux

Open a terminal session and issue the following command:
Sun: xset m 1
Linux: xset m O

or
xset m1l

(If one does not help, try the other.)
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Virtual Media Support

WinClient ActiveX Viewer /| WinClient AP

*

*

*

*

*

*

IDE CDROM/DVD-ROM Drives — Read Only
IDE Hard Drives — Read Only

USB CDROM/DVD-ROM Drives — Read Only
USB Hard Drives — Read/Write*

USB Flash Drives — Read/Write*

USB Floppy Drives — Read/Write

* These drives can be mounted either as Drives or Removable Disks
(see Virtual Media, page 295). Mounting them as removable disks allow
booting the remote server if the disk contains a bootable OS. In addition,
if the disk contains more than one partition, the remote server can access
all the partitions.

ISO Files — Read Only
Folders — Read/Write

Smart Card Readers

Java Applet Viewer / Java Client AP

*

*

ISO Files — Read Only
Folders — Read/Write

Note: 1. The Java Client supports Virtual Media in the same way as WinClient

does — however, the account should have Administrator level
privilege.

2. Folder mapping uses a FAT16 file system, so there is a 2G limitation.
Virtual Media only supports ISO files less than 4G.
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Setup CCKM Server IP address on Windows

5.

. Select Network and Sharing Center and click Change adapter settings.

Right-click Local Area Connection and select Properties.

In the Local Area Connection Properties window, highlight Internet
Protocol Version 4 (TCP/IPv4) then click Properties.

Select Use the following IP address and enter in the IP for the CCKM
server (e.g. any IP address not in use, and in between 192.168.0.2 and
192.168.0.253)*, Subnet Mask (e.g. 255.255.255.0), and Default Gateway
that corresponds with your network setup.

Click OK to change the CCKM server’s IP address.

Note: Make sure the CCKM server's IP address is not a duplicate to prevent

IP address conflict.

To connect to the CCKM server via web browser, enter the CCKM IP address
and port number (default: 8443). For example, if the CCKM IP address is
192.168.0.10, then enter https://192.168.0.10: 8443.

If you have a 2nd NIC, please follow the following steps.

6.
7.

10.

Select Network and Sharing Center and click Change adapter settings.

Right-click Local Area Connection for the 2nd NIC and select
Properties.

In the Local Area Connection Properties window, highlight Internet
Protocol Version 4 (TCP/IPv4) then click Properties.

Select Use the following IP address and enter in the IP of the 2nd subnet
for the CCKM server (e.g. any IP address not in use, and in between
192.168.1.2 and 192.168.1.253)*, Subnet Mask (e.g. 255.255.255.0), and
Default Gateway that corresponds with your network setup.

Click OK to change the CCKM server’s IP address of the 2nd subnet.
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Limited Warranty

ATEN warrants its hardware in the country of purchase against flaws in
materials and workmanship for a Warranty Period of two [2] years (warranty
period may vary in certain regions/countries) commencing on the date of
original purchase. This warranty period includes the LCD panel of ATEN LCD
KVM switches. Select products are warranted for an additional year (see A+
Warranty for further details). Cables and accessories are not covered by the
Standard Warranty.

What is covered by the Limited Hardware Warranty

ATEN will provide a repair service, without charge, during the Warranty
Period. If a product is detective, ATEN will, at its discretion, have the option
to (1) repair said product with new or repaired components, or (2) replace the
entire product with an identical product or with a similar product which fulfills
the same function as the defective product. Replaced products assume the
warranty of the original product for the remaining period or a period of 90 days,
whichever is longer. When the products or components are replaced, the
replacing articles shall become customer property and the replaced articles
shall become the property of ATEN.

To learn more about our warranty policies, please visit our website:

http://www.aten.com/global/en/legal/policies/warranty-policy/
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