ATEN Help File
LDAP Server Configuration Example

Introduction

KVM Over the NET™ switches allow log in authentication and authorization
through external programs. This help file provides an example of how to
configure Active Directory on Windows 2003 Server for a KVM Over the
NET™ switch. Adapt the example to suit the requirements of your particular
installation.

Note: The following configuration example uses the ATEN KN4140v. For the
correct attribute settings and other information for your specific model,
please see LDAP Setting Values, page 22.

To allow authentication and authorization via LDAP or LDAPS, the Active
Directory’s LDAP Schema must be extended so that an extended attribute
name for the KVM Over the NET™ switch — iKVM4140-userProfile — is
added as an optional attribute to the person class.

You will have to complete the following procedures: 1) Install the Windows
Server Support Tools; 2) Install the Active Directory Schema Snap-in; and 3)
Extend and Update the Active Directory Schema.

Install the Windows 2003 Support Tools

To install the Windows 2003 Support Tools, do the following:
1. On your Windows Server CD, open the Support — Tools folder.

2. In the right panel of the dialog box that comes up, double click
SupTools.msi.

3. Follow along with the Installation Wizard to complete the procedure.
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Install the Active Directory Schema Snap-in

To install the Active Directory Schema Snap-in, do the following:

1.
2.

© ® N o

Open a Command Prompt.

Keyin: regsvr32 schmmgmt.dll to register schmmgmt.dll on your
Active Directory computer.

Open the Start menu; click Run; key in: mmc  /a; click OK.

On the File menu of the screen that appears, click Add/Remove Snap-in;
then click Add.

Under Available Standalone Snap-ins, double click Active Directory
Schema; click Close; click OK.

On the screen you are in, open the File menu and click Save.
For Save in, specify the C:\Windows\system32 directory.
For File name, key in schmmgmt.msc.

Click Save to complete the procedure.

Create a Start Menu Shortcut Entry

To create a shortcut entry on the Start Menu for the Active Directory Schema,
do the following:

1.

Right click Start; select: Open all Users — Programs — Administrative
Tools.

On the File menu, select New — Shortcut

In the dialog box that comes up, browse to, or key in the path to
schmmgmt.msc (C:\Windows\system32\schmmgmt.msc), then click Next.

In the dialog box that comes up, key in Active Directory Schema as the
name for the shortcut, then click Finish.
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Extend and Update the Active Directory Schema

To extend and update the Active Directory Schema, you must do the following
3 procedures: 1) create a new attribute; 2) extend the object class with the new
attribute; and 3) edit the active directory users with the extended schema.

Creating a New Attribute

To create a new attribute do the following:

1. From the Start menu, open Administrative Tools — Active Directory
Schema.

2. In the left panel of the screen that comes up, right-click Attributes:

‘m schmmagmt - [Console Root' Active Directory Schema [LDAP.aten.c A =10 x|
) Ole Acon Vew Favortes Window e | =18 x]
«= 0E PR 2@
2 Consale Root Neme [ Syncax [states =]
= B2 Active Directory Schema [LDAP aten.com] | @ accessport Unicode String Acve  —
* @ accourtExpires Large Inkeger/Tnterval Ackive
@ accourtNameHistory Unicode String Active
@ aCSAgoregateTokenR...  Large Integer/Interval Active
® aCSAlocableRSYPBan.,.  Large IntegerfInterval  Active
& aCsCacheTimeout Integer Active
@ aCsDrection Integer Active
@ ACSDSEMDeadTime Integer Active
® &CSOSEMPriority Integer Active
@ 5CS0SBMRefresh Integer Ackive
@ aCSEnableACSService  Boolean Active
@ aCSEnableRSVPACcoL...  Boolean Active
@ sCSEnablensyPMesss...  Boolean Active
@ sCsEventloglevel Integer Active
@ aCsidentibyName Unicode String Active
@ aCSMaxAggregatePes... Large Integer/Interval  Active
@ aCSMaxDurationPerFlow  Integer Active
® aCSMaxirumSDUSze  Large Integer/Interval  Active
@ 2CSMaxhoOfAccountF, ., Integer Ackive -

3. Select New — Attribute.

4. In the warning message that appears, click Continue to bring up the
Create New Attribute dialog box.

(Continues on next page.)
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5. Fill in the dialog box to match the entries for Description and Common
Name shown below, enter the correct X500 Object ID, then click OK to
complete the procedure.

Note: The Unique X500 Object ID uses periods, not commas. See X500
Object ID Table, page 5, for details

iK¥M4140-userProfile Properties [ ﬂﬁl

General |

L VM1 80-userFrofil
Description: ik 4140-userProfis
Common Narme: ik 41 40-userProfile
500 01D: T3E1AL 213711425
Syntax and Range
Syntax: Unicode String

Minimum: 1
I aimuim: 255
Thiz attribute is single-valued.

I Allows this attribute to be shown in advanced view

¥ Attibute is active

I index thiz attribute in the Active Directon

™ Embiguous Hame Resolution (&SR]

™ Beplicate this attibute to the Glabal Catalog

™| Attiibte is copied when duplicating & user

I Index this attribute for containerized searches in the Active Directary

QK. I Cancel Apply
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X500 Object ID Table

Model (o]]»)
CN8000 .1.3.6.1.4.1.21317.1.3.1.6
CN8000A .1.3.6.1.4.1.21317.1.3.1.100.31
CN8600 .1.3.6.1.4.1.21317.1.3.1.100.26
CN9600 .1.3.6.1.4.1.21317.1.3.1.100.50
CS1708i/ CS1716i .1.3.6.1.4.1.21317.1.3.1.100.39
CCVSR .1.3.6.1.4.1.21317.1.2.2
IP8000 .1.3.6.1.4.1.21317.1.3.1.8
KEB900AIT / KE6940AIT .1.3.6.1.4.1.21317.1.3.1.100.51

KH1508Ai / KH1516Ai

.1.3.6.1.4.1.21317.1.3.1.100.36

KL1508Ai / KL1516Ai

.1.3.6.1.4.1.21317.1.3.1.1

KL-1108VN / KL1116VN

.1.3.6.1.4.1.21317.1.3.1.100.34

KM0532 / KM0932 / KM0032 .1.3.6.1.4.1.21317.1.4.1.1
KN1000 .1.3.6.1.4.1.21317.1.3.1.9
KN1000A .1.3.6.1.4.1.21317.1.3.1.100.32
KN1108v / KN1116v .1.3.6.1.4.1.21317.1.3.1.11
KN1108VA / KN1116VA .1.3.6.1.4.1.21317.1.3.1.100.33
KN1116VA-AC .1.3.6.1.4.1.21317.1.3.1.100.38
KN4140v series’ .1.3.6.1.4.1.21317.1.31.3

KN series2 .1.3.6.1.4.1.21317.1.3.1.100.45
KN8132V / KN8164V .1.3.6.1.4.1.21317.1.3.1.100.28
PN5xxx / PN7xxx .1.3.6.1.4.1.21317.1.3.2.30
PM101DA .1.3.6.1.4.1.21317.1.3.1.100.55
RCM101A .1.3.6.1.4.1.21317.1.3.1.100.42
RCMDVI101 .1.3.6.1.4.1.21317.1.3.1.100.54
SN3101 .1.3.6.1.4.1.21317.1.3.3.2

Note: 1. 12 models: KN4140v, KN4132v, KN4116v, KN4124v, KN2140v,
KN2132v, KN2116v, KN2124v, KN4116, KN4132, KN2116A,
KN2132.

2. 10 models: KN1132V, KN2116VA, KN2124VA, KN2132VA,
KN2140VA, KN4116VA, KN4124VA, KN4132VA, KN4140VA,
KN4164V.
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Extending the Object Class With the New Attribute

To extend the object class with the new attribute, do the following:

Note: The attribute name differs depending on the model that is used. Please
see LDAP Setting Values, page 22.

1. Open the Control Panel = Administrative Tools — Active Directory
Schema.

In the left panel of the screen that comes up, select Classes.
3. Inthe right panel, right-click person:

‘i schmmgmt - [Console Root) Active Directory Schema [LDAP. sben.com]\C 4 = |D|£|
“f) File Action Vew Favorites Window  Help -5 x|
¢4 BEEFE0R @@
[ Console Roat Narme [ 1ype [ status [pe=]|
= Mg Active Drectory Schema [LDAP.aten.com] | B organizationaPerson Type &6 Active Ore
{20 Classes B8 organizationalRole Structural Active Org
3 atributes B2 organizational Shruchral  Active Ore
W8 packageRegistration Structural Ackive Pac
LiHnersor Type B8

B3 phyysicalLocation Structural Ackive P

B3 pkICertificateTemplate Structural Ackhe Pl
B pKIEnoliment Service Structural  Ackive Pl
B8 posteAccount Aupliary Ackive .D.b-_l
B8 posteGroup Ausdliary Ackive Al

B2 printQueue Structural  Active Pri

i
[ T =y E—— Drbinia, Lyl
« | »

| |
4. Select Properties; the person Properties dialog box comes up with the
General page displayed. Click the Attributes tab.

g o
.‘[: person
Description: @

Common Name: IP'!“H:'ﬂ

person Properties

2=l
General | Retations

% 5000/D: |2§.IiS
Class Type: IT.\'DE ]
[~ Category

Jpen e |

™ Show abjects of this ciass while browsing
¥ Clags is active

] oK I Cancel Apply
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5. On the Attributes page, click Add:
e

General | Relationship  Attrbutes | Defaut Secuy |

.'I: person

Mandatoy: e

Ophonat accessPort
attributeCertificateittibute
zeefilso

sevialumber

&n
telephoreNumber
useiPassword

21 x|

’TI Cancel ]

oty |

6. In the list that comes up, select iKVM4140-userProfile, then click OK to

complete the procedure.

Note: For the attribute settings for your specific model, please see LDAP

Setting Values, page 22.

Select Schema Objeck

Select a schema object

441 40-yzerProfil
implementedCategories
indexedScopes
infa
initial&uthlncoming
initiald.uthOutgoing

inztallliLewvel
instanceType
internationall SOMMurnber
interSiteT opologyF ailover
interSiteT opologyG enerator
interSiteT opologyR enew
invocationld
ipHoztMumber
ipMetmaskMumber
ipMetwork Mumber
ipPhone
ipProtocolMumber
ipzecData

initials -

psecDalalype =l

2]

Cancel

7. Click Apply to save the change and complete the procedure. Jason now

has the same permissions as user.
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Editing Active Directory Users

There are two kinds of Active Directory users — Type 1 (whose authentication
and authorization parameter settings are supported on the LDAP server) and

Type 2 (whose authentication takes place on the LDAP server, but

authorization is via the KVM Over the NET™ switch’s user database). See

below for further details about Type 1 and page 13 for Type 2.

Type 1

For Type 1 users, both authentication and authorization parameter settings are
supported on the LDAP server. To edit a Type 1 Active Directory user do the

following:

Note: The attribute name differs depending on the model that is used. Please

see LDAP Setting Values, page 22.

1. Run ADSI Edit. (Installed as part of the Support Tools.)

2. Open domain, and navigate to the cn=users dc=aten dc=com node.

3. Locate the user you wish to edit. (Our example uses jason.)

4 Active Directory Users and Computers

< Ble Atn Yiew Window Help

e D@ L0 XFIREE AEGTEE

& Active Diractory Users and Computers [LDAP. aten.com)
(] Saved Queries

(1 Computers

-(a2) Domain Controlles

- ] ForsignSecurityPrincipals
o Users

=10i x|
=81 x|
Type n

Securky Group - Global
trobers Security Group - Global
Domain Guests Security Group - Global

Ertepiise Admins Security Group - Global
Group Policy Creator Owners Secury Group - Global
Guest: User

Security Group - Domain Local

User

€ 1R _ATEN

£ 1wam_ATEN User

o~ = e

€ jasont User

gnns and 1AS Servers Securky Group - Domain Local  Servers inth

schenna Adnins Securiy Group - Global Desgnated

€ steve User

€ stevel User

L User

& steves User

€ steved User

0 steves User =
4l Ji]al | i

4. Right-click on the user’s name and select properties.
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5. On the Attribute Editor page of the dialog box that appears, select
accessPort from the list.

Attribute Editor | Secuntyl
F g

¥ Show gptioral attibutes

T Show only Stributes that have valuss

mandatory aitibutes

Attibutes:
Atribute | Gyntax | Value 2]
atherT elephore Unicode Sting <Moot Sety
otherwelknownObie... DM Binary <Mot Sets
ou Unicode Sting <Moot Sets
ownerBL Distinguished ... <MNot Sety
pager Unicode Sting <Moot Setx
partialétiributeDeletio...  Octet Shing <Not Set>
([ zeomsspon Unicode Siing_ <NotSebe )
oL ale 2 g
phato Octet Sting <Not Set>
physicalDeliveryific..  Unicode Shing <Mt Sets
possiblelnferios Dbject Identifier  <Mot Sets
nIslaIAddress Unicode St <Not Set> _I;l
4 »

Edit

’TI Cancel | Appli |

6. Click Edit to bring up the String Attribute Editor:

String Attribute Editor |

Attibute: accessport

Walue;

LClear | 0K I Cancel |

7. Key in the desired KVM Over the NET™ switch permission attribute
values (see The Permission Attribute Value, page 11 for details). For
example:

String Attribute Editor x|

Attibute: accessport

Walue:
juT

Clear | Ok I Cancel
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8. Click OK. When you return to the Attribute Editor page, the accessPort
entry now reflects the new accessPort:

CN=jason Propetties cd |
Attribute Editor | Securit}ll

¥ Show mandatory attributes

¥ Show optioral attibutes

™ Show only atributes that have values

Attributes:

| Suntas | alue :I
accessport Unicode String U.T.1
personal [ e nicode Sting <Moft Set:
phota Octet String <Mot Set»
physicalDeliveryOffic...  Unicode Sting  <Mot Set»
pozziblelnferios Object |dentifier  <Mot Set>
postaldddress Unicode Sting <Mot Set»
postalCode Unicode String  <Mot Set>
postQfficeBox Unicode String  <Mot Set» 1
preferredDeliveryhdet...  Integer <Mot Setr
preferredLanguage Unicode Sting <Mot Set»
preferreddl Distinguizhed ... <Mot Set>
primaryGrouplD Integer A13
ofjmarvinternaltionall...  Unicode String - <Mot Setx =
4 in »
QK | Cancel | Apply |

a) Click Apply to save the change and complete the procedure.

b) Repeat the Click Apply to save the change and complete the procedure.
Jason now has the same permissions as user. procedure for any other
Type 1 users you wish to add.

10
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The Permission Attribute Value

The attribute value for permission is made up of two parts: 1) the IP address of
the KVM Over the NET™ switch a user will access; and 2) a string that
indicates the access rights the user has on the KVM Over the NET™ switch at
that IP address. For example:

192.168.0.80&c,w,3;192.168.0.188&v,1

The makeup of the permission entry is as follows:

*

An ampersand (&) connects the KVM Over the NET™ switch’s IP with
the access rights string.

The access rights string is made up of various combinations of the
following characters: ¢ w j p 1 v s. The characters can be entered in upper
or lower case. The meanings of the characters is provided in the
Permission String Characters table, below.

The characters in the access rights string are separated by a comma (,).
There are no spaces before or after the comma.

If a user has access rights to more than one KVM Over the NET™ switch,
each permission segment is separated by a semicolon (;). There are no
spaces before or after the semicolon.

Permission String Characters

Character Meaning
C Grants the user administrator privileges, allowing the user to configure the
system.
W Allows the user to access the system via the Windows Client program.
J Allows the user to access the system via the Java applet.
P Allows the user to Power On/Off, Reset devices via an attached PN0108.
L Allows the user to access log information via the user's browser.
\% Limits the user's access to only viewing the video display.
S Allows the user to use the Virtual Media function — Read Only.
M Allows the user to use the Virtual Media function — Read/Write.
T Allows the user to access the system via Telnet.
H Allows the user to access the system via SSH.
A Allows the user to access the system via Telnet and SSH.

Note: Different models support different permission settings. Please see

LDAP Setting Values, page 22, for details.

11
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Permission Examples
Access rights examples are given in the table, below:

User

String

Meaning

User1

10.0.0.166&w,v

1. User has Windows Client and View Only rights
on a KVM Over the NET™ switch with an IP
address of 10.0.0.166.

2. User has no rights on any other KVM Over the
NET™ switch units administered by the LDAP
server.

User2

10.0.0.164&p,s;10.0.0.
1668j,c

N

. User has PON and Virtual Media rights on a
KVM Over the NET™ switch with an IP address
of 10.0.0.164.

2. User has Java Applet and Administrator rights
on a KVM Over the NET™ switch with an IP
address of 10.0.0.166.

3. User has no rights on any other KVM Over the

NET™ switch units administered by the LDAP

server.

User3

v,;10.0.0.164&p,]

1. User has View Only and Log Information rights
on all KVM Over the NET™ switch units admin-
istered by the LDAP server, except for the one
with an IP address of 10.0.0.164.

2. User has PON and Java Applet rights on a KVM

Over the NET™ switch with an IP address of
10.0.0.164.

User4d

User has no access rights to any KVM Over the
NET™ switch units administered by the LDAP
server.

User5

VA

User has View Only and Windows Client rights on
all KVM Over the NET™ switch units administered
by the LDAP server.

User6

v;10.0.0.166&;10.0.0.1
B648&C,]

1. User has View Only rights on all KVM Over the
NET™ switch units administered by the LDAP
server, except for the ones with IP addresses of
10.0.0.166 and 10.0.0.164.

2. User has no access rights on the KVM Over the
NET™ switch with an IP address of 10.0.0.166.

3. User has Administrator and Java Applet rights

on the KVM Over the NET™ switch with an IP
address of 10.0.0.164.

12
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Type 2

For Type 2 users, authentication takes place on the LDAP server, but
authorization is via the KVM Over the NET™ switch’s user database. To edit
a Type 2 user, do the following:

Note: The attribute name differs depending on the model that is used. Please
see LDAP Setting Values, page 22.

1. Follow Steps 1 — 6 of Editing a Type 1 user (beginning on page 8)

2. In the String Attribute Editor, key in the values shown in the screenshot,
below:

String Attribute Editor I x|

Attribute: perm iszions

Walue:

Isu.f'user

Clear | 0K I Cancel |

Note: Where user represents the Username of a KVM Over the NET™
switch user whose permissions reflect the permissions you want
Jason to have.

3. Click OK. When you return to the Attribute Editor page, the permission
entry now reflects the new permissions:

CN=jason Properties ﬂi‘
Attibute Editor | Securiy |

¥ Show mandatory attibutes
IV Show optional attributes

™ Show only attributes that have yaues

Attributes:
Altribute | Syntax | Walue :I
groupsT olgnore Unicode Sting <Moot Set»
horneDirectony Unicode String  <Mot Set>
homelirive Unicode Sting— <Maot Set» =
homePhone Unicode Sting  <Mot Sets

hormePostaldddress Unicode String  <Mot Set>

L = NI

v TH I L

-
initials Unicode String  <Mot Set>
instanceType Integer 4

internationallSDMMuW..  Mumerical Sting Mot Set»
ipPhone Unicode String  <Mot Set>

isCriticalSvstemObiect  Boolean <Mat Set> 3
4 | »
Edit |

0k I Cancel | Spply |

13
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c) Click Apply to save the change and complete the procedure. Jason now
has the same permissions as user.

d) Repeat the Click Apply to save the change and complete the procedure.
Jason now has the same permissions as user. procedure for any other
users you wish to add.

14
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OpenLDAP

OpenLDAP is an Open source LDAP server designed for Unix platforms. A
Windows version can be downloaded from:

http://download.bergmans.us/openldap/openldap-2.2.29/
openldap-2.2.29-db-4.3.29-openssl-0.9.8a-
win32 Setup.exe.

OpenLDAP Server Installation

After downloading the program, launch the installer, select your language,
accept the license and choose the target installation directory. The default
directory is: ¢:\Program Files\OpenLDAP.

When the Select Components dialog box appears, select install BDB-tools and
install OpenLDAP-slapd as NT service, as shown in the diagram, below:

{5 Setup - OpenLDAP o =] |
—

Select Components
Which components should be installed?

Select the components you want ko instal; clear the components you do not want to
install. Click Mext when you are ready ta continue.

inztall OpenlDAP-slapd az NT service
. O install OpenlDaP-slurpd as NT service

Current selection requires at least 11.4 MB of disk space.

< Back I Next » I Cancel

15
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OpenLDAP Server Configuration

The main OpenLDAP configuration file, slapd.conf, is found in the /OpenLdap
directory. It has to be customized before launching the server. This section
provides a quick summary of the modifications to the configuration file in
order for it to be used with the KVM Over the NET™ switch, for a complete
explanation of OpenLDAP, refer to the official OpenLDAP documentation.

The modifications to the configuration file will do the following:

+ Specify the Unicode data directory. The default is ./ucdata.

¢ Choose the required LDAP schemas. The core schema is mandatory.

¢ Configure the path for the OpenLDAP pid and args start up files. The first
contains the server pid, the second includes command line arguments.

¢ Choose the database type. The default is bdb (Berkeley DB).

* Specify the server suffix. All entries in the directory will have this suffix,
which represents the root of the directory tree. For example, with suffix
dc=aten,dc=com, the fully qualified name of all entries in the database
will end with dc=aten,dc=com.

¢ Define the name of the administrator entry for the server (rootdn), along
with its password (rootpw). This is the server's super user. The rootdn
name must match the suffix defined above. (Since all entry names must
end with the defined suffix, and the rootdn is an entry.)

An example configuration file is provided in the figure, below:

ucdata-path /ucdata

include /schemalcore schema

pidfile /run/slapd pid
argsfile frun/slapd args

database bdb

suffix "dc=aten dc=com"

rootdn "cn=ldapadmin dc=aten.dc=com"

rootpw password

directory /data

16
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Starting the OpenLDAP Server

To start the OpenLDAP Server, run slapd (the OpenLDAP Server executable
file) from the command line. slapd supports a number of command line

options, the most important option is the d switch that triggers debug
information. For example, a command of:

slapd -d 256

would start OpenLDAP with a debug level of 256, as shown in the following
screenshot:

x\Program Files\OpenLDAP\slapd -d 256 =}

main; new debug level is; 256

main; new config file is; .\slapd.conf

@(#) $OpenLDAP: slapd 2.2.29 {Oct 21 2005 16:01:14) $
MMohr@BELTIRA:openldap-2.2.29/serversislapd

bdb_db_init; Initializing BDB database

slapd starting

1|

Note: For details about slapd options and their meanings, refer to the
OpenLDAP documentation.

17
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Customizing the OpenLDAP Schema

The schema that slapd uses may be extended to support additional syntaxes,
matching rules, attribute types, and object classes.

In the case of the KVM Over the NET™ switch, the User class and the
permission attribute are extended to define a new schema. The extended
schema file used to authenticate and authorize users logging in to the KVM
Over the NET™ switch is shown in the figure, below:

4
#H Summary: Define the LDAP schema

HE

#

£ ATEN QID:={13.6.14.1.21317}
s

atiributetype (1.3.6.1.4.1.21317.1.1426
NAME 'K VM4140-userProfile'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

objectclass ( 1.3.6.1.4.1.21317.1.1.4.2
NAME 'kn4140User’
SUP organizationalPerson
STRUCTURAL
MAY (iKVM4140-userProfile $ userCertificate ))

Note: For the correct attribute type and object class for your specific model,
please see LDAP Setting Values, page 22.

18
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LDAP DIT Design and LDIF File

LDAP Data Structure

An LDAP Directory stores information in a tree structure known as the
Directory Information Tree (DIT). The nodes in the tree are directory entries,
and each entry contains information in attribute-value form. An example of the
LDAP directory tree for the KVM Over the NET™ switch is shown in the
figure, below:

19
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DIT Creation

The LDAP Data Interchange Format (LDIF) is used to represent LDAP entries
in a simple text format (refer to RFC 2849). The figure below illustrates an
LDIF file that creates the DIT for the KN4140 directory tree. The name of the
file is init.ldif and you create it in the /OpenLDAP directory, as follows:

dn: de=aten.dc=com
obigcrclass: top
obigctclass: deObject
obiectclass; organization
0: Aten Canada

dg: aten

dn: cn=1dapadmin,dc=aten,dc=com
shigciclass: top

ohiectclass: person

objectclass: organizationalPerson
n: ldapadmin

sn: ldapamdin

vserPassword: password

dn: ou=software dc=aten.dc=com
obigciclass: top

obigctclass: organizationalUnit
ou: software

dn: cn=user(01,ou=software dc=aten dc=com
obisetelass: top

objeciclass: person

obigctclass: organizationalPerson

objectclass: knd 14 0user

cn: user(01

sn: user(01

1EVM4140-userProfile: sw/administrator
vserPassword: password

20
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Using the New Schema
To use the new schema, do the following:

1. Save the new schema file (e.g., kn4140.schema) in the

/OpenLDAP/schema/ directory.

2. Add the new schema to the slapd.conf file (in the /OpenLDAP directory),

as shown in the figure, below:

ucdata-path Jucdata

itrclude J/schema/core schema

include J/schema/cosine.schema
include /schema/inetorzperson schema
include Jschema/openldap schema
incinde Jschemaknd140 schema

# Define global ACLs to disable default read access.
access to dn.children="ou=software dc=aten.dc=com"
by dn="cn=ldapadmin dc=aten dc=com" write
by self read
by anonymous  auth

by * none

pidfile Jrun/slapd pid

arzsfile Jrun/slapd. arss

#BDBEB database definitions

database bdb

suffix "de=aten.dc=com"

rootdn "en=ldapadmin dc=aten de=com"
otpw password

ditectory  /data

# Indices to maintain

index. objectClass eq

3. Restart the LDAP server.

4. Write the LDIF file and create the database entries in init.1dif with the
Idapadd command, as shown in the following example:

ldapadd -f init.1ldif -x -D "cn=ldapadmin,dc=aten,dc=com"

-w password
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Appendix

The following table shows the attribute name and permission settings for all
ATEN and ALTUSEN models that allow authentication and authorization via

LDAP or LDAPS.
Attribute Na_me (Win Objectclass Permission
Model LDAP) / Attributetype (OpenLDAP) Settings
(OPenLDAP)
CN8000 permission CN8000User | All
CS1708i/ CS1716i CS1716i-accessRight CSUser C,W,J,L
CCVSR iVlog-userProfile VSRUser All
IP8000 permission IP8000User C,W,J,L,S,M
KH1508Ai / KH1516Ai | KH15xxAi-accessRight KHUser C,W,J, L
KL1508Ai / KL1516Ai | KL15xxAi-accessRight KLUser
KM0932 / KM0952 / | iIKVM0932-userProfile KMUser C,LP
KM0032
KN1000 KN1000-accessRight KNUser All
KN1108v / KN1116v | KN1116-userProfile
KN4140v * iKVM4140-userProfile
PN7212/ PN7320 PNxxxx-userProfile PN7xxxUSer | N/A (SU mode
PN5212 / PN5320 PNsxoUser |
SN3101 accessPort SN3xxxUser

Note: 12 models: KN4140v, KN4132v, KN4116v, KN4124v, KN2140v,
KN2132v, KN2116v, KN2124v, KN4116, KN4132, KN2116A,

KN2132.
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